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Introduction



Demonstrate how it is possible to easily create
powerful malware, combining public available attack
toolkits and exploits of known vulnerabilities

Given the source code of a mobile RAT, it is possible to
extend its features, adapting and modifying its
behavior (hiding malicious features, adding exploits)

AndroRAT++, a proof-of-concept mobile malware,
embedded in a legitimate application, that enhances
the features of a well-know RAT application







Mobile malware is a (relatively) new trend

« Actually almost 10 years of samples

2004

Cabir

First worm affecting
Symbian Series 60
phones. Spreads
from phone to phone
by using Bluetooth
OBEX push protocol.

2009

lkee and Duh
Worms affecting
jailbroken iPhones
using Cydia app
distribution system
due to a hardcoded
password in sshd.

2010

FakePlayer

First malware for
Android makes
money by sending
SMS messages to
premium line

numbers in Russia.

2011

DroidDream

First large attack to
Google Play market.
Over 50 apps
containing a root
exploit published to
Android Market.

2012

Zitmo

Popular Windows
bot and banking
malware Zeus
improved with its
Android component
designed to steal
banking mTANSs.

[1] http://www.sophos.com/en-us/medialibrary/PDFEs/other/sophos-maobile-security-threat-report. pdf

2013

1000 new Android
malware samples
discovered every day

Masterkey

A vulnerability in
Android discovered
exploiting certificate
validation in Android
which allows
malware to disguise
as a legitimate app.

2014

2000 new Android
malware samples
discovered every day

DownAPK
Windows based
malware uses

Android debugging
bridge to install
fake banking app
to Android devices
connected to the
infected PC.


http://www.sophos.com/en-us/medialibrary/PDFs/other/sophos-mobile-security-threat-report.pdf
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@ Lookout Malware Alert

"Super Guitar Solo" is malware.
It has been identified as Trojan.
Android.DroidDream.a.

Uninstall More Info Close

In the Android
Market

. Installed
additional software, and stole
data

Created a botnet

DroidDream

First large attack to
Google Play market.
Over 50 apps
containing a root
exploit published to
Android Market.



Anatomy of Eurograbber Attack

Bank sends a Transaction e
Authorization Number (TAN)
via SMS.The Trojan on the user’s
mobile phone intercepts the
SMS and forwards it to
attackers to complete an
illicit transaction.

o Trojan infects the user's
computer. Eurograbber

Trojan intercepts

communication

with the bank

The next time the @

user logs in to the bank
account, the attackers initiate a
transfer of funds from the user's
account to the “mule” account

Attackers retrieve the
user’s mobile number and
infect the mobile device

Check Point versafe

SOFTWARE TECHNOLOGIES LTO. secure login

\-/

Popular Windows

A.k.a. Eurograbber bot and banking

malware Zeus
improved with its
Android component
designed to steal

Wldespread |n Europe banking mTANS.
Bypass 2FA (SMS OTP)

36M € stolen



Why Android is the most targeted

= Android
platform? 98,05%
° I - J2ME
Wide-spread T,
* “Open” philosophy = Symbos
0,27%
 Lacks of controls
i Other
0,13%

Moy Jan Mer May Jul Sep MWov Jan Mar May Jul Sep Mov Jan Mar May  Jul  Sep Mov  Jan
2010 11 ma2 2013 2004

Source: SophosLabs

[1] http://blog.kaspersky.com/mobile-malware-evolution-2013/



http://blog.kaspersky.com/mobile-malware-evolution-2013/
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Social engineering plays a big role I—
In the exploit

- By installing a trojan app that
perform unauthorized
operations
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Renowned for not making controls over published applications
Used to spread malicious applications disguised as famous ones



* Add new features

* Edit configurations

* Install new apps

* Launch DDoS attacks

/" Surveillance

(Malicious Activity \

Click fraud
« SMS
 Calllogs
* Audio
* Camera
\.* Location

~N

Impersonation

*  SMS redirection

* Send emails

* Post to social media

J

/Financial

/" Data Theft N\
* Stored files
* Account details
* Contacts
* Calllogs
*  Phone number

\_* IMEI

[1] https://www.f-secure.com/documents/996508/1030743/Mobile_Threat Report_ Q1 2014 print.pdf

* Send premium rate SMS
* Steal transaction auth
numbers (TANSs)

Extortion via ransomware
Fake antivirus



https://www.f-secure.com/documents/996508/1030743/Mobile_Threat_Report_Q1_2014_print.pdf

C
How to build a
powerful malware?



What’s new in Android Malware?

THIS QUARTER

ON

with 99% of the new threats that emerged in Q12014 designed to run on the Android operating
system (OS), it's not surprising the most interesting mobile malware technical developments
involved this platform. Here are a few noteworthy advances seen in Android malware in the last
few months:

WINDOWS TROJAN HOPS ON ANDROID !

A banking-trojan named Droidpak that targets Windows PCs also tries
toinstall a mobile banking-trojan on any Android devices connected
via USB to the infected machine. Depending on the variant, we detect
the mobile banking-trojan used as Trojan-5py:Android/Smforw.H or
Trojan:Android/Gepew.A or .B).

ol

r FIRST TOR TROJAN
: ’ Trojan:Android/Torsm.A is the first trojan on this platform to lever-
age the open-source Orbot client for the papular Tor anonymizing
d network to communicate with its C&C server, making it difficult (if not
impossible) for researchers and law enforcement to track and shut

down the CRC.

§
O
B
ng

FIRST CRYPTOMINER !

Trojan:Android/CoinMiner.A is distributed in a repackaged application.
‘When installed, it essentially hijacks the device to silently mine virtual
currency (such as Litecoin) for the malware author. Apart from any data
charges incurred, the constant use of the device's hardware may alsa
affect its battery life and eventual lifespan.

FIRST BOOTKIT ¥

Trojan:Android/Oldboot.A is believed to be Android’s first bootkit,

or malware that affects the earliest stages of the device's bootup routine,
making it extremely difficult to detect or remove. The malware is thought
o have spread in modified firmware updates, with most infections
reportedly seen in China.

PILEUP EXPLOIT !

Researchers reported vulnerabilities in the Android OS that could allow
an installed malware to silently upgrade its permissions during a system
update, and named an exploit of this loophole Pileup (as in, “privilege
escalation through updating”).

DENDROID TOOLKIT ¢!
Backdoor:Android/Dendroid.A is a toolkit for creating Remote Access

Troians (RAT) that allow an attacker to create troians that can remotely

DENDROID TOOLKIT ¢
Backdoor:Android/Dendroid.A is a toolkit for creating Remote Access

Trojans (RAT) that allow an attacker to create trojans that can remotely
access an infected device's audio and video functions. It also creates

trojans that can evade Google Play Store security.

Remote Access Trojan? Interesting, let's Google it...



GOUSIE remote access trojan for android

Web Video Immagini Notizie Shopping Altro ~ Strumenti di ricerca

Circa 152.000 risultati (0,30 secondi)

Android Remote Access Trojan AndroRAT is Cheaper and ...
securitywatch.pcmag.com/../316215-android-rem... ~ Traduci questa pagina

25/set/2013 - Back in July, we told you about AndroRAT—a remote access Trojan for
Android devices that let hackers remotely control every aspect of your ...

Android Remote Access Trojan takes malware 'to a new level'
www.techradar.com/.../android-remote-access-troja... ~ Traduci questa pagina
03/lug/2014 - Android Remote Access Trojan takes malware 'to a new level' - Jack of
all trade when it comes to hijacking banks in Korea. Buying advice from ...

Krysanec trojan: Android backdoor lurking inside legitimate ...
www.welivesecurity.com/.../krysanec-trojan-androi... ~ Traduci questa pagina
12/ago/2014 - We found a RAT (Remote Access Trojan) masguerading as several
legitimate ... This backdoor trojan, which ESET detects as Android/Spy.

3

I’'m feeling lucky...

 First result gave us a possible
trojan name

AndroRAT

Android Remote Access Trojan
AndroRAT is Cheaper and More
Dangerous Than Ever

Sep 25,2013 1:10PMEST | B3 5 Comments
By Max Eddy

F‘E&W

R Y
iEEwN

Back in July, we told you about AndroRAT—a remote access Trojan for
Android devices that let hackers remotely control every aspect of your
phone or tablet. Coupled with another piece of software called a binder,
injecting the malicious AndroRAT code into a legitimate app and then
distributing the Trojanized version was a snap. Now AndroRAT is back:
bigger, more dangerous, and cheaper than ever.

Everything Is Free Now

Originally, AndroRAT was an open-source proof-of-concept that became
an actual remote access Trojan. That's bad, but it could be worse. At
least it was hard to deliver to victim's phones and notoriously

unstable. Bitdefender's senior threat analyst Bogdan Botezatu explained

Ok, we just need to find the
code...

 Let's try GitHub

* Open source proof of concept
« Powerful features
« “Easy like Sunday Morning™!!!!




Still lucky...
Lots of different working versions

DesignativeDave/androrat
Remaote Administration Tool for Android devices

Updated on Mov 18,2012

wszflandrorat
androrat

Updated on Aug 10

jankeyjosh/https-github. com-wszf-androrat
androrat

Updated on Aug 31

Ex-AnOn/AndroRat
Updated on Aug 28, 2013

mokkaeye/Androrat
Updated on Dec 12,2013

SafeChan/ AndroRat
Updated on MowZ, 2013

Arrayana/ Androrat
Androrat- just for Test Project - Dnt Download
Updated on Jun 8

Java & 117 pr348

JEva 32 [FSE

DesignativeDave / androrat

Remote Administration Tool for Android devices
3 commits 1 branch

¥ branch: master v | androrat / +

Update Readme

@ RobinDavid authored on Nov 16,2012

B Androrat

B AndroratServer

EE README.md

androrat

Remote Administration Tool for Android

@ Watch ~ 48

0 releases 1 contributor

1 comment il

latest commit df38f188bb @-

Add configuration for res

add VideoPanel Chinese translation

* Star 117 ¥ Fork | 349

<» Code
Il Pull Requests ]

Wiki

4~ Pulse

E._I| Graphs

HTTPS clone URL
https://github.com/T @-

*You can clone with HTTPS, S5H,
or Subversion. @

& Clone in Desktop

<> Download ZIP




How it works
« Java “server” application
 Android service on the phone

The application itself is not so

attractive

 We can embed it into another one,
it's easy

A game, or another app could be
effective for our target

If we could just exploit the
certificate validation in Android..

Androrat Project

Server Client actions Bulk actions About

SrcFire 8501410321...

Launch at Wed Jul 03 11:00:04 PDT 2013

Onport: 9999|

Wed Jul 0311:00:04 PDT 2013 SERVER online, awaiting For a client...

Wed Jul0311:00:44 PDT 2013 Connection established,temporary IME| was assigned: 0client
Wed Jul 03 11:00:44 PDT 2013 SERVER online, awaiting For a client...

Wed Jul0311:00:45 PDT 2013 CONNECT command recelved from 357242043237517




2004

Cabir

First worm affecting
Symbian Series 60
phones. Spreads
from phone to phone
by using Bluetooth
OBEX push protocol.

" N

2009

lkee and Duh
Worms affecting
jailbroken iPhones
using Cydia app
distribution system
due to a hardcoded
password in sshd.

- 3

@)

2010

FakePlayer

First malware for
Android makes
money by sending
SMS messages to
premium line

numbers in Russia.

If we could just exploit the
certificate validation in Android..

2011

DroidDream

First large attack to
Google Play market.
Over 50 apps
containing a root
exploit published to
Android Market.

2012

Zitmo

Popular Windows
bot and banking
malware Zeus
improved with its
Android component
designed to steal
banking mTANSs.

2013

1000 new Android
malware samples
discovered every day

Masterkey

A vulnerability in
Android discovered
exploiting certificate
validation in Android
which allows
malware to disguise
as a legitimate app.

2014

2000 new Android
malware samples
discovered every day

DownAPK
Windows based
malware uses
Android debugging
bridge to install
fake banking app
to Android devices
connected to the
infected PC.



2013

1000 new Android
malware samples
discovered every day

Android Master Key Vulnerability

- Allows to: "modify APK code without breaking an application’s
cryptographic signature, to turn any legitimate application into a malicious

. . N Masterk
Trojan, completely unnoticed by the app store, the phone, or the end user A -
. . . . . . - A id di ed
- Android can be tricked into believing the app is unchanged even if it has sshfiSeianien)
been validation in Android
. . which allows
- Corrected with Android 4.4 malware to disguise
This allows to change any of the resources as a legitimate app.
_ contained in an APK (manifest, Java
It's p_os&ble to classes, graphical assets) and replace them
decompile an app and with ones of choice
to inject code in it
ZipFile.java
HashMap
ZipEntry
“x Qasses. ZipEntry
MY”
Central wgn
Directory dasses.tle” This only applies to resources
\ ) “classes.dex” ] already existing in the original

APK (new resources cannot

be introduced)
[1] BlackHat US 2013: http://bluebox.com/corporate-blog/bluebox-uncovers-android-master-key/



http://bluebox.com/corporate-blog/bluebox-uncovers-android-master-key/

Let's embed our RAT into a benign
application

The purpose here is to simulate the
attack, not to do it for real..

has been injected into a
*fake* application of BSides

. Not available in any store ©
- New features were added

( )

BSides
Vienna

HI THERE?!
BSidesVienna will open it's doors again in 2014. Be
part of 1t and stay tuned.

Learn more about Security BSides events: Security
BSides

More information on BSidesUienna B8x7DE will fellow
via twitter and on this website.

NEWS

22> [1814674307): Abstracts <K

We added all abstracts to our talks to the Talks
page

22> [1814619108]: Talks added <<
All accepted talks were added to the Talks page

22> [1512193608]: CFP extended <<

We've received so many good talks we're looking at
adding another track. So we extended the CFP to
18th October 2614 23:59:59.

>>»> [1418777159]: Early Bird tickets available <
Get your ticket early... more tickets to be
released soon Register for tickets

>>> [14102856008]: Location fixed <K
We've decided on a location for our event: Topkino
(see venue). It's a cinema with bar and restaurant!
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DEMOQO Scenario



of a malicious APK
\
a




Installation of a malicious APK

Remote control of the phone

-~

)
B u%u

Androrat + some configurations




Installation of a malicious APK

/N
Remote control of the phone
Leverage the botnet

4 )
-

Add some coding

o

/



Bulk actions allow to execute a
command on all the controlled
devices

If the attacker compromises a large
number of devices, a botnet is
created

The resources of infected devices
could be used to carry out attacks on
third-party services

jLF CEFRIEL-RAT
Ser. v Client actions

Bulk actions Abouf

it

B8 =)

Flag IMEL Location Phone Number  Operator Country SIM  Operator SIM  Serial SIM
E 00000000... us 15555215...| Android Android | 89014103... us
i i 35737805... it PosteMobile | vodafone IT | 893910350.. it
E 00000000 us 15555215 | Android Android | 89014103 us
i i 38737805 it PosteMobile | vodafone IT | 89391050 it
E 00000000 us 1565655215 |  Android Android | 89014103 us
35737605... it PosteMobile | vodafone IT | 893910350.. it




Installation of a malicious APK ‘ - |
Remote control of the phone @ *; : = -
Leverage the botnet (DoS attacks) 2 :

Privilege escalation

We need more... root power!

k.but how? Let’s find an easy way/




GO gle fastest way to root android phone \g, n

Framaroot is a one click application that roots almost any android
Web Videos News Images Shopping More - Search tools I 65 PP y

phone or device without the need of a Computer . Framaroot was

developed by from The XDA forums . With one click this app

About 14,600,000 results (0.50 seconds) can install the Superuser and Su binary on your phone . Framaroot

Fastest way to Root any Android Phone Without a Computer currently supports phones with Android versions from 2.0 to 4.2 . This is

www techverse.net » Android « one of the easiest and fastest rooting methods .

Rooting an android phone can be a time taking process . Today we are going to show
you the Fastest way to Root almost any android phone without a computer ...

How to Root Android without Computer - Fastest Method ...
www techdmore.com/2014/03/root-android-without-computer_html -

Have you ever listened about Android rooting phones/smartphones? Yes/no, doesn't
matter because in this article ill try to cover all information about Android ...

How to easily root an Android device - CNET
www_cnet.com/how-to/how-to-easily-root-an-android-device/ =

Jun 11, 2014 - Step three: Run Android Root on your PC, then connect your phone via
its ... Well when i press "ROOT" on Kingo rooting my phone starts Fast booting ... I've
tried all the ways(towelroot, frame root kingo root) and still nothing.

and=0ID

I’'m feeling lucky (AGAIN!). ..
» First result gave us an application that can easily root an Android phone

Framaroot

* Not open source, but we can get the APK from XDA
* One-click root

»  Works from Android 2.0 to 4.2...good enough!

[1] http://forum.xda-developers.com/apps/framaroot/root-framaroot-one-click-apk-to-root-t2130276



http://forum.xda-developers.com/apps/framaroot/root-framaroot-one-click-apk-to-root-t2130276

We can also embed the
eXpIOItS used by Framaroot Select an action to execute after root
within the RAT application.... R

A

Select an exploit in list above to potentially root

The embedded version is Aragorn
"S | | ent“ Gandalf

The attacker can root the
devices remotely

p = Buntime.getRuntime() .exec("su")
DataCutputStream o=z = new DataCutputStream(p.getlutputStream() )

oz.writeBytes (cmd + "\n"):
os.flush{)

os.writeBytes ("exitin") We can now execute
os.flush({): system commands
exitCode = p.waitFor () from within our code

~ramaroot

Several exploits
are available in
Framaroot

= ulll 83% l

Exploit result

Success :-) ... Superuser and su
binary installed. You have to
reboot your device

OK

The exploit install an
administrative shell



Installation of a malicious APK ‘ £

. - :::.i
Remote control of the phone @ =
Leverage the botnet (DoS attacks) 2

Privilege escalation

Exfiltration of sensitive data

R A
2 | T\
K

Add some more code.. /




Installation of a malicious APK

Remote control of the phone

Leverage the botnet (DoS attacks)

Privilege escalation

Exfiltration of sensitive data

Silent installation of new

applications

e
)

Ll

Still some code...

el
v




| just have to choose the application...
* The purpose is always to make money

FIRST CRYPTOMINER "

Trojan:Android/CoinMiner.A is distributed in a repackaged application.
When installed, it essentially hijacks the device to silently mine virtual
currency (such as Litecoin) for the malware author. Apart from any data
charges incurred, the constant use of the device’s hardware may also

affect its battery life and eventual lifespan.

DataCutputStream o= = new DataCutputStream (p.getOutputStream() ) ;
os.WwriteBytes ("su -c pm install -r " + appname + "Yn");
as.flu=shi():



Installation of a malicious APK

Remote control of the phone

Leverage the botnet (DoS attacks)

Privilege escalation

Exfiltration of sensitive data

Silent installation of new

applications

Interception of communications

el
v

W1



madeye / proxydroid @ Watch~ 56 % Star 267 % Fork 107

Global Proxy for Android https://play google com/store/apps/details?id=org . proxydroid

<> Code
62 1 0 2
. _________________________________________________________EEmm Pull Requests z
WB | I branch: master ~ | proxydroid / + ES
Pulse

remove deploy stage

ﬁ madeye latest commit 83c250d4b2 E Graphs
src/main update maven plugin 21 days age
HTTPS
gitignore
travis.yml remove deploy stage 21 days ago You can clone with H

or Subversion. &
README.md ready for publishing a year ago

pom.xml remove deploy stage 21d

e S e e <> Downlo
project. properties add spdy methoc 2 years ago
proxydroid.png merge from googlecode 3 years ago

Global Proxy

Aut up the

1 1 A 11 111 A 117 O 1V 1}

travis.keystore

Choose Apps through proxy
Used to set the proxy (HTTP/SOCKS4/SOCKS5) on Android devices — [
The app has been modified
- The GUI has been stripped entirely
- When launched, sets the proxy and exit
- The app is installed and run automatically

Select ringtone

Vibrate




<

Conclusions



Maybe it’s just a bit of luck, but we demonstrated that
it's easy to create a powerful Android-based malware...

o ad
l'l l'l !

~¢ Take an Add
@ app @ malware

l—r
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