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Hi



I’m Dave Lewis



I was a defender for almost two decades



CV: ca.linkedin.com/in/gattaca/

http://ca.linkedin.com/in/gattaca/


I have the scars to prove it





W H AT  H AV E  I  D O N E  L AT E LY ?

• Contributor at Forbes

• Writer for CSO Online

• Advisory board for Sector Security Conference

• Co-Founder of OpenCERT Canada

• Founder of liquidmatrix.org

• Board of Directors for (ISC)2

http://liquidmatrix.org


Now, I work for



I ’ M  P R E T T Y  H A P P Y  A B O U T  T H AT
S A F E  T O  S A Y …  



This isn’t a vendor pitch







I’m here to talk about the exposed flank



Digital Supply Chain Security



L E V E L  S E T T I N G

• I have merely lived it for the last 20 years or so.

• I’m here to share my perspectives and lessons learned. 

• A collection of my experiences that I hope may provide you 
with value and actionable items.



M E A N I N G
A C T  1



W H Y  I ’ M  I N T E R E S T E D

• When I was young I would hear tales of my grandfathers 
crossing the Atlantic during WWII.

• One grandfather was delivering goods in the merchant 
marine.

• One grandfather was defending the convoys in the Canadian 
Navy.

• I learned the perspectives of the attackers and the 
defenders and the associated cost.

• Thus my fascination with supply chain security began.



P H Y S I C A L  S U P P LY  C H A I N



D I G I TA L  S U P P LY  C H A I N



O N E  &  A  H A L F  Y E A R S  L AT E R …



W H AT  D O  I  M E A N ?

• Supply chain in this perspective is the managing of the 
internal components of an organization.

• The security to ensure the integrity of the information 
technology systems.

• Addressing security at all points in the workflow so that 
attackers may not openly compromise systems. 

• Attackers might have been focused on stealing trucks 
historically, now they’re after your code.



W H O  E L S E  I S  TA L K I N G  A B O U T  T H I S ?



H O W  D I D  M Y  W I D G E T  G E T  H E R E ?
E X A M P L E  O F  A  D I G I TA L  P I C T U R E  F R A M E  O R  U S B   D R I V E



M A LW A R E  I N  
T H E  P I P E L I N E . . .

• Supply chain issues with 
regard to Information 
Technology began to 
show themselves early 
on.





T H E  G R O U N D  F L O O R

• The focus in supply chain security has historically been 
towards enhancing the physical security of the supply chain 
logistics. 

• Lack of concentration on the information technology/
security

• Greater move to decentralized information technology 
solutions with global scale

• Information technology and the supply chain



W H O  C A R E S ?

• Who is taking the time to work on the problem?

• Organization that on supply chain include: 

• World Customs Organization (WCO), Customs Trade 
Partnership against Terrorism (C-TPAT), Container Security 
Initiative(CSI) from the US Customs and Border Protection 
and the Global Security Initiative from DHS.

• ISO/PAS 28000 “Specification for security management 
systems for the supply chain”

http://en.wikipedia.org/wiki/World_Customs_Organization
http://en.wikipedia.org/wiki/Customs_Trade_Partnership_against_Terrorism
http://en.wikipedia.org/wiki/Container_Security_Initiative




I S O  2 8 0 0 0 : 2 0 0 7

• ISO 28000:2007 specifies the requirements for a security 
management system, including those aspects critical to 
security assurance of the supply chain. 

• Security management is linked to many other aspects of 
business management. Aspects include all activities 
controlled or influenced by organizations that impact on 
supply chain security. 

• These other aspects should be considered directly, where 
and when they have an impact on security management, 
including transporting these goods along the supply chain.



I S O  2 8 0 0 0  H I G H L I G H T S

• Establish, implement, maintain and improve a security 
management system

• Assure conformance with stated security management 
policy

• Demonstrate such conformance to others

• Seek certification/registration of its security management 
system by an Accredited third party Certification Body; or

• Make a self-determination and self-declaration of 
conformance with ISO 28000:2007



T H E  M A G I N O T  L I N E
O U R  F L A N K ?  W H A T  F L A N K ?



M A G I N O T  L I N E

• There is a concerted effort to secure physical side of 
logistics. 

• IT solutions as they relate to supply chain have typically 
lacked the same focus.

• So why should this be of concern?

• Well...



C A S E  I N  P O I N T. . .



W H AT  C O U L D  G O  W R O N G ?



… O R  T H I S ?



A C T  I I
W A R  S T O R I E S  A N D  S U C H



W A R  S T O R Y

• External Penetration 
Test

• Partner connections to 
$MyDayJob were all 
tested.

• Testers were able to 
gain access to 
$MyDayJob network

• username: $vendor, 
password: <blank>



W H AT  W E N T  W R O N G

• Default configurations in place

• No verification of the security controls in place 

• No active testing of partner connections

• No contractual language pertaining to third party 
connections



C H A L L E N G E S  &  C O M P L I C AT I O N S
G L O B A L ,  L E G A L ,  C O M P L E X I T Y,  H U M A N . . .



C H A L L E N G E S

• As we have more an more products delivered to us faster 
and cheaper the scale of operations has gone to go global 
scale. 

• What are some impacts of this move? 

• Outsourced help desk

• Offshore development centres

• Partner networks



G E O P O L I T I C A L



L E G A L  I S S U E S

• Legal issues are now global ones as supply chain expands 
across the globe.

• How do laws affect the production supply chain?

• Is there a lack of enforcement of said laws? 

• Are you even legally able to be operating in the country?

• Ignorance of the law is no defense.



I  D O N ’ T  W A N T  T O  P O I N T  F I N G E R S  
B U T…



B L U E  C O AT  &  S Y R I A

• “U.S. Firm Acknowledges Syria Uses Its Gear to Block Web” 
Wall Street Journal (http://online.wsj.com/news/articles/
SB10001424052970203687504577001911398596328)

• “Update On Blue Coat Devices In Syria” Bluecoat (http://
www.bluecoat.com/company/news/update-blue-coat-
devices-syria)

• “Blue Coat Partner Fined $2.8m Over Syria Surveillance 
Sales” TechWeek EU (http://www.techweekeurope.co.uk/
news/blue-coat-partner-fined-surveillance-syria-114548)

• Exposed by hacktivists. Admitted failure. Fines applied. 

http://online.wsj.com/news/articles/SB10001424052970203687504577001911398596328
http://www.bluecoat.com/company/news/update-blue-coat-devices-syria
http://www.techweekeurope.co.uk/news/blue-coat-partner-fined-surveillance-syria-114548


AT M ,  FAV O R I T E  O F  N E ’ E R  D O  W E L L S



A N O T H E R  L E G A L  I S S U E  E X A M P L E ,  AT M  
F R A U D



I T  W A S  Q U I C K



T H E  F L O W



W H AT  W E N T  W R O N G ?

• Vulnerable financial institutions

• Credit card processor was breached on two occasions

• Withdrawal limits removed on prepaid debit cards

• Cashing teams: 36,000 transactions and withdrew about $40 
million from machines in the various countries in about 10 
hours



I N T E L L E C T U A L  P R O P E R T Y

• We have all read about the APT problems. 

• Concerted efforts to purloin Intellectual Property. (Source 
Code, Process, Secret Sauce)

• Using tools like Perforce and Git (as examples) partners 
often want access to source code. 

• Too often they get this access as a “business decision” 
which is your organization’s secret sauce.



S N I P S  I N  T H E  W I R E



S O U R C E  C O D E  I S S U E S



… A N D  S O  O N



PA R T N E R  N E T W O R K S

• Many manufacturing companies build and maintain 
interconnected networks

• The “I have a firewall so I’m OK” mentality should be 
shelved. 

• Do you check your third party connections?

• Trust But (Test and) Verify



W A R  S T O R Y

• Magical Support Elves 
on outsourced software 
development contract

• Remote access via VPN 
and RSA tokens for 
authentication

• Faster than a speeding 
developer...



T H E  L O G I N S

Chennai - 6:43 pm

Hyderabad - 6:52 pm

Mumbai - 7:09 pm

Goa - 7:22 pm

Pune - 7:41 pm

Bangalore - 7:55 pm



S PA C E  &  T I M E

Chennai - Hyderabad = 633 km journey of 9 hours 36 min, in 9 min

Hyderabad - Mumbai = 708 km journey of 11 hrs 12 min, in 11 min

Mumbai - Goa = 604 km journey of 9 hrs and 28 min, in 13 min

Goa - Pune = 457 km journey of 7 hrs and 33 min, in 18 min

Pune - Bangalore = 836 km journey of 11 hrs and 20 min...in 14 minutes.





T H E  C AT C H

• What was the common 
theme between these 
contractors? 

• They all used the SAME 
login



W H AT  W E N T  W R O N G

• Contractors were not clearly trained regarding security 
awareness

• Contractors shared the same login credentials

• Active monitoring was not in place

• The company did not see fit to penalize the contractor as it 
would have negatively affected renewal negotiations. 



We weren’t tackling the basics well.



We Failed



H A R D W A R E  T R O J A N S



M O R E  R E C E N T LY…



B AT T L E F I E L D  R O B O T S



O H . . . R I G H T



Y I P E S !



H O M E  D E P O T,  TA R G E T,  G O O D  W I L L
M O R E  R E C E N T LY





A C T  I I I
W H E R E  T O  F R O M  H E R E ?



G O  B E Y O N D  
C O M P L I A N C E

• Compliance regimes are 
to address the BARE 
MINIMUM



O F F  S H O R E  D E V E L O P M E N T

• Greater diligence is required when signing a contract

• The lowest bid is not always the best choice

• Ensure that you’re development partner adheres to your 
security requirements

• Make sure that they do not have offices in restricted 
countries

• Software liability? 



H A M S T E R  
W H E E L  O F  PA I N

• How do we get off this 
wheel of security issues?  

• We need to be able to 
reproduce good results



D E F I N E D  
R E P E ATA B L E  
P R O C E S S E S

• There needs to be a 
concentration on defined 
repeatable processes 

• Too often companies 
treat third party 
connections as one offs. 
(not for all of course)

• Not having a defined on-
boarding process for 
partners can result in 
unintended 
consequences.



T H E  B U D G E T  
B AT T L E

• The hardest battle I have 
ever fought has been for 
budget

• At one org it was a perpetual 
game of keep away. 

• You need to make a strong 
case that articulates the 
risks to the business in 
terms that the business can 
understand. 

• Avoid the fear, uncertainty 
and doubt if at all possible.



I N T E R N A L  
A P P L I C AT I O N S

• Conduct code reviews. 
Go beyond unit tests.

• Hire third party 
companies to review 
code.

• Keep documentation 
current



I N F R A S T R U C T U R E ,  
D N S  &  W E B  
A P P L I C AT I O N S

• You have limited resources 

• Concentrate on the items 
that are important in your 
supply chain 

• Have a trusted partner



B U I L D  T O  
FA I L

• As with any IT 
implementation failure 
will come

• Make your applications/
infrastructure resilient 

• Don’t build for five nines 

• Build to fail



B A M B O O  
A N A L O G Y

• Supply chain has many 
points that can be 
exploited along the way

• It is important to have a 
supply chain that can 
adapt 



Thank for listening 
Thanks to BSides Vienna!



Thank You

Dave Lewis

Global Security Advocate 


@gattaca

http://www.akamai.com/infosec

http://www.liquidmatrix.org/blog/

http://www.csoonline.com/blog/brick-of-enlightenment 

http://www.forbes.com/sites/davelewis/


http://www.akamai.com/infosec
http://www.liquidmatrix.org/blog/
http://www.csoonline.com/blog/brick-of-enlightenment
http://www.forbes.com/sites/davelewis/

