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whoami

| haku@bsidesbox | % getent passwd ‘whoami® | awk —F':" "{print $5}°
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student_mathematics
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researcher
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Outline of this Talk

Authenticated Key Agreement and KCl

TLS is vulnerable to KCI

KCl and TLS in practice

Live demo: TLS MitM attack

Conclusion and Mitigation
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Key Compromise Impersonation (KCl)

Weakness of Authenticated Key Agreement protocol
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Key Compromise Impersonation (KCl)

Weakness of Authenticated Key Agreement protocol

Authenticated Key Agreement

CERTIFICATE
R

] CERTIFICATE
m 2 parties exchange messages

a  Over an adversarial network D (

m lo derive a shared secret

(session key) =

RISE @ KCl-based MitM Attacks against TLS 4 /17



Key Compromise Impersonation (KCl)

Weakness of Authenticated Key Agreement protocol
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Key Compromise Impersonation (KCl)

Weakness of Authenticated Key Agreement protocol
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Key Compromise Impersonation (KCl)

Weakness of Authenticated Key Agreement protocol

T,

o ) ..................... _ ,
CERTIHICATENR@#* Vo RTIFICATE CERTIFICATE
\_/'"W‘Vl 9 | T \/ﬁg
Xz | e CERTIFICATE
. a —
g
n

a  KCl allows for MitM attacks

RISE @ KCl-based MitM Attacks against TLS 5/ 17



TLS protocol is vulnerable to KCI

Non-ephemeral Diffie-Hellman key exchange with fixed Diffie-Hellman client authentication
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TLS protocol is vulnerable to KCI

Non-ephemeral Diffie-Hellman key exchange with fixed Diffie-Hellman client authentication

(ClientHello) TLS (EC)DH *, rand,

v >
CERTIFICATE 2
- C CERTgICATE
s Client indicates support in |§w: c b : s
ClientHello message
m
m
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TLS protocol is vulnerable to KCI

Non-ephemeral Diffie-Hellman key exchange with fixed Diffie-Hellman client authentication

(ClientHello) TLS_(EC)DH_*, rand,
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(ServerHello) rand,
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TLS protocol is vulnerable to KCI

Non-ephemeral Diffie-Hellman key exchange with fixed Diffie-Hellman client authentication

(ClientHello)
»
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= (ClientKeyExchange) <empty>
»
(ChangeCiphersSpec)
.
m Session key is derived from static DH (Finished)
>
values:
client: PRF((g°)°, rand.||rand,)

server: PRF((g°)°, rand.||randy)
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TLS protocol is vulnerable to KCI

Non-ephemeral Diffie-Hellman key exchange with fixed Diffie-Hellman client authentication

m Session key is derived from static DH
values:
client: PRF((9°)°, rand.||rand,)
server: PRF((g°)°, rand.||randy)
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TLS protocol is vulnerable to KCI

Man-in-the-Middle attack against TLS using KCl|
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TLS protocol is vulnerable to KCI

Man-in-the-Middle attack against TLS using KCl|

Block connection to server
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TLS protocol is vulnerable to KCI

Man-in-the-Middle attack against TLS using KCl|
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TLS protocol is vulnerable to KCI

Man-in-the-Middle attack against TLS using KCl|

Both attacker and client do the

same session

key
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TLS protocol is vulnerable to KCI

Man-in-the-Middle attack against TLS using KCl|

Connect to server
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Prerequisites KCI attacks against TLS

Victim client support: must implement non-ephemeral Diffie Hellman with fixed client

authentication handshake

m rsa fixed dh
m dss fixed dh
m Irsa _fixed ecdh

m ecdsa_fixed ecdh

Victim server support: must have matching certificate

Compromised client certificate’s secret:

s Stolen private key

s Client cert foisted on victim (various vectors)
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Foisting client cert on victim: Social engineering

Secure ways for generating client

certs exist

HTML <keygen> Tag

« Previous Complete HTML Reference

Example
A form with a keygen field:

<form action="demo keygen.asp" method="get">
Username: <input type="text" name="usr nams">
Encryption: <keygen name="security">
<input type="submit">

</form>

Try it yourself »

Definition and Usage

The <keygen> tag specifies a key-pair generator field used for forms.

When the form is submitted, the private key is stored locally, and the public key is sent to the server.

Next »
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Foisting client cert on victim: Social engineering

Common

generated client certs with secret

practice: send pre-

key to user

HOWTO: Securing A Website With Client SSL Certificates - Chromium

[l HOWTO: Securing » x (=“client Certificates | ‘—\

£ ¢ [} it.toolbox.com/blogs/securitymonkey/howto-securing-a-wel @ s¢| =

9 Blogs  Discussions ~ Research Directory ~

Now you have to get these things to your clients to use them. As well keep in mind
that the .p12 file for each user contains both the public and private keys so if your user
doesn't keep that key safe and use a decent export password then this certificate is
about as good as writing an all access password with a sharpie on a post-it for display
in a public place.

On the inverse when you need to remove a certificate’s access you can prematurely
expire the certificate by adding it to the Certificate Revocation List

remove_user.sh

#!/bin/sh

# Revoke a certificate and update the CRL.

base=/etc/ssl/private

# Revoke a particular user's certificate.

openssl -revoke $base/$1/$1.pem

# Update the CRL with the new info from the database (ie. index.txt)
openssl ca -gencrl -out $base/ca.crl -cridays 7

6)
Send the username.p12 to clients. Don't bother sending the other bits. They are more
useful to you should the user lose the thing.
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Foisting client cert on victim: Social engineering

Insecure OS mechanisms to install

client certs

From: ( Your Friendly Sysadmin 2  Hide

To: | hlauschek.clemens@gmail.com ) )

Re: Access to USENIX author
resources
10. August 2015 01:01

Hi Clemens,

| generated the client certificate (attached) for
you, so that you can access the author
guidelines on our servers. Let me know if you
have any questions.

Cheers,
Your Friendly Sysadmin

client_ecdhkey.p12

20 KB
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Foisting client cert on victim: Social engineering

To: | hlauschek.clemens@gmail.com V

Re: Access to USENIX author
resources
10. August 2015 01:01

Hi Clemens,

| generated the client certificate (attache

you, so that you can access the author m

] ] guidelines on our servers. Let me know i
Insecure OS mechanisms to install  haveanyquestions rlecelved 10082013
Contains Certificate
Cheers,
Cl |e N t ce rtS Your Friendly Sysadmin | More Details >

client_ecdhkey.p12

20 KB
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Foisting client cert on victim: Social engineering

To: | hlauschek.clemens@gmail.com V

Re: Access to USENIX author

resources
10. August 2015 01:01 4 Unsigned Profile
Hi Clemens, Rl Installing this profile will change

: ” settings on your iPhone.
| generated the client certificate (attache

you, so that you can access the author S —,
. . guidelines on our servers. Let me know i Cancel Install Now
Insecure OS mechanisms to install  haveanyauestions G
Contains Certificate
Cheers,
Cl |e N t ce rts Your Friendly Sysadmin | More Details

client_ecdhkey.p12

20 KB
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Foisting client cert on victim: Social engineering

Attacker / malicious admin coax vic-
tim to install client certificate for
network X, then use it to exploit con-

nections to all vulnerable servers

To: | hlauschek.clemens@gmail.com V

Re: Access to USENIX author
resources

10. August 2015 01:01 Unsigned Profile

Hi Clemens, Rl Installing this profile will change

settings on your iPhone.
| generated the client certificate (attache: g y

you, so that you can access the author —
guidelines on our servers. Let me know i Cancel Install Now
have any questions. Received 10.08.2015

Contains Certificate

Cheers,
Your Friendly Sysadmin More Details

client_ecdhkey.p12

L _20KB
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Foisting client cert on victim: Install in certificate store

For example (hypothetically): Abusing the trustStore on Android devices

m A user installs a malicious, but be-

nign looking app & o0 \

~ L
s  Malicious app installs client certifi- @

cate In system trustStore

Malicious App,

s largeted app makes TLS connection

s MitM forces targeted app to use

client authentication, using the pre-

viously installed cert

m  User confirms client authentication
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Foisting client cert on victim: Vendor backdoor

A malicious vendor or distributor might install a backdoor in form of a client certificate

s Superfish-MitM: Inject own CA certificate
s KCl-Backdoor:

= Implementation fully spec-conform

= Server certs do not change

WNYK2014
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Securely generate weak certificates

Use secure mechanism (keygen-tag, javascript) to install client certificate

But generate keys with deprecated key strength (1024 Bit DH, 160 Bit ECDH)

Break low-security client keys in offline attack

Attack servers that would support strong cryptography (>=2048 Bit DH, >= 256 Bit ECDSA)

Lower bound for client-supported key strength sets upper bound for achievable security
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Victim server support: Matching Certificate

Server must either

= Support a non-ephemeral (EC)DH handshake C E RTI F I CATE

» Have an ECDSA certificate ( < 10% )

« ECDH and ECDSA cert same structure
= If X509 KeyUsage extension is used

- KeyAgreement Bit must be set

- But client may not check KeyUsage extension

= KeyUsage extension not mandatory
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Attacking Facebook

DEMO
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Victim client support

Vulnerable client software

s Programs using BouncyCastle might be vulnerable

s Apple SecureTransport on older versions of Mac OS X (Safari)
s OpenSSL

« Recently added support (1.0.2 branch) for fixed DH (Z,) client authentication

= 1 ODOs in the source code for fixed ECDH client authentication

s RSA Bsafe(?): support for non-ephemeral ECDH (according to APl documentation)
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Conclusion and Mitigation

s Clients should disable KCl-vulnerable cipher suites
m ECDSA server certificates should not set KeyAgreement bit in X509 KeyUsage extension
s Industry best-practice guides (e.g., RFC 7572) should warn against KCl-vulnerable cipher suites

s Secure generation of client certificates (private key does not leave user’'s computer) should become

common practice

Although we managed to attack prestigious targets (Safari — Facebook), both client and server support

are rather rare, currently. Hopefully, this work prevents the issue from ever becoming more widespread:

s  OpenSSL only very recently added support for fixed DH client authentication

m ECDSA certificates are probably becoming more widespread in the future
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Open and interesting problems

Certification revocation is broken in practice
Proprietory TLS implementations (BSafe, etc)
KCl-vulnerable TLS in different use cases

Other KCl-vulnerable protocols used in the real-world
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