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« KNX s a standard for home and building automation
« KoNneX Association pool of companies

- publish KNX Systems specification
- Develop the ETS (Engineering Tool Software)

R
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What the h3ck is KNX?

« KNX s a standard for home and building automation
« KoNneX Association pool of companies

- publish KNX Systems specification (first version 2002)
- Develop the ETS (Engineering Tool Software)

* Ensuring the interoperability between products, applications and

systems
« Different physical layers e.q. : , \

- Twisted pair cable (TP1)
- Ethernet (IP)
» called KNXnet/IP

On the security of security extensions for [P-based KNX networks
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(BAS)

» Goal: “intelligent buildings”
* Old and busted:

- heating, ventilation and air conditioning (HVAC)
- BUS networks



Building Automation Systems
(BAS)

» Goal: “intelligent buildings”
* Old and busted:

- heating, ventilation and air conditioning (HVAC)
- BUS networks

* New hotnhess:

- security and safety stuff (e.g. alarm systems, access control
systems)

- remote management and stuff ...
- >> connected to IP based networks << 111111!
What can possibly go wrong?



Building Automation Systems

(BAS

» Goal: “intelligent buildings”
 Old and busted:

- heating, ventilation and air c
- BUS networks

* New hotnhess:

- security and safety stuff (e.g§
systems) *

- remote management and stuff ...
- >> connected to IP based netw@&=
What can possibly go wrong?

Source: http://laughingsquid.com/wp-content/uploads/tetris1_img6080.jpg
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Security features in
current/classical KNX ...

* Optional 4 (in words “four”) byte password



Security features in
current/classical KNX ...

* Optional 4 (in words “four”) byte password
.... transmitted in clear text




What the spec has to say ...

“For KNX, security is a minor concern, as any
breach of security requires local access to the
network”

(KNX Systems Specification)



What the spec has to say ...

“For KNX, security is a minor concern, as any
breach of security requires local access to the
network”

(KNX Systems Specification)

“Filtering KNXnet/IP datagrams from the network
requires network analysis tools and expertise.
The content of a KNXnet/IP message is not self-
descriptive but requires semantic knowledge ...”

(KNX Systems Specification)



What the spec has to say ...

S0 U TELLINGIME THAT.U'RE FINE BECAUSE
ATTACKERS/NEED JOOLS AND SEMANTIG

‘KNUW[EDGE

v

PLEASE TELL ME MORE ABOUT Yﬂllli SECURITY BY
OBSCURITY""
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How does a KNX BAS look like?

« GAMMA Training Kit (GTK2)

Source:https://www.auto.tuwien.ac.at/images/practicals/siemens_gamma_img_0515.jpg
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How does a KNX BAS look like?

Magement devices (ETS)

MD WAN
SAC MD
| |
|P Backbone — |CD
Backbone Iv.
--------- ICD = =="="""|chb "™ Interconnection devices
Field Iv.
SAC SAC —
(7)) (7))
-] -
@ 'sAC 2L sAC
al o
— —
SAC = SAC —

fSen/sor\s, Actuators,
and Controller devices




How does a KNX BAS look like?

Magement devices (ETS)

KNX IP — 4
MD WAN
KNXnet/IP% SAC MD
|

|P Backbone — |CD
Backbone Iv.
--------- ICD = =="="""|chb "™ Interconnection devices
Field Iv.
SAC SAC —
(7)) (7))
-] -
©|  sAC 21— sAcC
al o
— —
SAC — SAC —

fSen/sor\s, Actuators,
and Controller devices




How does a KNX BAS look like?

Magement devices (ETS)

MD WAN
C SAC MD
] | |
IP Backbone — ICD
Backbone Iv.
mmmmmEmE="ICD ""T"""""ICD *©“ Interconnection devices
Field Iv.
SAC USB
SAlC USB interface N 148/11
2 % * USB interface to KNX bus
a0 m * Connected to wiring by
—~— SAC —— SAC pressure contacts
& & * eibd open source software
SAC — SAC —

fSen/sor\s, Actuators,
and Controller devices




How does a KNX BAS look like?

C SAC
| |

Magement devices (ETS)

MD

|P Backbone

— ICD

Backbone Iv.

Field Iv.

SAC

— SAC

TP / Bus

SAC —

fSen/sor\s, Actuators,
and Controller devices

SAC —

Interconnection devices

USB interface N 148/11

* Connected to wiring by
pressure contacts

TP / Bus >

* USB interface to KNX bus

* eibd open source software

*DoS
* Inject

ﬂ * Eavesdrop
x rldentify (2M6 addresses)x

WAN




Example

« Record all traffic on bus

$ eibd --listen-local=/tmp/eibhandle -t1023 usb:2:4:1:0:0

$ vbusmonitorl local:/tmp/eibhandle

 Send message “on” to group addr.

$ groupswrite local:/tmp/eibhandle 1/1/5 1

* Read configuration of device

$ mread local:/tmp/eibhandle AA04 116 100
09 AA 04 09 00 09 01 09 02 09 03 09 04 09 05 OB 00 OB 02
FE 20 01 00 FE 01 FE 02 FE 03 02 04 FE 05 FE 06 FE 07 03

08 FE 09 FE OA FE OB 04 0OC FE OD FE




Example

« Record all traffic on bus

$ eibd --listen-local=/tmp/eibhandle -t1023 usb:2:4:1:0:0

$ vbusmonitorl local:/tmp/eibhandle

 Send message “on” to group addr.

$ groupswrite local:/tmp/eibhandle 1/1/5 1

* Read configuration of device

$ mread local:/tmp/eibhandle AA04 116 100
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Example

« Record all traffic on bus

$ eibd --listen-local=/tmp/eibhandle -t1023 usb:2:4:1:0:0

$ vbusmonitorl local:/tmp/eibhandle

 Send message “on” to group addr.

$ groupswrite local:/tmp/eibhandle 1/1/5 1
G

roup addr.
1/1/0

« Reaa onrmnguration of device

20 01 00 FE O1 FE 02 FE 03 02 04 FE 05 FE 06 FE 07 03

FE 09 FE OA FE OB 04 OC FE 0D FE




How does a KNX BAS look like?

Magement devices (ETS)

SAC MD

MD

*’ IP Backbone
Backbone Iv.

Field Iv.

* tcpdump
* tcpreplay 3
* IGMP D SAC
- N
|_
SAC — SAC —

fSen/sor\s, Actuators,
and Controller devices

ﬂ’

TP / Bus >

o 'Iréiavesd rop

o VDoS

ICD

Interconnection devices

USB interface N 148/11
* USB interface to KNX bus
* Connected to wiring by

pressure contacts

* eibd open source software

* Identify (2*16 addresses)

* Inject

WAN




Example

 UDP/IP port 3671
e |Pv4 multicast addr. 224.0.23.12

01 00 5e 00 17 Oc 00 Oe 8c 00 8a fa 08 00 45 00
00 2d 00 7e 40 00 10 11 b2 8b cO0 a8 00 02 e0 00

17 Oc Oe 57 Oe 57 00 19 05 01 06 10 05 30 00 11
29 00 bc £f0 aa 0f 09 04 01 00 81 81

» Just record and replay ...
$ tcpdump -nnvvXSw switchon.cap udp port 3671

$ tcpreplay -i ethO -v switchon.cap



How does a KNX BAS look like?

IP Controller N 350E
* Scheduler & timer
* TIME protocol (RFC 868)

@agement devices (ETS)

WAN

MD

— ICD

Backbone Iv.

Field Iv. -
*IGMP |
* tcpdump 3
* {cpreplay 9 — SAC
I—
SAC —

rSen/sor\s, Actuators,
and Controller devices

SAC —

|

TP /Bus >

Interconnection devices

USB interface N 148/11

* USB interface to KNX bus

* Connected to wiring by
pressure contacts

* eibd open source software

- * Eavesdrop
* Identify (2*16 addresses)
* Inject

~ *DoS




HOW qu*fuzzer scapy) FX BAS IOOk I|ke’?

IP Controller N 350E * Management devices (ETS)
* Scheduler & timer .

* TIME protocol (RFC 868)

MD WAN

— ICD

Backbone Iv.

Interconnection devices

Field Iv.
o ~ SAC —
* IGMP \ N USB interface N 148/11
* tepdump @ @ \ * USB interface to KNX bus
A a0 * Connected to wiring by
* tcpreplay —— SAC ~F~ "AC pressure contacts
. D_ D_ * Al
= = eibd open source software
SAC —] sac— I
- * Eavesdrop
Sensors, Actuators, * Identify (2*16 addresses)
and Controller devices * Inject

¥ VDoS




- How about the

Falcon.exe

4 Ermrar signature

EventType: BEX P1:Falconese P2:21.5213.27300 P3: 4tbccdds
P4: Falconexe P5: 21521327300 PE: 4fbccd33  P7: 000be02f
P2 0000409 P9 00000000

R eporting detailz
Thizs erar repaort includes: information regarding the condition of Falcon.exe when the problem occurred,
the operating system version and computer hardware in use, and the Internet Pratocal [IP] address of
waur computer.

We do haot intentionally collect pour name, addresz, email addresz ar any other form of personally
identifiable information. Howewver, the ermor report may contain customer-zpecific information in the
collected data files. ‘while this information could potentially be uzed to determine your identity, if present,
it will not be used.

The data that we collect will anly be uzed to fik the problem. If more infarmation is available, we will tel
wou when you repart the problem. Thiz emar report will be gent using a secure connection to a databaze
with limited access and will not be uzed for marketing purpozes.

To zee our data collection policy on the web, click here.

Cloze

software ...?

N

Versionsinformationen

ETS Version: ETS 4.1.5 (Build 3248)
Stammdaten: Version 57, Schema 1.1

Lizenzen: ET%4 Demo Licenss

Datenpunkttyp: |Ra'.~.r (ein Byts oder V|

Gruppenadresss: I:I
Wert: |:| ] zyklisch senden Verzogerung[sec]: o

Falcon_exe has encountered a problem and needs to
close. We are zony for the inconvenience.

If you were in the middle of something, the infarmation you were working on
might be lost,

Please tell Microzoft about this problem.

“We have created an eror report that you can zend to uz. We will treat
thiz report az confidential and anonpmous.

To zee what data thiz error repart containg, click here.

Send Ermror Repart Dan't Send |

3 | Zeit: ‘ Dienst | Hags | Prio | Quelladresse | Zigladresse
1 2013-10-01 03:00:58.047 Stop
2 2013-10-01 03:01:15.882 Start

« | m | »

) ENX¥netIPR. - 15.15.].|E| Aktuslles Projekt: | Kein Projekt - dreistufig s | MNachrichtg

On the security of security extensions for [P-based KNX networks
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How about the software ...7?

¥ ¥ ¥
[P I ol
B843CE4F
BB43CHLF lover L3ICHLF:
BB43CELMF inc byte ptr [esi]
8043C851 mouzx eax, word ptr [edi] ; edi points to src
8043C854 dec eax
BB43C855 push eax
BB43C856 mow eax, [ebp+1D8h+var 254]
BB43C859 lea eax, [edi+eax+2]
8043C85D push eax
B043C85E lea eax, [esi+?] ; dst for move later
8843C861 jmp loc_43C938
Y YV
bl e B
A843Cco3a
B843C9308 loc_43C930: ; Dst
8843C938 push eax
|ﬂﬂh3ﬂ93ﬁ add esp, BCh
I
YV
il e B
AB43C939

8843C939 loc_ A43C939:



How about the software ...7?

kbl s 2d

B843C84F
BO43CB4F lover 43CE8LF:

8043C851 mouzx eax, word ptr [edi] ; edi points to src

BB43C85h4 dec eax
BB43C855 push eax
BB43C856 mow eax, [ebp+1D8h+var 254]
BB43C859 lea eax, [edi+eax+2]
8043C85D push eax |} g L
B043C85E lea eax, [esi+?] ; dst for move later =
8843C861 jmp loc_43C938
Vv
bl e B
A843Cco3a
B843C9308 loc_43C930: ; Dst
aa43C238 push eax
|ﬂﬂh3ﬂ936 add esp, BCh
I
YV
il e B
AB43C939

8843C939 loc_ A43C939:

memegenerator.net

On the security of security extensions for IP-based KNX networks



What's possible in classic KNX?

—C Time analysis = 3
—C Power analysis _=_ H

Fault behaviour
( analysis ?)

4C: Code injection
Exploiting algorithm
weaknesses
—— Availability attacks
Configuration
mechanism abuse
£ Software ) ( Side-channel )

Device atta@
@s«wurit‘yr attacks
Network attacks

{ Interception ) { Fabrication )  Modification )  {_Interruption )
- 5 Insert malfnrmedb Mm—in—the—middleb —(___Denial-of-service 5'
-C_Net\.-rnrk sniffing C messages attacks “
—C_ Metwork flooding

Insert correct ﬁ Alteration b
—( _C-_ —C_ Redirection

messafes

Replay old
messages




The solution?: KNXnet/IP Secure

» Security extension to KNXnet/IP
« Backward compatible
* “Draft” - now available for members, not yet implemented

 Multicast communication
(group communication)

— Custom version of CCM (CTR + CBC-MAC)
— AES block cipher

 Unicast communication
— Custom protocol

- ECDH + Custom version of CCM
- AES block cipher



Interconnection
devices

KNXnet/IP Secure

Management devices (ETS)’

| TP / Bus DEkc Dk, Dkg, Dkc
% Gky, Gk,, Gk
SAC as b
ICBY H (pwd) MID pwd
IP Backbone using KNXnet/IP Secure
Dk 4 DEkpg
Gk, ICD CDF Gk,
H (pwd) H (pwd)
SAC —
z g
D SAC P SAC
o o
= =
SAC — SAC —

fSen/sor\s, Actuators,
and Controller devices




KNXnet/IP Secure

[Interconnection
devices Management devices (ETS)’

TP / Bus DEkc Dk, Dkg, Dke

|
%Gkb Gk.. Gk
SAC as b
ICDY H (pwd) MD pwd
|

IP Backbone using KNXnet/IP Secure

Dk 4 DEkpg
Gk, ICD ICD Gk,
H (pwd) H (pwd)
SAC — * Still possible:
= z * Eavesdrop
ML SAC ML_SAC  *Inject
2 2 " Dos

fSen/sor\s, Actuators,
and Controller devices




EMnlﬁti[}a(net/lP Secure Unicast

TP / Bus

|
SAC %I cD

DEkc

Gk,

H (pwd)

Management devices (ETS)

TP / Bus

SAC —

rSen/sor\s, Actuators,
and Controller devices

IP Backbone usina K

gl Unicast

— SAC

ICD
SAC —
72
)
m
ol
|_
SAC —

— SAC




Interconnection
devices

TP /Bus Dkc

I
SAC

KSen/sor\s, Actuators,

Gky
ICD Y 17 (pwd)

"

net/IP Secure Multicast

anagement devices (ETS)’

Dk A, Dkp, Dkc

pwd

Dk 4

H (pwd)

SAC

Al

S~~~
al
I—

SAC —

and Controller devices

IP Backbone usina K

&l Multicast

SAC —]

TP / Bus

H (pwd)

— SAC



Interconnection
devices

TP /Bus Dkc

|
SAC

Gky
ICD Y 7 (pwd)

net/IP Secure Multicast

Management devices (ETS)’

MD

Dk A, Dkp, Dkc

pwd

IP Backbone using KNXnet/IP Secure

Dk ,
@ .

H (pwd)
2
Ml sSAC
R
|_

SAC —

fSen/sor\s, Actuators,
and Controller devices

SAC —

SAC —

ICD

TP / Bus

— SAC

DEg

H(pwd)

* No forward secrecy
* No non-repudiation




devices

Interconnection

net/IP Secure Multicast

Management devices (ETS)’

TP / Bus DEkc Dk, Dkg, Dke

|
SAC oD Ghy VD Gha, Gk
H(pwd) | pwd
IP Backbone using KNXnet/IP Secure
Dk 4 Dkp
Gk, ICD IC Gk,
H (pwd) H (pwd)
0 SAC ™ ? "~ * Compromise ICD
o M => extract key information
N — SAC N —3 => impersonate this ICD (D]fB)
— - => compromise group  (Gk,)
- ] => reconfigure other ICD
SAC SAC hash used as a pwd !

fSen/sor\s, Actuators,
and Controller devices




E@[n&n%l}!;ﬁnet/lP Secure Multicast
devices Management devices (ETS)’

TP / Bus Dkc Dk, Dkg, Dke

|
% Gky, Gk, Gk
SAC as b
ICBY H (pwd) MD pwd
|

IP Backbone using KNXnet/IP Seoure*

Gk, ICD
H (pwd)

* Replay traffic within latency tolerance

“this parameter specifies the

__ SAC length of the acceptance window for
accepting incoming multicast frames
SAC — . with a past timestamp

" (sequence identifier)”
Sensors, Actuators, ’ |
and Controller devices

TP / Bus




E@[n&n%l}!;ﬁnet/lP Secure Multicast

Management devices (ETS)’

TP / Bus

|
SAC %I cD

DEkc
Gk,

H(pwd)  MD

Dka,Dkp, Dkc
Gkq, Gky
pwd

DE 4

Gk, ICD

H (pwd)
3
o
N
I—

SAC

fSen/sor\s, Actuators,
and Controller devices

— SAC

IP Backbone using KNXnet/IP Seoure*

~ * Replay traffic after downtime

“It shall under no circumstances

be decremented because this would
weaken the resistance against replay
attacks. To achieve this, the sequence
counter must be persisted during
power-off conditions. Even better it
should be increased during power-off

~_conditions using an RTC”




Custom AES CTR

ctro

Po

ctrq

Y

P1

L

oy

C1

where,

c is the ciphertext,
p is the plaintext,
E is the encryption
function (AES),

k is the key,

ctr 1s the counter



Custom AES CTR

Ctro ClT1 ) where,
+ + c is the ciphertext,

7 ‘»[ B ] I { B ] p is the plaintext,
E is the encryption

* function (AES),

Do $WY\ D1 +? k is the key,

f ctr 1s the counter
Co C1

Group identifier (GID) is a timestamp
ctr, = GID || 00 ... 00 || 0 — 255

ctro =GID || 00 ... 00 || O
ctry =GID || 00 ... 00 || 1




Custom AES CTR

ctro Clry where,
+ + c is the ciphertext,

2 ‘»[ I ] I { B ] p 1s the plaintext,
E is the encryption

* function (AES),

Do $WY\ D1 +? k is the key,

f ctr 1s the counter
Co C1

Group identifier (GID) is a timestamp ctrg = ctr,

ctry = GID || 00 ... 00 || 0 — 255 co = po ® Ex(ctro)
ctro =GID || 00 ... 00 || O ch = ph D Eg(ctr])
ctri = GID || 00 ... 00 || 1 O /

co® ¢y = po D py



CBC MAC Forgery?

» depends on byte order and detailed
construction of and

* Only possible on messages which are
authenticated but not encrypted



CBC MAC Forgery?

Po P1

() |o-(2) oo

where,

I" is the tag,
p is the plaintext,
E is the encryption
function (AES),

k is the key,

By is the IV

o
Y




CBC MAC Forgery?

Po P1

() |o-(2) oo

where,
I" is the tag,

p is the plaintext, <j
E is the encryption

function (AES),
k is the key,

By is the IV -

o
Y




CBC MAC Forgery?

Do P1

o-(+) o) oo

where,
I" is the tag,

p is the plaintext, <j
E is the encryption

function (AES), co = Er(po ® By)
k 1s the key, co = Ei(ph ® BY)

By is the IV (==

oF 3 —
Y




Conclusio

» Current/classical KNX => no security

 unicast / multicast (+) yes, (-) no, (~) nice try

Property KNX KNXnet/IP Secure

Authentication -1 - ~ I -
Authorization -1 - +/ -
Non-repudiation -/ - -1 -
Integrity -1 - + |~
Freshness -1 - + | ~
Confidentiality -1 - + |~
Forward secrecy -/ - +/-

Availability -1 - -1 -



EOF
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