Running a Bug Bounty Program

What you need to know



Shpend

e TU - Master in Software Engineering
e Senior AppSec Engineer & Team Lead (@ Bugcrowd
e Bugbounty Hunter

e \/ideo Games




Agenda
e What & Why

e Pre-launch
e Post-Launch

e Notable findings



Bug Bounty Programs



Audience survey: Do you know what Bug Bounty means?

Source (Hyperbole and a Half)
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The History of Bug Bounties: Abbreviated Timeline from 1995 to Present
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Why?



Should I invite random people to hack on my systems?

Source (Hyperbole and a Half)



http://hyperboleandahalf.blogspot.com/2010_06_01_archive.html
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Benefits to running a Bug Bounty Program
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http://www.esrb.org/ratings/
http://www.esrb.org/ratings/

Case Study: Instructure

2013 (Pentest) 2014 (Bug Bounty) 2015 (Bug Bounty)

Critical

Medium

https://www.canvaslms.com/security

Source (Canvas)


https://www.canvaslms.com/security
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Who are these people?

EVERYONE

®

e Allages

e Alllevels of experience & skillsets
e All over the world

e Users and and non-users

e Passionate about security!

CONTENT RATED BY
ESRB

Source (ESRB)


http://www.esrb.org/ratings/
http://www.esrb.org/ratings/
http://www.esrb.org/ratings/

Researcher Incentive

e (ash!
e Reputation (Hall of Fame)
e Ranking (platforms)

e Passionate about security!

I'm ganna make it rain:

Source (ESRB)


http://www.esrb.org/ratings/
http://www.esrb.org/ratings/

The Value of Crowdsourced Testing

Source (RedTeam Pentesting)



https://www.redteam-pentesting.de/en/pentest/-what-is-a-penetration-test
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How?



Before and After

e Pre-Launch as a Program Owner

o  Scope
o Exclusions
o Environment

o Access

Bsides Vienna 2016

Post-Launch as a Program Owner

O

O

O

Handling Submissions (Manpower)
Communicating Effectively

Defining a Vulnerability Rating Taxonomy



“Make a change, pay the researcher.”

CAUTION

=<. USE THE

Source (Get A Life)


http://www.gll-getalife.com/get-success/how-to-be-productive
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http://www.gll-getalife.com/get-success/how-to-be-productive

Pre-Launch



Scope

e Define target(s).

o Only webapp (www.example.com)

o All subdomains (careful) (*.example.com)

o  All products & acquisitions (more careful)

o  Mobile? (Android, i0S, Windows Phone? j/k)

o  Human & physical

menegen eralarnal

Source (Accurate Shooter)



http://bulletin.accurateshooter.com/2007/05/07/
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Scope

e Define non/rewardable findings vo “ B Fnc E

o No security impact (Logout csrf)
o  Best practice (Session management)
o  Full/partial poc? (XXE, SSRF,SQLI)
e Define reward range
o  Minand Max
o  Table based on vuln types

e Define Disclosure

o  Allowed or not

Source (Accurate Shooter)



http://bulletin.accurateshooter.com/2007/05/07/
http://bulletin.accurateshooter.com/2007/05/07/

Exclusions

e You might not care about:

O

(Low-impact) “low hanging fruit”

Intended functionality
Known issues (call out!)
Accepted risks

Issues based on pivoting

WEVEBEEN BREACHED FROM'CLICK:JACKING

memegenarator.net

Source (Meme Generator)



https://memegenerator.net/instance/63011657
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Environment

e Production vs. staging

Not just a bigger display.

e Make sure it can stand up to testing! A bendable dlsplay.
It's one thing to make a bigger display. It's
o Scanners something else entirely to make a bigger

bendable display with brilliant colors and
higher contrast at even extreme viewing
© Contact forms angles. But that's exactly what we did with
the new Retina HDB display.*

o  Pentesting requests

e Special bounty types

o loT/devices

° Researcher environments

*Viewing angles may vary from pocket to pocket

Bsides Vienna 2016 Source (The Daily Mail)


http://www.dailymail.co.uk/sciencetech/article-2769328/Theyre-Internet-jokers-poke-fun-Apples-flexible-iPhone-6-BentGate-rages-on.html
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Access

e Easier = better (self-signup)
e Provide adequate resources for success

o  E.g.sandbox credit cards

e No shared credentials

TO UNLOCK YOUR COMPUTER

open the fridge.

Source (Demotivation)



http://www.demotivation.us/to-unlock-your-computer-1274791.html
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Post-Launch



MOURSELE

High volume of submissions
Scanners
Manpower

Communication

PN

TS ARE[COMING

7":-""“‘1 EI‘HEQEH_ rator.net

Source (Meme Generator)



Tips: Triage submissions

e Work oldest to newest
e Push back if unclear (ask more info)
e Tag valid findings

e Experience -> faster triage

Bsides Vienna 2016 Source (Meme Generator)



Tips: Triage submissions efficiently

e Check Domain/Bug for in scope e Have multiple browsers ready
e Check for duplicates e Keep burp open (you’ll need it)
® Reproduce (Replication steps) e Have environment ready (XXE oob via ftp)

e Have accounts (with diff roles) ready e Keep scope handy

Bsides Vienna 2016 Source (Meme Generator)



e Researchers like:

o  Concise, unambiguous responses
m ESL
o  Short response time

o Predictable reward time

e (Communicate issue being looked at

e Reply to researcher questions.

*T TINK ou SHOwD & MORE
EXPLIUT HERE N STEP TWO,

Source (Profielwekstuk)



https://udenscollegepws.blogspot.com/p/profielwerkstuk-onderzoeksvragen.html
https://udenscollegepws.blogspot.com/p/profielwerkstuk-onderzoeksvragen.html

® For program owners:

o  Speeds up triage process

o  Track your organization’'s security posture —
o  Arrive at a reward amount more quickly
e Forresearchers: -
o  Focus on high-value bugs ‘

o Avoid wasting time on non-rewardable bugs

o Alongside brief, helps build trust



Priority will change as your organization does

Establish a regular meeting

o  Review interesting bugs
o  Discuss additions

o  Propose changes

This is an ongoing process!

Great learning opportunity

Source (Wikipedia)


https://upload.wikimedia.org/wikipedia/commons/f/fc/King_Arthur_and_the_Knights_of_the_Round_Table.jpg
https://upload.wikimedia.org/wikipedia/commons/f/fc/King_Arthur_and_the_Knights_of_the_Round_Table.jpg

Notable Findings



2 Remote BoF kernel level (Cifs/NSF)
Found in custom kernel modules
Rewarded $10k each

Timeframe: 2 weeks

LESS TRAVELED
e

ST TP g

% |
BUT WHEN I DO, IT'S BECAUSE
I USED APPLE MAPS |

Source (Meme Generator)



https://memegenerator.net/instance/27557567
https://memegenerator.net/instance/27557567
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POS tablet (Android)

Shipped to researchers for testing
Winner takes all ($15k)

Hacked via flashing

Bonus bug: admin backdoor

Source (Meme Generator)



https://memegenerator.net/instance/27557567
https://memegenerator.net/instance/27557567

Login as anyone

SSO available for setup

Domain no verified

Attacker set ups SS0

Attacker adds ANY email address in their
SS0O account

Attacker available to login using that email
address

Reward: $10k

YOU CAN LOGIN AND YOU CAN

s LOGIN

~ EVERYONECANLOGIN)

Source (Meme Generator)



https://memegenerator.net/instance/27557567
https://memegenerator.net/instance/27557567
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