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Don’t give the Interface an IP address

auto eth@

iface eth® inet static
address 192.168.1.205
network 192.168.1.0

netmask 255.255.255.0
broadcast 192.168.1.255
gateway 192.168.1.1




Don’t give the Interface an IP address

auto eth@

iface eth® inet static
address 192.168.1.205
network 192.168.1.0

netmask 255.255.255.0
broadcast 192.168.1.255
gateway 192.168.1.1

Can still respond to protocols below
IP stack

Cut pin one ( / )
Solder a 23 pF capacitor
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SPAN port

eth1 (monitor iface)

ethO (mngmt iface)
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A discussion of IDS



z1iblg is clreody the nemest version.

libpcred is alreody the newest version.

tcpdump is already the nemest version.,

wget is already the newest version,

The following extra packoges will be instolled:
outotools-dev binutils cpp cpp-4.8 dpkg-dev fokercot g++ g++-4.8 gcc gec-4.8
gcc-4 . 8-base git-mon libolgoritha-diff-perl 1ibolgorithe-diff-xs-perl
libolgorithe-merge-perl libosan® libatomicl 1ibc-dev-bin 1ibch 1ibch-dev

pg-1s14 libdgkg-perl 1 or-perl ligfokercot 1ihgile-fentlgck-perl

| 4 - R W ‘81 ‘-, ) 1 4 ibl
Basic Suricate Insta
18440 CCPPVU L TOSUOTaT 181 2y ™ o oeyY TLOSTUC YW L1000

linux-1ibc-dev »4 manpoages-dev
Suggested packoges:

outoconf?. 13 autoconf-archive gnu-standards outoconf-doc gettext

bimutils-doc cpp-doc gec-4.8-locoles debion-keyring gee-multilib

gee-4 B-multilib gcc-4.8-doc Libstdces6-4.8-dbg gcc-multilib outomokel. .9
flex bison gdb gcc-doc gec-4.8-multilib libgccl-dbg libgompl-dbg libitml-dbg

libatomicl-dbg libosdl® 1 ®nd-d 1100 2 ) M1 t - doemon
git-doemon-sysvinit t g 3 ) i
git-bzr git-cvs g\t N \ \ e

)5

t
l

11bstdc++-4,.8-doc outomaken glortron fortr compiler gC)-Jdk moke-doc

The following NEW packages will be installed
outoconf outomoke cwtotools-dev binutils bulld-essentiol cpp cpp-4.8
dpkg-dev fokeroot ge+ ge+-4.8 gcc gec-4.8 git git-mon libalgorithm-diff-perl
libolgorithm-diff-xs-perl libalgorithm-merge-perl libasor® libotomicl
libc-dev-bin libcb-dev libcap-ng-dev libcloog-isld libdpkg-perl
liberror-perl libfokercot libfile-fentllock-perl libgcc-4.8-dev libgepl®
libgompl 1ibisl10 libitml libltdl-dev 1ibltdl7 libmogic-dev libmpcl libmpfrd
1ibnet]l libnetl-dev libnsprd Libnsprd-dev Libnss3 Libass3-dev Libnss3-nssdd
1ibpcop-dev Libpcop®.8-dev 1ibpcred-dbg libpcreid-dev Libpcrecppd
libquodeoth® 11bstdce+-4, . 8-dev 1ibtool 1ibtsond 1ibyoml-0-2 1ibyoml -dev
linux-1ibc-dev m4 moke monpoges-dev pkg-config zliblg-dev

The following pockoges will be upgroded:
gcc-4.8-base 1ibchb libstdces6

3 upgroded, 62 newly installed, @ to remove ond 125 not upgroded.

Need to get 52.3 M8 of orchives.

After this operation, 155 MB of odditional disk spoce will be used,

Get:l http://us.orchive.ubunty, com/ubunty/ trusty-updotes/main gcc-4.8-base ondbd 4.8.4-2ubuntul

~14.04.1 [16.0 kB)

Get:2 http://us.orchive.ubuntu. com/ubuntu/ trusty-updotes/main 1ibstdc++6 omdb4 4.8.4-2ubuntul~1

4.04.1 [259 kB)

0% [2 libstdce+6 O B/259 kB %)
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Analysis Software

Iasus _wov

-2 authd[147]: Succeeded authorizing right 'system.hdd.smc scp_cmd ge(_csv
bexec/applessdstatistics’ [94394] for authorization create

lessdstatistics' [94394] (100008,0) ;ystem(scp_cmd_ge(_csv)

-2 authd[147]: Succeeded authorizing right 'system.hdd.smc

bexec/applessdstatistics' [94515] for authorization create open(master_csv, "rb") as csviile:

lessdstatistics' [94515] (100008,0) data - csv.reader(csvfile, delimiter-",")
ost authd[147]: Succeeded authorizin® right 'comgapple.Ser row [ ata:

.modify' by client BVUSK /A DRxel/ Uhe Bo@nt@GENt N[ 46] &0r lohan &V itw |

by '/usr/libexec/Us kbl r, A er dagns 0| lago: hd(domain)
-2 authd[147]: Sucdqieded authorizing right '"com.apple.D1

lient '/usr/libexec/ dlskmonagementd [257] for authorizati open(new_csv, "rb") as csviile:
bexec/diskmanagementstartup' [64] (Ba®) data - ¢cov.raader(csviile, delimiter-"")
-2 authd[147]: Succd®Od Butlo@2nl = M s ™ gin. Wi 6 I irwihfadsisp il o)
stem/Library/CoreSelviged Lo ] ' W authy rav | amtal
System/Library/CoreServices/loginwindow.app' [105] (3,0) ume — row|.|

-2 authd[147]: Succeeded authorizing right 'system.login.c domain - row[1]

m/Library/CoreServices/loginwindow.app' [105] for authoriz probability -~ row[2]



Ticketing

Description Waichers €©) Stop walching this ssue
hilps
That comain is def bad 50 please add it. Came in from a customer sideways 10 me and apparently is from an infected word doc Dates
But please also look at the bitcoin-dns stuff below also...Looks very suspicious. Also plaase report direct back 1o me with fndings. Created 14Mar16 12:55 PM
hitps Updated 6 days ago

[Created via e-mai received from: “{ - SR

Agile
Activity View on Board
Al Comments Worklog History Activity TransBons HipChat discusslons
v £l Josh Pyorre added a comment - 14/Mar/16 2:30 PM sttt s
Dedicated roor Create arcom  Choose a room
The domain ({ s o'reacy biocked. Currently looking into the bitcoin-dns activity
Other rooms Issue mentioned in 0 rooms



The Classic Model

Operations




CAT 1

CAT 2

CAT 3

Defense Testing

Unauthorized
Accoss

Denial of Service
(DoS)

Malcious Code

improper Usage

Scarns/Probes
IAnempled Access

aporcm.'d aavfy tesing of imemal/external
network defenses of responses

In this category an individual gans logical or
phyuml SCCOSS without parmission 10 a
fedoral agency network, syslem, appication,
data, or other rescuwrce

An attack that successitaly prevents or
impairs the normal authorized functionalty of
networks, systems or applcations by
exhaustng resources. This actvity Includes
being the victim or participating in the DoS.

Successfuf instaliation of malicious software
(e.g. virus, worm, Trojan horse, or other
code-based malkcious entity) that infects an
operating sysiom or application. Agencies
amn NOT requined 10 repornt malcious logic
that has been succossfully guavantined by
antivirus (AV) software

A person violales acceptable computing use
poicies

This category Iincludes any actvity that secks
10 access or identity a federal agency
compuler, open ports, protocols, service, or
any combination for later exploil. This activity
does not directly result in & compromise or
denial of service

Unconfimmed incidents that are polentially
malcious or anomalous activity deemed by
the reporting enilty 1o warant further review.

for each ogonc,/s r?,omal use
during exarcises

Within one (1) hour of
discovery/detection

Within two (2) hours of
discoveryidetection If the
successiul attack Is still ongoing
and the agency is unable to
successiully misgate activity.

Daly

Note: Within one (1) hour of
discovery/detection if
widesproad aCross agency.

Weeidy

Monthly

Note: ¥ sysiem is classfied
report within one (1) hour of
discovery

Not Applicable; this category is
for each agency's use 10
cabegorize 8 potentiad incident
?hal is currently being
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| R Apply a display filter .. <¥/>

I:]_tj Expression_ +

No.

48
49
se
51
52

ss2sfze
rrrr@irr

Time Source

rflirrrrrrrrrrr

23.67.247.186
192.168.1.131
192.168.1.131
23.67.247.186
23.67.247.186
23.67.247.186
192.168.1.131
23.67.247.186
192.16 13
23.67.2
23.67.2

192.163.1

168.1.131
192.168.1.1
192.168.1.131
192.168.1.131
192.168.1.1
192,168.1.131

Destination

192.168.1.131
23.67.247.186
23.67.247.186
192.168.1.131
192.168.1.131
192.168.1.131
23.67.247.186
192.168.1.131
23.6mR47.186

pee

192.168.1.1
192.168.1.131

162,125.17.131
162.125.17.131
192.168.1.131
23.67.247.195

Protocol Lesgtt info

e
e
NTTP
TP
TP
TP
TP
TP
Tce

e
SSL
ONS
TP

74 89 - 60551 [SYN, ACK] Seq=0 Ack=1 Win=28968 Len=8 MSS=1460 SACK_PERM=1 TSval=1379479984 TSe.
66 60551 - 89 [ACK] Seq=1 Ack=1 Win=131744 Len=0 TSval=845684566 TSecr=13794799524
251 GET /bag MTTP/1.1
66 B0 -« 60551 [ACK] Seq=1 Ack=186 Win=30048 Len=@ TSval=1379479917 TSecr=845684566
1514 [TCP segment of a reassembled POU]
1514 [TCP segment of a reassembled POV]
66 68551 - 8@ [ACK] Seqe=186 Ack=2897 Win=129600 Len=0 TSval=845684586 TSecr=1379479918
1514 [TCP segment of a reassembled PDU]
66 68551 | e 345 Win=131072 Len=0
: prears

t o
200 C J_ pLi

845684586 TSecr=137QM79918

1
' i/ . -

551 WNED (ACK : T[] 1 A 3 3 T 13

75 Standard query @x7e3f A ala.entrust.net
223 Standard query response @xicdd A www.apple.com CNAME www.apple.com.edgekey.net CNAME www.ap.

66 6R550 - 443 [ACK] Seq=1 Ack=1 Win=131360 Len=9 TSval=845684627 TSecr=287297681

261 Client Hello

200 Standard query response @xB858¢ A init-s@lst.push.apple.com CNAME init-s@1st.push.apple.com..
78 60552 - 89 [SYN] Seq=® Win=65535 Len=@ MSS«146@ WS=32 TSvale=845684706 TSecr=0 SACK_PERM=1

"



10:16:05.878830 IP 10.3.21.103.49196 > 46.30.45.206.80: Flogs [P.], seq 383:972, ack 221314, win 63336, length S589: HTTP: RN /topic/30219-schoolmistress-
orbitral-swopped-accelerators-pavenents-sending-categorical/?s«=LpvZQieslg-Ewec-SNEx«NVVEUSO=pgxGei0_-F6-Nrs64yssKVglorbRDQ- HTTP/1.1

E..u..® ,  yK

ce@eamany P.7.07.7.P. .02, . . B /topic/30219-s5choolmistress-arbitral -swapped-accelerators-pavements-sending-categorical/?s=LpvZQSe=Ug-wea- SN x=NVVEUSo=pgx
Gei0_-F6-Nrs6ayssKVgl6rbRDQ- HTTP/1.1

Accept: */*

Content-Type: text/html; chorseteutf-38

Referer: http://obordonor.section?S.ew/ topic/30219-schoolnistress-orbitral -swopped-occelerctors-pavenents-sending-cotegoricol/

Accept-Longuoge: en-US

Accept-Encoding: gzip, deflate

Usor-loont Moznlo/s 2] ('mdows NT 6.1; Trident/7.0; rv:11.9) like Gecko

Content ~Length: 138

DNT: 1

Connection: Keep-Alive
Cache-Control: no-cache
190:16:05.879804 IP 46.30.45.206.80 > 10.3.21 _3.491 [.], ock 972, win 64240, length @

Beo¥ercacane -

seelPopZoTeaTeWPeamans

10:16:05.8385240 IP 10.3. - 2= EWzQBAy«Ss=ttFQ&

va@eamaem Pl UL LuPL LN LGET /TheSl UG _2nxoM-SEr-BNzQBAy ~& 5=t tFQAC-&b=DQBY j2(n4 j 7k1GOMLUOS1c) - ~vIPL HTTP/1.1

Accept: */*

Referer: http://abordonor.section?S.ew/ topic/30219-schoolnistress-arbitrol-swopped-accelerators-pavenents-sending-cotegorical/
Accept-Longuoge: en-US

User-Agent: Mozillo/5.9 (Windows NT 6.1; Trident/7.9; rv:11.9) like Gecko

Accept-Encoding: gzip, deflate

Host: abordonar.section?S.ecu

DNT: 1

Connection: Keep-Alive

190:16:05.885296 IP 46.30.45.206.80 > 19.3.21.103.49197: Flogs [.], ock 422, win 64240, length @
| {4} SR -
el "ol nea P aeennn
19:16:05. 920015 IP 10.3.21.103.49196 > 46.30.45.206.80: Flogs [P.], seq 972:1160, ock 221314, win 63336, length 188: HTTP

a@emany P.?.NT.T.P. N 7. .d1YheoBRBgS@IZe615tB07guNhOL U3Ees )1 eSEDNA{ MWHQDNIKY/GhLEN3ZIONT §§ 52p/MwFWs+hwrUYYYnStD3rI9CHY I 1p2NFHYENAThATLPTF 2VQST cdqeF xwkUZ
PrwSK2ZFB/4X5G+t+m0QL TZE€QI§1162C5r047mpt COGB § 1 £ COWUXODE 2Mmus

10:16:05. 920077 IP 46.30.45.206.30 > 10.3.21.103.49196: Flogs [.], ock 1160, win 64249, length @

LT e

..g.P.,7.T7..7. 2. .. }

10:16:06.107403 IP 46.30.45.206.80 > 10.3.21.103.49197: Flogs [P.], seq 1:161, ack 422, win 64248, length 160: HTTP: HTTP/1.1 484 Not Found

......... “e"a

QP vl LPLL FgL HTTP/1.1 484 Not Found



- Analyze

» Categorize

» Malware on System
* Alert the IR team

* Move on



Threat Analysts

- Investigate phishing
- Analyze Malware
- Writing new rules/updating existing rules
- Read a lot
- Programmers
- Thought leaders
- Speak at conferences
* Write blog posts



Threat Intel Sources
- Passive DNS
- Honeypots
* Hunting
 Third parties
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vontent—-Lengtn: 1Vl
Connection: Keep—-Alive
Cache~Contr»ol: no-cache

Received post with 181 bytes.

[Received new connection on port: 860.]
[New »eguest on port 860.1]
T Z/main.php HTTP-1.1
Host: pusecsuwe .de
Content—Length: 181







SOC as a Service

Install their boxes

They watch your network

They alert you when there’s a problem
They manage all that SOC stuff



SOC as a Service?

What’s their response time?
How do they innovate?
You aren’t their only customer
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The Modern SOC

Some of the gaps
9 Cloud Services

9 Behavioral Analysis

¢ sYoD

9 Too much manual stuff




Risk Assessment

What are you protecting?

* Depends on industry

* Depends on what you’re running
* Inventory lists

* Are networks segregated?

- guest, VPN, Internal



Adapting to Now




DGA’s
Complex domains, generated by ma

iNg
.Jcom, Vistaprint




2qkofviegirmejgseorcg26ge23gmmbdimig.gu2celbcm
e8vrnkv30k6tteiOce2jchirgiob3mg5dondb.gvqOimbcfq
'murcfqrgcirdejrtamrvgvrigmrghbqtait7.az.ripass.com

J2gkoftvieqirmejqseorcgiodgndbgjsOemst.mm2ce9iy.a

12qkofvieqsjcfqrgcir4ejsdintegu2gma3tf.gjrgmit7az.a.r.ij
e8vrnkv30k6ttei0Oce2jchirgcmbuha20gnbv.m260embc
wvmurcfgrgcir4ei3dtam31me5ggmbemibstairm.ejrseorcg
abdthefwpuuqgxwgddiiqagcrsiymnogqvxxxzw.2-01-2a:
» . '~



Attachments
exe’s or other unusual items

bm Vs first ‘received L




Training

bmewhere different




Management System
Snorby (web based)




& nipsidsify.com c roxy emirequires mod xmizenc? & 4+ ® - © E]

SnOrbg 43 threat ¢

Dashboard My Queue (0) Events r Search Administration

Dashboard »'i More Opticas
LAST 24 TODAY YESTERDAY LAST WEEK THIS MONTH THIS QUARTER THIS YEAR TOP 5 SENSOR
0 0 0 b.r.'Aulu..A
HIGH SEVERITY MEDIUM SEVERITY LOW SEVERITY

TOP S5 ACTIVE USERS

LAST S UNIQUE EVENTS
Sensors
ANALYST CLASSIFIED EVENTS

Event Count vs Time By Sensor -~ f7¢935227d2a:NULL
- ubuntu:NULL
- default NULL

Event Count



Management System
Snorby (web based)

ELK (Log Aggregation)




® = l. Discover - Kidana +

< 192.168.115.135 5601 fapp/kibanas [discove efreshinterval: (Gsplay: O, pa

KiIbana

1,212 has

March 30th 2014, 123032 037 - Masch 300 2016, 1223032 907 ~ by woek

Selected Fielkds
<
Available Felcs n
Qumestamp "i
— =
L) C
T 2 ) b 1
_Index -
_Soore
type Time SOurce
host
»  Morch Z5th 2016, 16:32:16.649 oggager {"eventid™:"KIPPRO4"™,"format™:"Opening TTY Log: ¥(ttylog)s™,"timestamp™:"2015-09-12T05:42:51.5
348102, "session”: "0QTIZEBGAR904 1230 7de 90 f4afod1b63 ", "messoge”: ), "iskrror”:0, " ttylog” : "log/tty/ /20150912
path
054251 -00fbacR3 . 1og™, "system™ : "SSHChannel session (@) on SSHService ssh-connection on HomeyPotTromsport .8
t
we 8,222.73.119.253" ,"src_(p":"222.73.119.253" ,"sensor”: "ip-172-31-28-173" . "Bversion”:"1" . "Btimestomp” : " 2015

» March 25th 2016, 16:32:16.649 g gage: {"cventid®:"KIPPEQ12","format™:"Closing TTY Log: ¥(ttylog)s”,"timestamp”:*2015-09-12705:42:55.1
8501527, "session”: "2692164066F441038921033529¢c 300227, "messoge ™[], "isError”™ 0, "ttylog” : "log/tty/ 20150912~
054223-1ef24M . 1og” , “system™ : “SSHChannel session (@) on SSMService ssh-connection on MomeyPotTromsport 8
2,222.73.119.253" ,"src \p":17222.73.119.253" ,"sensor® 1 "ip-172-31-28-173" ., "Bversion”:"1" "M imestomp” : " 2015

~



Building Systems for Adaptability
Compartmentalized systems for quick deployment
One configuration file
Central ruleset

Purpose driven, one use

IDS on every device

Deploy as many as needed, really fast



josh@ubuntu:~$%$ docker run -it -p 80:80 --net=host jpyorre/snortbase’

Video of Docker IDS



198.74.50.189: 3306 >
QI/29-00:46:48. 108288
198.74.50.189: 3306 ->
V3/29-00:46:48.204239
198.74.50.189:3306 ->
V3/29-00:46:48 . 304433
198.74.50.189:3306 ->

IR

192,168,115, 135:45635
(**) [(129:12:1) stream$: TCP Smoll
192,168,115 ,135:4563%
[**) [129:12:1] stream$: TCP Small
192.168.115.135:45635
[**) [(129:12:1] streamS: TCP Seall
192.168.115.135:45635

Closing spool file "Svar/log/smort//snort ul  1459212152° .
Opened spool file '/vor/log/snort//anort ul . 1459212553"

03/29-00:49:54 745158

[**) [129:12:1] streamS: TCP Ssall

192.168.115.1:6457S -> 192.168.115.135:22

03/29-00:49:55.167614
192.168.115.1:64575
03/29-00:49:56.452632

[**) [129:12:1] streamS: TCP Seall

“» 192.168.115.135:22

[**) [129:12:1] streamS: TCP Seall

192.168.115.1:6457S ~» 192.168.115.135:22

03/290-00:50:00. 427345

29:12:1] streomS: Ssall

135:2

(**) (129:12:1) itrods: S=all

192,168,115, 1:0457S -» 192.108,115,135:22

VI/29-00:50:01. 596300

(**) [129:12:1) streamS: S=all

192,168,115, 1:0457S -> 192.1068,115,135%:22

VI/29-00:50:02 ., 726234

[**) [(129:12:1]) streom$: S=all

192.168,.115,1:6457% <> 192.168.115,135:22

V3/29-00:50:03.572460

[**) [129:12:1) stream$S: Small

192,168,115, 1:64575 -> 192.168.115,135:22

QI/29-00:50:04 713127
192.168.115.1:64575
V3/29-00:50:06.332022
192.168.115.1:6457S
03/29-00:50:06 . 866609
192.168.115.1:6457S5
Q3/29-00:50:07 . 424761
192.168.115.1:64575
03/29-00:50:23 . 476758

[**) [(129:12:1] streaomS: S=all

“» 192.168.115.135:22

[**) [(129:12:1]) streamS: TCP Ssaoll

“» 192.168.115.135:22

[**) [129:12:1] streamS: TCP Sesall

“» 192.168.115.135:22

[**) [129:12:1] streamS: TCP Sesall

“» 192.168.115.135:22

[**]) [139:1:1] sensitive_doto:

0:254) 82.146.34.246 ~» 10.3.21.104

03/29-00:50:23.500925

[**) [(139:1:1) sensitive _doto:

0:254) 82.146.34 . 246 ~» 190.3.21.104

03/29-00:50:25 . 874476

[**) [139:1:1) sensitive_doto:

0:254) 82.146.34.246 ~» 190.3.21.104
QI/29-00:50:41 . 10699044 [**]) [1:33188:4] INDICATOR-COMPROMISE Win,.Trojon. Bedep variont outbound comnection [**] [Clossificotion: A Network Trojon was de

tected) [(Priority:

Segment Threshold
Segment Threahold
Segment Threshold
Read 3718 records
Threshold
Threshold

Threshold

Threshold

Threshold
Threshold
Threahold
Threshold
Threshold
Threshold

Threshold

sensitive doto global
sensitive doto global

sensitive doto global

1) {TCP) 10.3.21.104:49274 -» 23.221.41.150:%

I xcoeded
Excoeded

Excoeded

Exceeded
Exceeded

Exceeded

Exceeded
(xceeded
I xcoedod
Exceeded
Exceoedod
Exceeded
Exceeded

Exceeded

threshold exceeded [**] [Classificotion:
threshold exceeded [**]) [Classificotion:

threshold exceeded [**) [Classificotion:

bt
st
=

]
-t
|
et
b |
bt
Ead
bt

(Classtification:
[Classification:

[Classification:

[Classification:
[Classification:
[Classification:

«< ification:

(Classification:
(Classification:
[(Classification:
[(Classification:
[Classification:
[(Classification:
[Classification:

[Classification:

Potentially
Potentially

Potentiolly

Potentiolly
Potentiolly
Potentiolly
Potentiolly

1y
tolly
Potentiolly
Potentiolly
Potentiolly
Potentiolly
Potentially
Potentiolly
Potentiolly

Potentiolly

t i
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Traffic)
Traffic)
Traffic)

Traffic)
Traffic)

Traffic)

]

Traffic)
Troffic)
Traffic)
Traffic)
Traffic)
Traffic)
Traffic)

Traffic)

Senstive Dota)
Senstive Dota)

Senstive Dota)

[(Priority:
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[(Priority:
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[(Priority:
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z]
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{rcw)
{rce)
{rcre)

(ver)
{rere)
(vee)
(vere)
{vce)y
{vee)y
{Tcr)
{rer)
{reey
{rce)
{rcr)
(rer)
(rer)
(ver)
(PROT
(PROT
{PROT

QI/29-00:50:43. 9939047  [**) [129:12:1]) streamS: TCP Ssall Segment Threshold Exceeded [**) [Classification: Potentially Bad Traffic) [Priority: 2] {(TCP)

198.74.50.189: 3306 -»

AR BRI

192,168,115, 135: 45630

P St ad

= el LR LN

.

P TN PR TSN T PSR i
ml—.'



Cloud Services




We work fast, setting up
devices and services
quickly.







Looking at an
unmonitored site



| Go ask:
ns155.hostgator.com _
— ns156.hostgator.com »
DBnpai

NS
Name System

Normal DNS



It’s here!
192.1232.251.97

Normal DNS

NS host@ator

Web Hosting




| It’s here!
- 192.1232.251.97
s S <,

ns155.hostgator.com
ns156.hostgator.com

host@ator

Web Hosting

Normal DNS






f\,'l:‘ 'u'"‘, ping but ld‘)"‘,-, COom
PING bl L desod om (192.232.251.97) S6 dote bytes
64 bytes from 192.232.2%1.97 0_Seqed L1155 timesZ) 487 »s € buddasoc com

64 bytes from wo_50q=1 tt1e5S timee24.401 ms

bulldosoc com ping statistics - Not Acceptable!

trip win/ovg/mon/stddey = 23 487723 .989/24 491790 .502 »

whi

An appropriate representation of the requested resource could not be found on this server. This error

of an attack
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Where is buildas@

Go ask:
nsi.linode.com

ns2.linode.com

NS

Domain.Name System

Modified DNS



It her
198 4. 50 189

% tinode

Modified DNS



Where is buildas@

198.74.50.189

Linux system, running docker/IDS/proxy

Modified DNS



198.74.50.189






p
i =

75

..pa
revslider

- - . /wp-confi
onitored Siteges

bt :.text/ht
ml,application/xhtml+xml, a
pplication/xml;q=0.9,*/*;q
=0.8. .Accept-Language: .en-

us..Connection: .keep-alive
. Accept-Encoding:.gzip, .d

eflate. .User-Agent: .Mozill
a/5.0.(Macintosh; .Intel.Ma
c.05.X.10 11 3).AppleWebKi




Threat Analysis

..or predicting the future



Let’s talk about
Automation



P2 VirusTotal intelligence - Yo.. -+

<= @ hrps:/fwww.virustotal.comyintelligence/hunting/ L« 4  Search “ 4 n O @ o =

™ File information
Opening a033d43234bbb632a0beBBcB8328bd101b38a0...

SHA-200 You have chosen to open:

ssdesp a ; ..c68c8328bd101 b 3094ca9ab2aledts
authentihash (7~ . B)

imphash

TZE+ UNGIL ghRK

Open with TextEdit (default)
File

y for flles like this from now on.

DOS Executable Generic (2.2

36 /56
2016-03-16 17:09:38 UTC ( 1 woek, 6 days ago )
2016-03-29 19:37:50 UTC ( 47 minutes ago )

[pocne | sscombiy |

@ Download file C Re-scan file




evolll:out ock joahs python k_dosnloader . .py
Lo i configuration from [« wLoblock . O 9. json)
Block 1ists stored 'n [FUsers/ 1o/ Desktop ock/ints)

not get the behav

Threw exception: [xpect

wrching for detorls on [cryptomail )

wr report from VirusTotal

ng volue: 1ine 1 columm 1 (Cher

o0



Automatic Analysis

9 Sending to Threat Services / Providing

9 Sending to Cuekoo or malwr.com

9 Scraping Sites



http://malwr.com

- josh IDYOrreoaip

opendns. .comnr

Joyorre@ip-10+-20-3-207: ~/script

nlombcbackvy) . ru
oD e . ryg

..‘ wkvxev,in
ERrew . txt CEND)

DETAILS FOR NLCMBCBACK

ath

dwith t

o NS0

10

20

3

207;: ~Jjscripts/cyberfeed _net

Joyorre@®ip-10-20-3-207: ~/script..
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