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Who is the weakest link in security?



The app landscape

Å>2 billion smartphones

Å>2.2 million smartphone applications (apps)

ÅCapture and process sensitive user information

ÅTransfer information to/from remote sites



?

Is my communication secure?



TLS connection setup

ÅHandshake protocol

ÅFour phases

Å In phase 2:

o Server sends a certificate



Certificate validation before crypto

ÅUse the CA information of the trust store

ÅThe client checks the validity of the server certificate

Å Is the certificate authentic?

o Is it signed by a trusted Certificate Authority?

o Does the hostname matches the subjectAltnameor 
CN?

o Is it expired or still valid?

o Is the certificate revoked?



SSL/TLS & Android apps

ÅDefault HTTPS API in Android implements proper 
certificate validation

What could go wrong?



The central role of CAs



Who signed these certificates?

Chung et al., Measuring and Applying Invalid SSL Certificates:
The Silent Majority, IMC 2016, November 14-16, 2016, USA.

FadaiŜǘ ŀƭΦΣ ¢Ǌǳǎǘ ƳŜΣ LΩƳ ŀ wƻƻǘ /!Η !ƴŀƭȅȊƛƴƎ {{[ wƻƻǘ /!ǎ ƛƴ 
Modern Browsers and Operating Systems. ARES 2015, August 24-
28, 2015, France.



Custom validation

ÅFahlet al. (2012): Tested 13,000 apps

o A 1,000 of them improperly handled validation

Å In 2013, they asked the developers

1 S. Fahl, M. Harbach, T. Muders, L. Baumgärtner, B. FreislebenΣ ŀƴŘ aΦ {ƳƛǘƘΣ ά²Ƙȅ 9ǾŜ ŀƴŘ aŀƭƭƻǊȅ ƭƻǾŜ !ƴŘǊƻƛŘΥ !ƴ ŀƴŀƭȅǎƛǎ ƻŦ !ƴŘǊƻƛŘ {{[ 
όƛƴύǎŜŎǳǊƛǘȅΣέ ƛƴ !/a //{ нлмнΦ
2 S. Fahl, M. Harbach, H. Perl, M. KoetterΣ ŀƴŘ aΦ {ƳƛǘƘΣ άwŜǘƘƛƴƪƛƴƎ {{[ ŘŜǾŜƭƻǇƳŜƴǘ ƛƴ ŀƴ appifiedǿƻǊƭŘΣέ ƛƴ !/a //{ нлмоΦ



.ǳǘ ǘƘƛƴƎǎ ƛƳǇǊƻǾŜΣ ŘƻƴΩǘ ǘƘŜȅΚ

ÅExperiment on 50,000 Android apps3

o Top 25,000 from Q4/2013

o Top 25,000 from Q4/2014

ÅTest using Mallodroidscript

ÅFocus explicitly on custom 
TrustManagerimplementations

3 D. Buhov, M. Huber, G. Merzdovnik, E.R. Weippl, "Pin It! Improving Android Network Security At Runtime," in IFIP Networking 2016, Austria, 2016.

https://github.com/sfahl/mallodroid
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How can we fix this for user?

ÅPinningTrustManagerPoCcode on github

ÅDevice/OS-based rather than app-based (no hope)

ÅDefend against developer errors in cert. handling

ÅCombines dynamic instrumentation techniques and 
cert. pinning

ÅUser is alerted if cert. changes (e.g., injected)

o Still chance of TOFU pinning

3 D. Buhov, M. Huber, G. Merzdovnik, E.R. Weippl, "Pin It! Improving Android Network Security At Runtime," in IFIP Networking 2016, Austria, 2016.



Android 7.0 Nougat and pinning

ÅNew approach ςconfigfile

ÅMuch easier implementation/integration 



Happy developers (?)

ÅNo need for custom code

ÅBut need to maintain two versions

ÅWhat happens when the cert. expires?

o Recent case with Mozilla plug-ings

ÅHow do you update apps with new files?

o How do you force to update?

2016- SBA Research gGmbH



Is pinning enough?

2016- SBA Research gGmbH



TLS Notary Service



ICSI Certificate Notary

App/Web Server

Check stored pins


