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ELK Stack











Elastic Stack





What about security?



Once upon a time...





Dataset
https://github.com/tcrug/marx_data

https://github.com/tcrug/marx_data


Condensed into one day
2016-01-12



Enriched
Port numbers, unique attack types, individual attacks, GeoIP



Metrics
Generated



Discover







Visualize



Attacks by host and time





CPU over time





CPU over time by host





Geolocation of attacks





Dashboard



Putting it together







Timelion



Compare honey data and metrics





Compare honey data and metrics for 
Tokyo





Conclusion



Visualize all the things





But wait, there is more





Prelert is coming





Try it
https://github.com/xeraa/vagrant-elastic-stack

https://github.com/xeraa/vagrant-elastic-stack


Questions?
Philipp Krenn @xeraa

PS: Sticker


