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Dataset


https://github.com/tcrug/marx_data

Condensed into one day
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Enriched
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_source

type: attack attack_datetime: January 13th 2016, 06:59:59.000 source_attack vector:
rosoft-ds target_attack_vector: microsoft-ds attack_type_id: 1168166836

attack_id: 1688363477 source_lon_lat: 121.525, 25.0392 source port: 3555
source_country: Taiwan source_cc: TW source_locale: Taipei target_port: 445

taraet host: aroucho-tokvo sourece in: 1.173.108.13?7 attack nrotocnl: TCP

type: attack attack_datetime: January 13th 2016, 06:59:58.000 source_attack_vector:
sql-s target_attack vector: ms-sql-s attack_type_id: 3978139709 attack_id: 25409563
93 source_lon_lat: -118.2642, 34.053000000000004 source_port: 6000

source_country: United States source cc: US source_locale: California target_port:

3 +araget host: aroucho-oreaon source in: 192.200.102.171 attack protocol: TCP

type: attack attack_datetime: January 13th 2016, 06:59:58.000 source_attack vector:
sql-s target_attack_vector: ms-sql-s attack_type_id: 3978139709 attack_id: 26001332
85 source_lon_lat: 117.2808, 31.8639 source_port: 6000 source_country: China
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# cpu » January 13th 2016, 06:59:59.000 fijes: 5,415 threads: 271 network: 645,810 memory: 18,008 attack_datetime: Januar
# disk y 13th 2016, 06:59:59.000 target_host: groucho-tokyo processes: 24 cpu: 66
# files users: 223 disk: 5,521 _id: AVSmiuu_KDdxt3NE9ijU _type: measurement _index: honey
pot_metrics _score: -
# memory
# network
» January 13th 2016, 06:59:59.000 fjijes: 5,310 threads: 284 network: 718,646 memory: 34,431 attack_datetime: Januar
# processes

y 13th 2016, 06:59:59.000 target_host: groucho-oregon processes: 69 cpu: 55 users:

£ targethost disk: 6,131 _id: AVSmi20_KDdxt3NE-MvU _type: measurement _index: honeypot_metrics

# threads _score: -

# users

-.. Guest User » January 13th 2016, 06:59:59.000 files: 4,971 threads: 257 network: 555,356 memory: 64,000 attack datetime: Januar
y 13th 2016, 06:59:59.000 target_host: groucho-norcal processes: 55 cpu: 92 users:

<] Logout

disk: 6,492 _id: AVSmiS59FKDdxt3NE-hlU _type: measurement _index: honeypot_metrics
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Attacks by host and time
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CPU over time
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CPU over time by host
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Geolocation of attacks
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Putting it together
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target_host.raw: "groucho-tokyo"
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Compare honey data and metrics
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Compare honey data and metrics for
Tokyo
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Visualize all the things
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But wait, there is more
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Prelert is coming
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Try it


https://github.com/xeraa/vagrant-elastic-stack

OU STIONS!

Philipp Kre



