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WHAT THIS TALK IS
ABOUT?



WHAT THIS TALK IS
NOT ABOUT?



POPULAR TARGET

~5% of the Internet websites
built with WordPress



AUTHENTICATION
METHOD

/wp-login.php
/xmlrpc.php

/administrator/index.php

& " ?Poption=com login

/?q=user
/?q=user/login

..

/xmlrpc.php



BRUTE FORCING
ATTACK

Trying different credentials
until the correct one found



SIMPLE
AUTOMATED
WORKS



SATHURBOT




rosencraft 4 <

Posted 23 June. 2013.- 03:41 PM

My girlfriend downlcaded and ran this file "x264 Video Codacs XP-Win7.exe" on her windows 7 computer. She got it from a
lorrent and the file results the following on virus tolal scan

hitps:/iwww.virustotal.com/itffile/b15e0a4855ce7af346ae67a24 7923826d54908 7931923bf48498334e2c02dfh0/analysis/

Members
12 posls

I am sure that is not a "safe" file to run on a windows computer.

[ File information

© |dentification @ Details @& Content U Analyses & Submissions @ITW {3 Bshaviour ®, Comments

. o % v ByteHero - 1.0.0.1 2013042
2013-05-01 15:28:22 2/46 CAT-QuickHeal - 12.00 20130430
2013-05-01 19:54:10 2/46 ClamAV - 0.97.3.0 20130501
2013-05-04 03:51:01 4/46 Commtouch - 54.1.7 20130501
2013-05-04 08:00:49 3/46 Comodo - 16126 20130501

2013-05-04 08:25:05 3/46 DrWeb BackDoor.Hydral.oader.origin

2013-05-0502:47:35 3/44 ESET-NOD32 - 8285 20130501
2013-05-05 04:37:02 3/46 F-Prot - 4.7.1.166 20130501
2013-05-05 09:41:07 3/46 F-Secure - 11.0.19020.35 20130501

Fortinet - 5.0.43.0 20130501

® Download file C Re-scan file




MODULAR BOTNET

e backdoor
e downloader
e web crawler

e brute forcer



URL PATTERN OF THE
INFECTED TORRENTS

@ wwwxerralyne.co.uk/gllisoft-movie-dvd-creastor-vi -x 6 4-x36-dovwnload-torment w y

i Appe B Revarse tcols > Heome | Splunk 6.6.1 BElinux B oythen D reading fet B gt ERbloge BN rag/sesrchistuff - CTA Parformanca-. C&C Sarvers - Cybe.. =5 soreadshests » B9 Other Dockmar<s
Home / Uncategorized / GiliSoft Movie DVD Creator v6 x4 x86 download torrent

. » Septemaer 2017
ER Aupust 11,2017 &

* Augusl 2017

= July 2017

s Share Ratio

GiliSoft Movie DVD Creator vb x64 x86 download torrent

v Download

Search ...

ika us on Facebnak:
ntreduction:

Tmie program can be corverted and aealed types CVD disg, download DVD movie Creator is offered in full
news. Make your drive can be almest any video format such as AVI, WMV, MFEG and athers.

After the project is completedFor the video DVD Creator, it can o¢ casily written Lo the carrier anc then seen
or the stancard player in front of the TV, and can o¢ seen on the computer, nothing will Be forbidden -
Among ather things, he melzksanakandukunganlntukMerakam IS0 image afrer the adcition The video you
can crop,Add & watermark, adc text and perform other similar operetions.

Developer: Gill Makka

Jcense: Freeware

Qperating System: Windaws
=ow to install

—_— ~

www.verrolyne.co.uk/?30a227f6f31889a92c7be5f1b50fb5e4=127dca8d070bbb




INFECTION

ljg » malware v [ ¥9 l l Search malware P I

File Edit View Tools Help

Organize ¥ Open Share with = New folder 3= « i 0
Name . Date modified Type Size
[®) 5548d6¢g3af8f8ccccf41cfocd78372b exe 7/19/2017 9:11 AM  Application 12,288 KB |

@ d64793 . :

@ The installer you are trying to use is corrupted or incomplete.

This could be the result of damaged disk, a failed downlcad or a virus.

You may want to contact the author of this installer to obtain a new
copy.

It may be possible to skip this check using the / NCRC command line
switch (NOT RECOMMENDED)

1 item selected

s

+ WEIFER






SEARCH ENGINES
QUERY

Bing

http://www.bing.com/search?q=makers%2omanage%2omanual



Bi'ng
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WORDPRESS
FRAMEWORK CHECK

http://[domain name]/wp-login.php



BRUTE FORCEL

MODULE




ATTACK WITH
XML-RPC

POST /xmlrpc.php HTTP/1.1

Connection: Keep-Alive

Accept: */*

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:40.0) Gecko/20100101 Firefox/40.1
Content-Length: 231

Host: www.venuscursos| REDACTED].com.br

<?xml version="1.0" encoding="1s0-8859-1"7>
<methodCall>
<methodName>wp.getUsersBlogs</methodName>
<params>
<param><value>venuscursos| REDACTED |</value></param>
<param><value>magic</value></param>
</params>
</methodCall>



STANDARD
CREDENTIAL’'S COMBO

User name[domain name ]Password

POST /wp-login.php HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOWG64; rv:40.0) Gecko/20100101 Firefox/40.1
Content-Length: 232

Host: www.sanatf REDACTED)].org

log=sanatfREDACTED]
&pwd=magic&wp-submit=Log+In&testcookie=1



NON STANDARD
CREDENTIAL’'S COMBO

User name[special name]Password

POST /xmlrpc.php HTTP/1.1

Connection: Keep-Alive

Accept: */*

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:40.0) Gecko/20100101 Firefox/40.1
Content-Length: 227

Host: www.vodokanal[ REDACTED].ru

<?xml version="1.0" encoding="1s0-8859-1"7>
<methodCall>
<methodName>wp.getUsersBlogs</methodName>
<params>
<param><value>vdknl2017admin</value></param>
<param><value>swimming</value></param>
</params>
</methodCall>



ENUMERATION SCAN

Requesting numerical user IDs to reveal usernames



MORE THAN
ONE TRY & PASSWORD

TIME:02:17:11.265496

POST /xmlrpc.php HTTP/1.1

Connection: Keep-Alive

Accept: */*

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:40.0)
Gecko/20100101 Firefox/40.1

Content-Length: 226

Host: www.raduapostol[REDACTED)].ro

<?xml version="1.0" encoding="1s0-8859-1"7>

<methodCall>
<methodName>wp.getUsersBlogs</methodName>
<params>

TIME:06:15:32.848090

POST /xmlrpc.php HTTP/1.1

Connection: Keep-Alive

Accept: */*

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:40.0)
Gecko/20100101 Firefox/40.1

Content-Length: 226

Host: www.raduapostol[REDACTED].ro

<?xml version="1.0" encoding="1s0-8859-1"7>

<methodCall>
<methodName>wp.getUsersBlogs</methodName>
<params>

<param><value>raduapostol[ REDACTED]</value></param> <param><value>raduapostol[ REDACTED]</value></param>

<param><value>mokito</value></param>
</params>
</methodCall>

<param><value>system</value></param>
</params>
</methodCall>
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pericles
yamaha
pandal
root123
raiders
trustno1
office
phpbb
system
rachel
mokito
soto
vagina
miguelangel
test
ronica
55555
star

0

TOP 20 PASSWORDS
TRIED

o

12500

25000

B Fraquency of passwords

37500

50000



TRIES TO BRUTE

FORCE

QUORA:

GET  http://www.quora.com/wp-login.php
GIPHY:

GET  http://giphy.com/wp-login.php
SNAPCHAT:

GET http://snapchat.com/wp-login.php
TWITTER:

GET  http://twitter.com/wp-login.php
SOUNDCLOUD:

GET  http://soundcloud.com/wp-login.php
SHOPIFY:

GET  http://www.shopify.com/wp-login.php


http://www.quora.com/
http://giphy.com/
http://snapchat.com/
http://twitter.com/
http://soundcloud.com/
http://www.shopify.com/

MOST COMMON TLDS
TARGETED

TLD

om 1552601 srsrsmengrsLeninIerer
org 139582
net 102798
info 23288
XyzZ 16076
eu 14732
ccTLD

de 68078
uk 59681
nl 45528
cC 45419
cn 36527
au 35410
it 32400
br 28158
pl 26216
fr 25319
ca 24766
ru 21802
es 17372

se 14284



INFRASTRUCTURE




DIFFERENT VERSIONS

2015

SHA-256:
28f1cb771de05473b0c1cc2c21f3c437dch50ccbab3c4c15ceefb21eabebb95fa

URL.:
asdas2gw2aswasasdasd.in/wordpress.php?g=4bc87ed0379a11e5acf3080027535333&b=0&v=1

2016
SHA-256: -

URL:
edasdfdfwedzsczxczxcawaw1.xyz/wordpress.php?g=5f64c9690c7911e68d7c00155d0a1117&b=0&v=1

2017

SHA-256:
20ae9e5f8f26635c627afceb5eaeeb749af459f55138¢c80f29da9d787ecc38f92

URL.:
forcedsharetraktor.live/cocos/driver.php?g=e71847216cbc11e7b4e0080027e1e38a&v=3



LINKED EMAIL

asdas2qw2aswasasdasd.in/wordpress.php?g=4bc87edo379a11e5acf3080027535333&b=0&v=1

W RiskiQ  Q asdas2qw2aswasasdasd.in 185.75.56.43

2015-06-18 Fnom Inc, (R45-AFN)

| L] Hashes [ Registered @) Categorize
2015-12-04 Zillya

CHANGE HISTORY RECORD FROM 2016-10-28
Checked by Risk/Q | Fxnired 3 months ago | Created 2 years ago

Altribute Value
WHOIS Server whols.inregistry.in
Registrar Enom Inc. (R46-AFIN)

Email listama7653@yahoo.com (registrant, admin, tech)

Name Listma Huistma (registrant, admin, tech)
City Kiev (registrant, admin, tech)
State Kiev (registrant, admin, tech)
Fostal 0210052 (registrant, admin, tech)

Country UA (registrart, admn, tech)



1st C&C

forcedsharetraktor.live
217.23.6.215

Connectivity check

google.com

CONNECTION
SEQUENCE

2nd C&C
DNS TXT Record

zeusgreekmaster.xyz

Crawling

3rd C&C 4th C&C

uromatalieslave.space megafreecontentdelivery.club

v
217.23.6.155

Brute forcing



DOMAINS

FORCE MASTER
asdkjnasdiu3kadsomiljsdforce.xyz zeusgreekmaster.xyz
forcedsharedtraktor.live apollogreekmaster.xyz
newforceddomainsherenow.club jhasdkjanskdjnahsnmaster.xyz
justanotherforceddomain.xyz jhasdkjanskdjnahsnmaster.info
SLAVE BOOM

uromatalieslave.space
. boomboomboomway.xyz
mrslavelemmiwinkstwo.xyz .
badaboommail.xyz

artemisoslave.xyz
: badaboomsharetracker.xyz
crazyfuckingslavemudak.xyz



DOMAINS

OTHER TORRENT TRACKERS
edasdfdfwedzsczxczxcawaw1.xyz megafreecontentdelivery.com
mozilladownloadsharespace.xyz megafreesharetracker.club
jhkabmasdjm2asdu7gjaysgddasd.xyz blablablablablatraffic.xyz
asxdg2saxadsdawdqg2sasaddfsdfsf4ssfuckk.xyz webdatasourcetraffic.xyz
asxdqg2saxadsdawdqg2sasaddfsdfsf4ssfuck.xyz happynewyeartraffic.xyz
kjaskdhkaudhsnkg3uhaksjndkud3asds.xyz webtrafficsuccess.xyz
updateservicesharedspace.xyz freemplemediatracker.xyz
adg3asdasda3adfkunssssss.space sharetorrentsonlinetracker.xyz
khkhasd89u8ojaodsijdkjaksd.link coolfastcheaptracker.link
kihaskdjhkuhk2qgwskjakjshdkjh123kjs2.in coolfastcheaptracker.xyz
asdas2qw2aswasasdasd.in meganewblablablan.in

Kjanskduhi8asdaskjdkn.in



DETECTION




VERTICAL BRUTE
FORCING

WordPress Website
L




HORIZONTAL BRUTE
FORCING

WordPress
Website 1

WordPress
Website 2

WordPress
Website 3

WordPress

Website 4

WordPress
Website 5




WHY IT IS

IMPORTANT?




QUESTIONS?

Sathurbot pcap
https://stratosphereips.org/category/dataset.html

Anna Shirokova Veronica Valeros

ashiroko@cisco.com vvaleros@cisco.com

@AnnaBandicoot @verovaleros
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THANK YOU!




